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Empowered lives.
Resilient nations.

REQUEST FOR PROPOSAL (RFP)/ 3AMPOC HA MOOAYY MPEANOMEHWA (3M)

UNDP Project “Inclusive Governance and Justice System for | DATE: 11 April 2018 /

Preventing Violent Extremism” / TMpoekt [POOH | AATA: 11 anpens 2019

«VIHKAKO3MBHOE YNpaBfeHWe W cucTema npasocyaus 3a | Reference: RFP SDG 19/008 “Conducting short-term
NpeaoTBpalLeHre HAaCUILCTBEHHOIO IKCTPEMM3Mar trainings on computer incident response and
3-nouTa: procurement@dgov.undp.kg computer forensics” /

Ccbinka: RFP  SDG 19/008  «[poBegeHue
KpPaTKOCPOUHbIX TPEHWHroB MO pearvpoBaHUI0 Ha
KOMMbIOTEPHBbIE  MHUMAEHTHI W KOMMbIOTEPHOI
KPUMUWHANUCTUKER

Dear Vendor: YBaykaemblii MOCTaBLMK:

We kindly request you to submit your Proposal to conduct short-term trainings on computer incident response and computer
forensics. / Mpocum Bac npeacTasuTb cBOE MpeanoeHue Ha MNPOBEAEHWE KPATKOCPOUYHbLIX TPEHWHTOB NO PEArMpoBaHWio Ha
KOMMBIOTEPHBIE MHUMAEHTBI M KOMMBIOTEPHOA KPUMUHANWUCTUKE.

Your offer in one outer envelope with tender reference “RFP SDG 19/008 “Conducting short-term trainings on computer
incident response and computer forensics” comprising of technical proposal and financial proposal, in separate sealed envelopes with
marking as “TECHNICAL PROPOSAL” and “FINANCIAL PROPOSAL” should reach on or before 10.30 am, 25 April, 2019 (local time) by courier
mail to the address below / Balle NpeAnoKeHUE AOMKHO COCTOATL U3 TEXHWYECKOW W GUHAHCOBOM YaCcTeM, 3anevaTaHHbIX B OTAE/bHbIX
KoHBepTax ¢ obosHayeHnem «TEXHMYECKAA YACTb» n « PUHAHCOBAA HACTb», NOMELWBHHbLIX B OAWMH BHELWWHWI KOHBEPT C yKasaHnem
“RFP SDG 19/008 “NpoBeaeHNEe KPaTKOCPOUHbIX TPEHWHIOB NO PEarvpoBaHWK0 Ha KOMNbIOTEPHLIE MHLMAEHTBI WU KOMMbIOTERHOM
KPUMMUHANUCTUKE”, KOTOPbIA A0/KeH BbiTb HaNpaB/eH He No3aHee 25 anpena 2019 roaa, 10.30 yacoB No MECTHOMY BPEMEHW NOYTOBbIM
KYPbEPOM MO YKa3aHHOMY HYKe agpecy.

Official Address for e-submission: tender.kgz@undp.org
OduLmManbHbIA aapec AnA 3NeKTPOHHOR NoAauu 3aaBok: tender.kgz@undp.org

United Nations Development Programme / Mporpamma Passutua OOH
160, Chuy Avenue, Bishkek / r. Buwkek, np. Yy# 160
720040, Kyrgyz Republic / 720040, Kbiproiackan Pecnybiuka

Receipt of bids will be made only during working hours from 09.00 - 17.00PM /
NpWéEM AOKYMEHTOB — TO/IBKO B TeYeHWK paboumnx yacos ¢ 9.00 - 17.00

Please be guided by the form attached hereto as Annex 2 and Annex 3, in preparing your Proposal / Mpu noAroTosKke MpenoKeHna
MCnonb3ayiTe, nomanyncra, bopmy MpunoeHus 2 1 NpuaoxeHuna 3.

Your Proposal must be valid for a minimum period of 90 days / Bawe MpegnoseHne A0AKHO Bbimb AEHCTBUTENBHBIM B TeueHWe
MUHUManNbHOro nepuoga 90 gHei.

In the course of preparing your Proposal, it shall remain your responsibility to ensure that it reaches the address above on or before the
deadline. Proposals that are received by UNDP after the deadline indicated above, for whatever reason, shall not be considered for
evaluation. / MpW NOAroTOBKE NpeanosKeHui, Bol HecéTe OTBETCTBEHHOCTL 3@ TO, 4TOBbI 3aABKa [OCTUINA afpecaTa B YKa3aHHbIE COOKM.
MpegiomeHKa, noayyerHbie NPOOH nocae yKazaHHOTo Bbile cpoka no Nto6oi npuduHe, He ByayT paccmMaTpuBaThCA.

Services proposed shall be reviewed and evaluated based on completeness and compliance of the Proposal and responsiveness with the
requirements of the RFP and all other annexes providing details of UNDP requirements / Mpeanaraemsie ycnyri ByayT paccmoTpeHs! 1
OLEHEeHbl Ha OCHOBE MX NOJHOTHI M cooTBeTcTeWA TpebosaHuam 3anpoca Ha MPeaNoKEHWA, a TakKe COOTBeTCTBMA TpeboBaHnAm Brex
APYTWX MPUIOHKEHWIA, cogeprawmx nogpobHeie Tpebosanua MPOOH.

The Proposal that complies with all of the requirements meets all the evaluation criteria and offers the best value for money shall be
selected and awarded the contract. Any offer that does not meet the requirements shall be rejected. / KoHTpakT 6yaer npucykaéx
aBTopam Toro MNpeanoxeHua, Kotopoe Haubonee cooTeeTcTeyeT Bcem TpebosaHMAM 3anpoca, YAO0BAETBOPAET BCEM KPUTEPUAM OLLEHKMN U
npegnaraeT Hanbonee BLIDAHOE COOTHOWEHME LeHbl U Kavectsa yonyr. Jioboe MpeasomeHue, KOTOPOE HE OTBEYAET M3/I0KEHHbIM
TpeboBaHuAM, BYAET OTKNOHEHO.
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Any discrepancy between the unit price and the total price shall be re-computed by UNDP, and the unit price shall prevail and the total
price shall be corrected. If the Service Provider does not accept the final price based on UNDP’s re-computation and correction of errors,
its Proposal will be rejected / /lio6oe pacxowaeHne Memay LeHol 3a eqMHMLY M COBOKYMHOM LieHoM BYAET NepecyMTaHo co CTOPOHbI
MPOOH, npw 3TOM NPUOPHMTETHOM ABNAETCA LieHa 3a @AMHULLY, Ha OCHOBAHWM KOTOPO# ByAeT MCnpaBneHa COBOKYNHaA ueHa. Ecam
MOCTABLUMK YCNYT HE COTNIaceH C OKOHYATENbHOM CTOMMOCTHLIO, NONYYEHHOM B pe3ybTaTe Nepepacyéta M UCMpaBaeHUi apudMETUYECKMX
owmbok co cTopoHs MPOOH, To ero MNpeanoxkexne ByAeT OTKAOHEHO.

No price variation due to escalation, inflation, fluctuation in exchange rates, or any other market factors shall be accepted by UNDP after
it has received the Proposal. At the time of Award of Contract or Purchase Order, UNDP reserves the right to vary (increase or decrease)
the quantity of services and/or goods, by up to a maximum twenty five per cent (25%) of the total offer, without any change in the unit
price or other terms and conditions / Nocne noayserua NPOOH MpegnomeHus, He NPUHUMEOTCA HUKaK1e U3MEHEHUA COBOKYMHOM LIeHbI,
BO3MOMHbIE B pesy/ibTaTe PocTa LeH, UHPAALMK, KoneBaHuid Ba IloTHbIX KYPCOB, MW M0BbIX APYTMX PBIHOYHBIX GaKTOPos. Ha MOMEHT
NOANUCAHWA KOHTPAKTA MNW 3aKa3a Ha 3akynky, [IPOOH octasaseT 3a coboil Npaso M3MEHATL (YBEAWYMBATE MM YMEHbLWATL) 06bem yeayr
W/ TOBAPOB AO MAKCHMYM ABAALATW NATH NpoueHTos (25%) oT obuiero npeanomkermns, 6e3 Kakux-nMbo M3MEHeHMH LeHbI 33 equHMLY
WK APYTUX YCNOBUIA U NONOMKEHU,

Any Contract or Purchase Order that will be issued as a result of this RFP shall be subject to the General Terms and Conditions attached
hereto. The mere act of submission of a Proposal implies that the Service Provider accepts without question the General Terms and
Conditions of UNDP, herein attached as Annex 4. / Ha n1060# KOHTPaKT UK 3aKas Ha 3aKYMKY, BblAaHHbIM N0 faHHOMY 3anpocy Ha nogady
npef/IoKeHuit, pacnpoctpanaeTca Aelictene OBLLMX YCAOBUIA U NONCHKEHUI KOHTPaKTa, NPUAAraeMbIX K HaCTOALLEMY AoKymeHTy. Cam
$aktT nofaun MpesnoeHUa Npeanonaraet, YTo NOCTaBLIMK ycnyr 6esycnoBHO NpuHUmMaet OBLuue yCAoBWMA M nonoeHua MPOOH,
cogepawmeca B MpunokerHuu 4.

Please be advised that UNDP is not bound to accept any Proposal, nor award a contract or Purchase Order, nor be responsible for any costs
associated with a Service Providers preparation and submission of a Proposal, regardless of the outcome or the manner of conducting the
selection process / O6patuTe, NoxanyiicTa, BHUMaH1e Ha TO, 4TO HE3ABMCHMMO OT PE3YNLTATOB MK NOPAKE NPOBEAEHUA NpoLecca otbopa,
MPOOH He HecéT obA3aTeNLCTB NO NPUHATMIO N6GOro [TpeanoxeHns, Bblaade KOHTPAKTa MAM 3aKa3a Ha 3aKymKy, a TAKME He HecET
OTBETCTBEHHOCTH 3a /loBble PacxoApl, CBA3AHHbIE C NOATOTOBKOM M NpeAcTaBneHnem pesoKeHUA NOCTaBLMKAMM YCAYT.

UNDP’s vendor protest procedure is intended to afford an opportunity to appeal for persons or firms not awarded a Purchase Order or
Contract in a competitive procurement process. In the event that you believe you have not been fairly treated, you can find detailed
information about vendor protest procedures in the following link: http://www.undp.org/procurement/protest.shtml. Mpoueaypa
OnpOoTECTOBaHNA AA nocTaswukos NMPOOH npeaHasHadeHa ANA NPeAoCTaBNEHUA BOIMOMHOCTM 0BXanoBaHUA Pe3yLTaToB KOHKYpCa
NMUEM WY UPMAM, KOTOPbIE HE MONYYUNM KOHTPAKT MM 3aKa3 Ha 3aKyNKy B NPOLecce NPoBeAeHUA TeHAepa Ha NPeaoCTaBAeHIE YCAYT.
B cnyvae, ecnm Bbl cumtaeTe, uto ¢ Bamu nmocTynuam HecnpaBeannso, Bbl MOKETE HaiiTh noApobHylo MHGOPMaUMIo O NpoLeaypax
OMpOoTeCTOBAHWA Ha calTe: http://www.undp.org/procurement/protest.shtml.

UNDP encourages every prospective Service Provider to prevent and avoid conflicts of interest, by disclosing to UNDP if you, or any of your
affiliates or personnel, were involved in the preparation of the requirements, design, cost estimates, and other information used In this
RFP / MPOOH npuabiBaeT KamA0ro NOTEHLMANBHOTO MOCTABLLMKA YCNyr K NPeAOTBPaLLEHUID BO3MOXHOIO KOH(PMKTE MHTEPECOB, NYTEM
npesoctasnedna MPOOH uHdopmauum o Tom, 6biam aAn Bbi, 060l M3 Bawmx NapTHEPOB WX COTPYAHWKOB NPUYACTHbLI K NOArOTOBKE
TpeboBaHuit faHHOrO 3anpoca, ero NPOEKTA, CMETLI PACXOA0B U APYroi MHPOPMaLMK, coaepsKalelica B 3anpoce Ha MNpegaomeHue.

UNDP implements a zero tolerance on fraud and other proscribed practices, and is committed to preventing, identifying and addressing all
such acts and practices against UNDP, as well as third parties involved in UNDP activities. UNDP expects its Service Providers to adhere to
the UN Supplier Code of Conduct found in this link: http://www.un.org/depts/ptd/pdf/conduct _english.pdf/MPOOH NpUAEPHKUBAETCA
MOMUTUKK  ABCONIOTHOTO HEMPMATMA  CNYYAEB MOLEHHWYECTBA W ADYIMX 3anpPeléHHbIX BUAOB AEATENbHOCTM M BbIDAMAEeT CBOI
NPUBEPXEHHOCTb Aeny NPeoTBPALLEHUA, BLIAB/IEHWUA U Paccief0BaHWUA BCeX NoA0BHbLIX aKTOB W cnydaes B OTHoLeHWK TPOOH, a Takwe
TPETbUX CTOPOH, y4acTBYWOWMWX B AeATenbHoctu TMPOOH. MPOOH Hageetca, uto ee nocTaswuku ByayT npuaepsusaToca Kogekca
noseAeHuA nocrasiika OOH, HpopMaLmMA 0 KOTOPOM ZOCTYNHE Ha caliTe: http://www.un.org/depts/ptd/pdf/conduct english.pdf

In responding to this RFP, UNDP requires all Proposers to conduct themselves in a professional, objective and impartial manner, and they
must at all times hold UNDP’s interest’s paramount. Proposers must strictly avoid conflicts with other assignments or their own interests,
and act without consideration for future work. All Proposers found to have a conflict of interest shall be disqualified. Without limitation
on the generality of the above, Propasers, and any of their affiliates, shall be considered to have a conflict of interest with one or more
parties in this solicitation process, if they: / B oTset Ha gaHHbIit 31, MPOOH TpebyeT, 4ToBbl BCE NOTEHUMAALHBIE Y4ACTHUKM Beaun cebs
NpodeccoHancio, 06bEKTUBHO M GeCnpUCTPACTHD, BCEraa CTaBA BO NaBy YrAa WHTepecsl NMPOOH, YHacTHMKKM AOMKHBI B WECTKOM
NOPAAKE N3beraTb KOHG/MKTOB C APYIMMM 334aHMAMM MMM CBOMMM COBCTBEHHbIMM MHTEPECAMM U PaBOTaTh, HE PAcCUMTLIBAA Ha Byaylume
KOHTPaKTbI. Ecau y yuacTHuKa Byfer oBHapyMeH KOHQAMKT MHTEPECoB, TO OH ByAeT AMCKBAAMGMUMPOBaH. He orpaHuuWBan oBLLMil
XapaKTep BbILIECKA3aHHOTO, CYMTAETCA, YTO YYACTHMK U iobble apHUAMPOBAHHBIE NMLA UMEIOT KOH(AWMKT UHTEPEcoB C OAHOMN WM
HECKONBKMMU CTOPOHAMM B JaHHOM MPOLLECCe, e/ OHM;

1. Areor have been associated in the past, with a firm or any of its affiliates which have been engaged UNDP to provide services for
the preparation of the design, specifications, Terms of Reference, cost analysis/estimation, and other documents to be used for
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the procurement of the goods and services in this selection process; / B npownom mav HacToAlem CBA3aHbl ¢ GUPMOit UK
nobbimu apdbuNMpoBaHHBIMM NMLLEAMKW, KOTOPLIE Y4aCTBOBANKM B NpeaocTaBaeHnm yeayr [IPOOH B o6aacTi pa3paboTku AusaiiHa,
cneunduKaLuii, TeXHUYECKOrO 3afi@aHWA, aHaNM3a U3JEPHEK, COCTABNEHUA CMETHOM AOKYMEHTAUMM W NPOYMX JOKYMEHTOB,
HeoBXxoAMMbIX ANA MCNONB3OBAHWA NPK 3aKYMKE TOBAPOB M YCAYT B PaMKax AaHHOro oTBopoyHoro npoLecca

2. Were involved in the preparation and/or design of the programme/project related to the services requested under this RFP; or /
YuacTsoBanu B MOATOTOBKE W/WAWM AM3aiiHE NPOrpammbl WM MPOEKTa B OTHOLIGHWMM YCAYr, 3anpallMBaemblX B pamKax
HacTtoauwero 3MM; unu

3. Arefound to be in conflict for any other reason, as may be established by, or at the discretion of, UNDP. / Ecau 0BHapyseHo, 4To
OHW HaXOOATCA B APYrod cMTyauuu KOHQ/IMKTa MHTEPECOB, Kak 3TO MOrAQ Bbith ycTaHoBAeHO MPOOH A couTeHo no ee
YCMOTpPEHUIO

In the event of any uncertainty in the interpretation of what is potentially a conflict of interest, proposers must disclose the condition to
UNDP and seek UNDP’s confirmation on whether or not such conflict exists, / B cnydae nwoboit Heonpeaen&HHOCTM B OTHOLUEHMM
UHTEPNPeTaLnn NOTEHUNANBHOTO KOH(INKTA UHTEPECOB, YY4ACTHUKM L40/KHbI co0BWmMTb 06 3Tom MPOOH 1 NOAYYUTL NOATBEPKAEHKE O
CYLLECTBOBAHUM UM OTCYTCTBUW KOHGAMKTA MHTEPECOB

Similarly, the Proposers must disclose in their proposal their knowledge of the following: / Mo Takomy e NPUHLMNY Y4acTHKKK 0BA3aHb! B
CBOMX NPeANoMEHUAX PACKPbITb CBOM 3HAHMA CAEAYIOWEro:

1. That they are owners, part-owners, officers, directors, controlling shareholders, or they have key personnel who are family of
UNDP staff involved in the procurement functions and/or the Government of the country or any Implementing Partner receiving
services under this RFP; and / YTo OHM - NosHble WMAW YacTMUHble BAAfENbLbI, AOMKHOCTHLIE AWUE, AUPeKTopa WM
npeAcTaBUTENN MX K/HOYEBOTO NepcoHana Haxo4ATCA B POACTBEHHbIX OTHOLWEHMWAX ¢ coTpyaHUKamu NPOOH, 3aHumalwmxcs
GyHKUMAMM 3aKYNKKU 1/1UK NpaBUTENbCTBA CTPAHLI MW PEANU3YIOLLErD NapTHEPA, NOAYYAIOWMX YCAYTM B PAMKaX HACTOALLErO
3M;u

2. All other circumstances that could potentially lead to actual or perceived conflict of interest, collusion or unfair competition
practices / Bce npoune 0BCTOATENLCTBE, KOTOPLIE NOTEHLMANLHO MOTYT NPUBECTM K QAKTMYECKOMY MM NOAPa3yMEeBAEMOMY
KOHGAWKTY MHTEpECOoB, CrOBOPY WM CUTYaLlMKU HECNPABEANMBOR KOHKYPEHLMK

Failure of such disclosure may result in the rejection of the proposal or proposals affected by the non-disclosure / HecnocoBHocTb packpbiTh
TaKylo MHOOPMALMIO MOMET NPUBECTU K OTKAOHEHWIO NPEA/IOKEHUA MW NPEANOMKEHUH, HA KOTOPbIE NOBAWAN GaKT TAKOTO YTauBaHWA
uHpopmaumm

Proposals submitted by two (2) or more Proposers shall all be rejected if they are found to have any of the following: / NMpegnoxerus,
npesocTaBaeHHble ABYMA (2) unu Bonee 3aABUTENAMM, BYAYT OTKNOHEHbI NPW 0BHaPYKEHWN OAHOTO U3 HUKENEePeUMCEHHbIX ACNEKTOB!

1. they have at least one controlling partner, director or shareholder in common; or / OHW UMEIOT KaK MUHUMYM OZHOrO 0BLLEro
KOHTPOMMPYIOWETO NapTHEPa, AMPEKTOPa UK aKLMOHEPa; UiK;

2. any one of them receive or have received any direct or indirect subsidy from the other/s; or / llo6o# 13 HUX nonydaeT Uau
nony4an npAMYI MM HENPAMYIO CYBCUAMIO OT APYroro; uaw;

3. they have the same legal representative for purposes of this RFP; or / [lna ueneit nactoawero 3M y HUX O4MH W TOT e
HOPUAMYECKUIA NPEACTABUTEND; UAK;

4. they have a relationship with each other, directly or through common third parties, that puts them in a position to have access
to information about, or influence on the Proposal of, another Proposer regarding this RFP process; / Memay HUmMuM Hanpamyo
uan Yepes obwme TPeTbM CTOPOHBI YCTAHOBAEHBI B3AUMOOTHOLWEHMA, KOTOPbIE CTABAT MX B CMTYaLLMIO A0CTYNa K MHBOPMALLMK O
NPeanoHEHNM MW BO3MOMHOCTHM MOB/WATL HA NPEANOKEHME APYTOrO YYacTHUKAE B OTHOLEHWM gaHHOro npouecca 3M1;

5. they are subcontractors to each other’s Proposal, or a subcontractor to one Proposal also submits another Proposal under its
name as lead Proposer; or / OHu aBnAtoTcA cyBnogpagumkamu Apyr Apyra nav cyBnoapaguvk o 0gHOMY NMPeoKeHMI TaKKe
nofaér oTAebHOoE NPeasIoKeHUe Nnoj, CBOMM MMEHEM B KaYecTBe BEAYLUEr0 3aABUTENA; UAK

6. an expert proposed to be in the team of one Proposer participates in more than one Proposal received for this RFP process. This
condition does not apply to subcontractors being included in more than one Proposal. / 3kcnepT, npeanaraemblii & cocrase
KOMaH/Abl OAHOTO Y4aCTHMKA KOHKYPCa, yyacteyeT B Gonee Yem OQHOM MPEA/NOKEHWU, NOJYYEHHOMO B PaMKax HaCTOAWErO
npouecca 3. JaHHoe ycnosue He NPUMEHMMO B OTHOLEHWK CYBNoAPAAYMKOB, BKAIOYEHHBIX B BoNee yem 04HO NpeiosKeHne

If the Proposer is a group of legal entities that will form or have formed a joint venture, consortium or association at the time of the
submission of the Proposal, they shall confirm in their Proposal that : (i) they have designated one party to act as a lead entity, duly vested
with authority to legally bind the members of the joint venture jointly and severally, and this shall be duly evidenced by a duly notarized
Agreement among the legal entities, which shall be submitted along with the Proposal; and (ii) if they are awarded the contract, the contract
shall be entered into, by and between UNDP and the designated lead entity, who shall be acting for and on behalf of all the member entities
comprising the joint venture. / Ecnn y4yacTHUK npeAcTaBAseT cob0i rpynny IPUANYECKMX AL, KOTOPblE HA MOMEHT NPegocTaBAEHUA
NpeanoKeHua cHOpPMUPYIOT UAU cHOPMUPOBANM COBMECTHOE NpPeANpUATUE, KOHCOPUMYM WAM accouMauuio, TO OHWU B CBOEM
NpeanoXeHun JoMHbI NOATBepAMTL cneaylowee: (i) OHM Ha3HA4YUAKM OAHY W3 CTOPOH B KayecTse BeAylLero HpUAWYEcKoro Auua,
COOTBETCTBYIOLLUM 06pa3oM YNONHOMOYEHHOTO K PUAMYECKM 0BA3IBATL UNEHOB COBMECTHOTO NPEANPUATHA BMECTE MM NO OTARALHOCTH,
1 3TOT GaKT opUUMaNbHO NOATBEPHAEH HOTaPHANbHO 3aBepeHHbIM COrNaWeHNeM CPeaM PUAMYECKMX /UL, KOTOPOE OOMKHO BbiTh
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NPesoCcTaBNeHO BMECTE C NpeanoKeHnem; u (i) ecam um npucysaéH KOHTPaKT, T OH 3aKkalovaeTca mexkay NPOOH 1 yNonHOMOYEHHbIM
HOPUAMHECKUM NMLOM, AEWCTBYIOLWMM OT IMLLA BCEX IOPUANYECKNX IULL-4NEHOB COBMECTHOTO NpeanpuUaTUA

After the Proposal has been submitted to UNDP, the lead entity identified to represent the joint venture shall not be altered without the
prior written consent of UNDP. Furthermore, neither the lead entity nor the member entities of the joint venture can: / Nocne
npepocTasneHna NNPOOH NpeanomeHna 1opranM4Yeckoe Auuo, KoTopoe Bb1N0 YNOAHOMOYEHO NPeACTaBNATE COBMECTHOE NPEANPUATHE, He
meHAeTcA Ge3 nony4eHna NpeaBapuTEIbHOMO NUCbMEHHOTO cornacksa MPOOH. Bonee Toro, HK BeAyLLEe IOPUANYECKOE UL, HU ADYroe
OPUAUYECKO. NIML0-4N1EH COBMECTHOTO NPEANPUATHA He MOTYT:

a)  Submit another proposal, either in its own capacity; nor / ocTaBAATE APYroe npeanoMeHue oT CBOero cobCTBEHHOMO
nuua; nmbo

b) As a lead entity or a member entity for another joint venture submitting another Proposal. / Boictynats 8 kauectee
8e4yLLEro PUAMYECKOrO NMLA UAKM YAEHA APYrOro NOAAHOLLEND NPEAICKEHWUE COBMECTHOTO NPeANpPUATHA,

The description of the organization of the joint venture/consortium/association must clearly define the expected role of each of the entity
in the joint venture in delivering the requirements of the RFP, both in the Proposal and the Joint Venture Agreement. All entities that
comprise the joint venture shall be subject to the eligibility and qualification assessment by UNDP. / Onucanue opraH13aLui COBMECTHOMO
NpeanpUATUA/KOHCOPUMYMA/accoLMaLMM KaK B CaMOM NPEANOMKEHUM, Tak U B COTNaLieHMl O COBMECTHOM NPEANPUATMM A0MKHO YETKO
OnpejenaTe OKWAIEMYIO PO/Ib KAXAO0A M3 CTOPOH COBMECTHOTO MPEANPWATHA B YA0BNETBOpeHUM Tpebosanuii 3M. Bce topuanueckue
nuMua, GopMUpYIoLIME COBMECTHOE NPEANPUATHME, AONKHbI BbiTb NPEAMETOM OLLEHKM NMPaBOMOYHOCTM M KBANMGHMKALMOHHOM OLEHKHM CO
cToponbl MPOQOH.

Where a joint venture is presenting its track record and experience in a similar undertaking as those required in the RFP, it should present
such information in the following manner: / Ecnu coBmMecTHOe NpeanpuaTHe NPeacTaBAAET NOCAYKHON CNMCOK M ONbIT AEATENBHOCTH
cornacHo TpebosaHuAm 3M1, To MHbOPMaLLMA [oMkHE BbITh NpeACcTaBAeHa CaeayioWmMm 0Bpasom:

a) Those that were undertaken together by the joint venture; and / PaboTa, BbINONHEHHAA B KaYECTBE COBMECTHOID
npeanpuATUS; U

b) Those that were undertaken by the individual entities of the joint venture expected to be involved in the performance
of the services defined in the RFP. / PaboTa, BbINONHEHHAA OTAENbHBIMKU IOPUAMYECKAMMU fULAMKU COBMECTHOIO
NPeanpUATMA, KoTopble 6yAyT y4acTBOBaTL B NPeaocTaBNeHnu yeayr, o6o3HadeHHbIX 8 3(1.

Previous contracts completed by individual experts working privately but who are permanently or were temporarily associated with any of
the member firms cannot be claimed as the experience of the joint venture or those of its members, but should only be claimed by the
individual experts themselves in their presentation of their individual credentials. / MpeablgylWwMe KOHTPaKTbl, OCYLLECTBAEHHbIE
OTAENbHbIMM SKCMEPTamMu, KOTopble PaboTanu B YaCTHOM NOPAAKE, HO KOTOPLIE MOCTOAHHO WA BPEMEHHO CBA3aHbI € 11060 U3 KoMNaHWHA
—Y4/1EHOB, HE ABMIAIOTCA HaCTbIO OMNbITa COBMECTHOrO NPEANPUATHA UK €70 YAEHOB, HO ABAAKTCA JIMYHBIM OMbITOM CAMMX 3KCNEPTOB, KOraa
OHM NPeACTaBAAIOT CBOMU OTAENbHbIE KBaAUPUKALIMM.

If a joint venture’s Proposal is determined by UNDP as the most responsive Proposal that offers the best value for money, UNDP shall award
the contract to the joint venture, in the name of its designated lead entity. The lead entity shall sign the contract for and on behalf of all
other member entities. / Ecam npegnoxeHue coBMecTHOro npeanpuaTia Bbino onpeaeneHo MPOOH kak HauBonee nogxogsluee
npeanoxeHue, npeanaraioLlee Hauaydllee Ka4ecTso No Haunyyweid ueHe, To MPOOH NpycY)KA2ET KOHTPAKT COBMECTHOMY Npean pUATUIO
Ha UMA YNOJIHOMOYEHHOTO BEAYUIErO KPUAMYECKOro iMua. Beayulee opuanMHeckoe MU0 NOANMCLIBAET KOHTPAKT OT /IMUE BCEX APYIMX
YNeHOB COBMECTHOIO NpeanpuaTUA.

Thank you and we look forward to receiving your Proposal/ Brarogapio Bac v skaem Balwux npeanoweHuit.

Sincerely yours, / C ysameHuem,
Mr. Mukash Kaldarov,
Peace Adviser of UNDP Governance and Peacebuilding Programme /

I-H Mykaw Kangapos,
CoBeTHWK No Bonpocam mupa 1 pa3sutia Mporpammel NMPOOH
locynapcTBeHHOE ynpasneHne 1 MUPOCTPOUTENBTCBO,
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Description of Requirements/ OnucaHue Tpe6osaHwmii

Context of the Requirement /
KoHTeKcT TpebosaHun

UNDP Project “Inclusive Governance and Justice System for Preventing Violent Extremism” /
MpoekT MPOOH «WHKNO3MBHOE yNpaBAeHMe M CUCTEMA MPaBOCYAMA 3a NPefoTBpalleHue
HAaCUNbCTBEHHOTO IKCTPEMUIME Y

Brief Description of the Required
Services / KpaTKkoe onucanue
Tpebyembix ycayr

Conducting short-term trainings on computer incident response and computer
forensics/MpoBeaeHUe KPaTKOCPOUHbIX TPEHWHTOB NO PEarMpoBaHMIO Ha KOMMbIOTEPHbIE
WMHUMOEHTBI U KOMNBKOTEPHON KPUMMHANUCTUKE

List and Description of Expected
Outputs to be Delivered /
MepeyeHb " onucaHue
OMAAEMbIX PE3YNbTATOB

Please refer to the Terms of Reference, section “Scope of Work” (Annex 1)/ NMoxanyiicra
06patuTect K TEXHMUECKOMY 334aHuto, pasgen “0bbvem paboTel” (Mpunoxerue 1)

Progress Reporting Requirements
/ TpeboBaHUA OTYETHOCTH O Xoae
pabot

Please refer to the Terms of Reference, section “Reporting requirements” (Annex 1) /
Moskanyicrta o6paTUTECh K TEXHUYECKOMY 33faHuio, pasgen “TpebosaHuA no oTyeTHOCTH”
(NpunoxeHue 1)

Location of work /
MecTo BbINONHEHWA paboT

Bishkek city / r. Bulikek

Expected duration of work /
MnaHupyeman 4ANTENLHOCTb
pabot

Within 3 months from the date of signing the contract / B TeueHve 3 mecAues ¢ MomeHTa
NoANMCaHUA KOHTPaKTa

Target start date / Mnanupyeman
[laTa Havana

May, 2019 / mait, 2019 .

Latest completion date / KpaiHuia
CPOK 3aBEepLUEHUA

August, 2019/ asryct, 2019 1

Implementation Schedule
indicating breakdown and timing
of activities/sub-activities /
IpaduK BoINOAHEHMA C pa3bUBKOH
1 YKa3aHWMEM CPOKOB BCEX BMAOB
pabot

KRequired / Tpebyetcs

Currency of Proposal / BanwoTa
npeanoxeHua

R United States Dollars (USS$) / gonnapbi CLLUA

Value Added Tax on Price
Proposal/ HAC no ¢wuHaHcoBomy
NPeanoKeHuo

X Prices should be indicated without VAT with consideration of a letter of the Ministry of
Economy of the Kyrgyz Republic # 14-2/1119 dd 28.01.2019 with regard to the international
organizations and projects enjoying preferential taxation in 2019 in the Kyrgyz Republic /
UeHbl gonkHbl 6biTh yKaszaHbl 6e3 HAC ¢ y4étom nucbma MUHWCTEPCTBA SKOHOMUKK
Kbiproiackoit Pecny6avkm Ne 14-2/1119 dd 28.01.2019 B OTHOWEHUM MEXAYHAPOAHbIX
OPraH13aLMii M NPOEKTOB, NONb3YIOLLMXCA MPABOM ILFIOTHOFO Hanoroobaokenua Ha 2019 rog,
8 Kbipreizckoid Pecnybauke.

Offers with prices provided not in line with the Ministry of Economy letter as indicated above
are subject to rejection for further evaluation / TMpegnoseHWA, B KOTOPbLIX LEHbI
npeanocTasaeHsbl He B COOTBETCTBMN C BbllleyKa3aHHbIM MTUCbMOM MMHMCTEDCTB& 3KOHOMMWKH
He By4yT AONYLWEHbI K NOCAeayoLwel OLEeHKe,

Validity Period of Proposals
(Counting for the last day of
submission of quotes) /

Cpok AeiCTBMA NpesnoKeHun (¢
momeHma nocnedHezo OHA
npedocmasneHun (PUHAHCOBbIX
npeaoKeHuni)

90 days/90 gHein

In exceptional circumstances, UNDP may request the Proposer to extend the validity of the
Proposal beyond what has been initially indicated in this RFP. The Proposal shall then confirm
the extension in writing, without any modification whatsoever on the Proposal. / B
UCKAOUUTENBHBIX Caydanx TIPOOH MOXKET NPoCcUTh KaHAMAaTa 0 NPOANEHUU CPOKA AeNCTBUA
MpeanoKeHUA, NepBoHaYaNbHO YKa3aHHOTo B AaHHOM 311, B TaKom cnyvae npoaneHue Cpoka
MpeanoxeHua NOATBEPWAAETCA B NUCbMEHHOW ¢opme, 6Ge3 BHeceHMAa Kakux-nubo
MSMEHEHWH.
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Payment Terms / Ycnosus onnatbl

Please refer to the Terms of Reference, section “Final Deliverables” (Annex 1) / MoxanyiicTa
06paTUTeCh K TEXHUYECKOMY 3a4aHuio, pasgen “Oxuaaemble pesynstatol” (Mpunoxenue 1)

Within thirty (30) days from the date of meeting the following conditions: UNDP’s written
acceptance (i.e., not mere receipt) of the quality of the outputs; and Receipt of invoice from
the Service Provider / B meyeHue mpuduamu (30) dHeli c MoMeHma 8binonHeHus cnedyowjux
yenosutl: Mucemennbiil dokymenm o npuéme [POOH (m.e. He npocmo KeumaHyua of
onname) kayecmeaa pesynsmamos; u floayyerue om Mocmasuwjuka ycaye cyema K onname.

For local contractors in Kyrgyzstan UNDP shall effect payment in Kyrgyz Som based on the
prevailing UN operational rate of exchange on the month of payment / Jna KoHTpakTepos,
3aperncTpupoBsaHHbiXx B KbiprbisckoW PecnyBamke, onnata OyAeT npousBOAMTLCA B
KbIPrbI3CKMX COMax no oduuuanbHOMy obmeHHOMY Kypcy OOH, npuMeHAeMblid B MOMEHT
BbINAATHI.

The prevailing UN operational rate of exchange is available for public from the following link:
http://treasury.un.org/operationalrates/OperationalRates.aspx/ OpnumancHbii 0OMEHHBIN
Kypc OOH ny6aukyetca Ha: http://treasury.un.org/operationalrates/OperationalRates.aspx

Person to review/inspect/ approve
outputs/completed services and
authorize the disbursement of
payment / Jluuo, oTBETCTBEHHOE
3a KOHTpOAb/
NPOBEpPKY/yTBEPHAEHHE
pPesynbTaToB U OKa3aHHbIX YCAYT, U
BblAauy paspeleHus ob onnate

UNDP Governance and Peacebuilding Programme Team Leader / /luaep HanpasneHus
Mporpammbl MPOOH MocyaapcTBeHHOE yNpaBaeHWe U MUPOCTPOUTENBCTBO

Type of Contract to be Signed/
Bua KoHTpaKTa, KoTopbli Byaer

UNDP Contract goods and/or services / Jorosop MPOOH Ha ToBapbl u/mau ycnyru

noanucaH

Criteria for Contract Award/ ® Highest Combined Score (based on the 70% technical offer and 30% price weight
Kputepun  ona  3aknouveHuA | distribution) / HauBbIClAA COBOKyMHaA OLEHKa (Ha OCHOBE CAeAyHLero yaenbHoro
KOHTpaKTa pacnpefeneHna 3HaUMMOCTH OLLEHKM: TexHWueckoe npegnomenve (70%) v dwuHaHcosoe

npeanoxexue (30%);

Full acceptance of the UNDP Contract General Terms and Conditions (GTC). This is a
mandatory criterion and cannot be deleted regardless of the nature of services required. Non-
acceptance of the GTC may be grounds for the rejection of the Proposal / MonHoe npuskaHue
OBwmx ycnoBuit U nonoxeHuin Kontpaxktos NMPOOH (OYNK). 3to aBnaerca 06A3aTeNbHbIM
KpUTEPUEM, KOTOPbI AOMKEH NPUCYTCTBOBATL HE3ABMCMMO OT XapakTtepa Tpebyembix ycnyr.
OTKa3 oT NpUHATMA OYTIK MOMXKET 6bITb OCHOBaHWEM A1A OTKNOHEHWA MpeanoxeHus.

Criteria for the Assessment of
Proposal/ Kputepunm  oueHKM
MpeanoreHua

Technical Proposal (70%) / TexHuueckoe npeanoxkeHue (70%)
Expertise of the Firm (35%) / OnbIT dupmel (25%)

Methodology, Its Appropriateness to the Condition and Timeliness of the Implementation
Plan (35%) / MeTogonorus, eé cooTseTCTBME YCAOBUMAM W cpokam padmka BeinonneHws
(35%)

Management Structure and Qualification of Key Personnel (15%) / CtpykTtypa ynpasneHus
W KBANMQUKaLMA KNoMeBoro nepcoHana (15%)

Financial Proposal (30%) / ®uHaHcoBoe npeanomenue (30%)

To be computed as a ratio of the Proposal’s offer to the lowest price among the proposals
received by UNDP / PaccyuTbIBAETCA Kak OTHOLEHKUE LeHbl MpeanoKeHuna K camoi HU3KON
LeHe cpeau BCex npeanoeHuin, nonyyerdHbix NPOOH.
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UNDP will award the contract to/
MPOOH 3aKNKYAUT KOHTPAKT C:

One and only one Service Provider / OaHum 1 TONBKO 0AHWUM [OCTaBLLMKOM YCAYT

Required Documents that must
be Submitted to Establish
Qualification of Proposers /

[ OKYMEHTbI, KOTOpbIE A0NMHbI
6bITb NOAAHBbI ANA
noAaTBepKAeHUA KBanudpukaumm
MpeTteHpeHTOB

& Duly Accomplished Form as provided in Annex 2 and 3 and also all supporting documents
requested in Annex 2 and 3, and in accordance with the list of requirements in Annex 1; /
JonKHbim 0Bpasom 3anonHeHHole Gopmbl MpuaokeHnii 2 u 3, a TakXKe COMYTCTBYIOLWME
[OKYMEHTbI, Tpebyemble B MPUAOMKEHUAX 2 U 3, B COOTBETCTBUM C NepedHem TpeboBaHmii B
Mpunoxenun 1;

& Offeror’s Information Form (Annex 4); / Undopmauma 06 YuacTHuke Topros (Mpunoxenne
4);

Legal entity certificate from the relevant authority either in Kyrgyzstan or abroad (enclose
a copy) /CBMAETENLETBO O PErucTPaLIMK IOPUAMYECKOro LA OT COOTBETCTBYIOLLEro OpraHa
nnbo 8 KelpreisctaHe nnbo 3a pyBemom (NpuaoHuTL Konuio);

Professional experience of organization in implementation of: / MpodeccnoHanbHbIi ONbIT
OpraHuW3aLMK B BIMONHEHWM:

¥ Work experience in conducting trainings on computer literacy and cyber security.
Provide recommendation letters /Hanuume onbiTa B NpoBeAeHUWM TPEHWHIOB NO
KOMMbHOTEPHON rpamoTHOCTH “ KubepTeppopnama. NpenocTaBuTh
pPeKOMEHAaTENbHbIE NUCbM3;

v’ Availability of implemented project/s related to cyber security within last 5 years
(Provide description and/or samples of the recent project of relevant nature, i.e.
protection of corporate IT infrastructure and cybercrime trends within the period of
last 5 years including contacts of contractors) / Hanuuue peanusosaHHOro
npoekTa/NpoekTos no sonpocam kubep GesonacHocTi 3a nocneaHue 5 et (Onucaxve
u/man obpasubl NOCAEAHWX MPOEKTOB COOTBETCTBYIOLWIErO XapakTepa, Hanpumep,
3aLLMTa KOPMOPaTUBHOM IT UHGPACTPYKTYPbI ¥ TPEHAb! KbepnpecTynaeHuit B TeueHne
NoCNeaHUX NATK NIET BKIOYAA KOHTAKTbI 3aKa34nKOB);

¥ The training module/programme developed by computer forensics specialists, who
have one or more from the international certificates (SSCP, CISSP, CISA, OSCP, CEH,
CWSP, GCFA), (provide brief description of the proposed training module/programme
in terms of compliance with international standards); / O6yuaiowmit
moaynb/nporpamma  pa3paboTaHbl  cAEUManucTamu no  KOMMbIOTEPHOMN
KPUMWHANUCTUKE, UMEIOWMMM OOMH MK Bonee U3 MemayHapoaHbIX cepTuduKaTos
(SSCP, CISSP, CISA, OSCP, CEH, CWSP, GCFA), (npunoMuTb KpaTKoe onucaHue
npegnaraemoro obyuyaiowlero moayna/nporpammel  Ha NPeaMeT COOTBETCTBWA
MEXAyHapoaHbIM CTaHAapTam);

v Availablity of the license/s for development and production of confidential
information security tools is an asset/Hanuumne NULEeH3MK/M no paspaboTke W
NPOM3BOACTBY CPEACTB 3alUuUThl KOHPUAEHUWANBbHOA WHPOPMaUMU  ABAAETCA
npermyLecTsom;

v" At least two available expert-trainers with relevant experience in the field of cyber
security and/or content development (enclose copies of CVs) / Haauuue He meHee 2
JKCMEpPTOB-TPDEHEPOB € COOTBETCTBYIOW WM  onbitom  pabotel B cdepe
kmbep6e3onacHoCTh u/unn paspaboTKN KOHTEHTa (NPUNOKUTL KONUK pesome).

v' Curriculumvitae and copies of diploma of specialists who will be involved in completing
the services (minimum: 2 Experts in training and development of training modules/
Pe3tome M KOMWUM AMNAOMOB KBaAUGWUMPOBAHHOMO NepcoHana (Kak MuHMmMym 2
3kenepTa no obyyeHunio u paspaboTke obyyaloLlero moayna);

Detailed methodology and tools, which will be used for implementation of the tasks
within TOR / OnucaH1e MeToAoN0rMyeckMX NOAXOA0B U MHCTPYMEHTOB, KoTopble 6yayT
MCMNONL30BaHbI ANA Peanu3aLmm 3a4ay B pamKax T3.

Detailed calendar plan of actions to implement all activities within TOR / [eTanbHblit
KaneHJapHbif NAaH No peanusauuu BCeX MeponpuATUiA B pamirax T3.
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Other relevant documents, as requested in the Terms of Reference. / Qpyrve
HeoBX0AMMbIE LOKYMEHTbI 8 COOTBETCTBMM € TpebosannMAMM TEXHUHECKOTO 334aHuA.

Annexes to this RFP/
NpwnoxeHua K 31

Detailed TOR (Annex 1); / Nogpo6bHoe T3 (Mpunoxenne 1);

X Form for Submission of Technical Proposal (Annex 2); / ®opma 3aABKM NpeacTaBneHuA
Texuuueckoro Mpeanoxenna (Mpunoxerue 2);

Form for Submission of Financial Proposal (Annex 3); / ®opma 3aaBKM npeacTaBaeHMA
duHaHcoBsoro MpeanoxeHua (Mpunoxerue 3);

General Terms and Conditions / Special Conditions (Annex 4); / O6wive ycnosua u
nonomenua / Ocobbie ycnosus (Mpunoxerue 4);

Format proposals / dopmar
npeanoxeHui

Your offer in one outer envelope comprising of technical proposal and financial proposal, in
separate sealed envelopes, the envelopes should be clearly marked “TECHNICAL" and
“FINANCIAL” and should not be combined. / Bawe npeanoxeHue JOAKHO COCTOATL M3
TEXHWYECKO# ¥ GUHAHCOBOI YacTel, 3aneyaTaHHbIX B OTAE/bHbIX KOHBEPTAX, NOMELLEHHbIX B
OAWH BHEWHWH KOHBEPT, KOHBEPTbI AOMMHbI BbiTh YETKO 0Bo3HaueHbl «TEXHWYECKAA
YACTb»  «PUHAHCOBAA YACTb» 1 He AOAXMKHbI NOAABATLCA B O4HOM KOHBEpTE.

The operational and technical part of the Proposal should not contain any pricing information
whatsoever on the services offered. Pricing information shall be separated and only contained
inthe appropriate Price Schedules. / Paboyan 1 TexHuueckan vactu [NpeanoxeHuna He J0/HbI
COoflepaTh HUKaKOM LeHOBOW MHpOpMaLMK no npegnaraemblm ycayram. LieHosas
MHPOPMALLMA AOMKHA BbITh NPeACcTaBAeHa OTAEbHO M TOAbKO B COOTBETCTBYIOULEH CMeTe.

Note: if the inner envelopes are not sealed and marked as per the instructions in this clause,
UNDP will not assume responsibility for the Proposal’s misplacement or premature opening.
/ TlpumeyaHue: ecau BHYTPEHHWE KOHBEPTbl He 3aneuataHbl M He 06o3HaYeHbl COrnacHo
MHCTPYKLMAM 3TOM cTaThu, MPOOH He HeCET OTBETCTBEHHOCTH 3a HesepHoe lpeanoxerue
UMW NPEXROEBPEMEHHOE BCKPLITME ET0.

v Official Address for e-submission: tender.kgz@undp.org / OduumnanbHbid agpec ansa
3/NIEKTPOHHOTO NpeacTasneHun: tender.kgz@undp.org

®  Free from virus and corrupted files / daiinbl He gONKHbBI BbITH NOBPEHAEHDI U
coAepKaTk BUPYChI

"  Format: PDF files only / ®opmar: Tonbko paitnsl PDF

= The technical and financial proposals should be protected with separate password

please see instructions on

http://www.images.adaobe.com/content/dam/Adobe/en/products/acrobat/pdfs/adobe-

acrobat-xi-protect-pdf-file-with-permissions-tutorial-ue.pdf
TexHnyeckoe W GUHAHCOBOR NPEANOKEHWUA cneayeT 3alUTUTb C NOMOLLBID
OTAENLHOrO NAPONs, CM. MHCTPYKLMK NO
http://www.images.adobe.com/content/dam/Adobe/en/products/acrobat/pdfs/adobe-
acrobat-xi-protect-pdf-file-with-permissions-tutorial-ue.pdf

*  Password for technical proposal must not be provided to UNDP until the date and
time of Bid Opening as indicated in Section “Instruction for Electronic Submission”
below. Please note that password for financial proposals to be provided as per
request from UNDP. No need to provide password for financial proposal at the time of
submission of proposals. / aponkL ANA TEXHUYECKOTO NPEANOKEHNUA HE AOKEH
npepocrasnarbea MPOOH no gatbl M BpemeHW OTKPLITUA 33ABOK, KaK YKa3aHo B
pasgene «MHCTPYKUMA N0 3NEKTPOHHOMY NpeacTaBneHunio» Hke. Moxanyiicra,
NPUMUTE BO BHUMaHMKE, YTO Naposb Ana GUHAHCOBOro NPeANnoMeHUa AoAKeH bbiTh
npeaocrassieH no 3anpocy MPOOH w1 ero He HYXXHO NPeAOCTABAATD HA MOMEHT
noga4yu npuensioMeHus.

= Max. File Size per transmission: 10 MB/ MakcumanbHblii pasmep ¢aitna 3a ogHy
nepegady: 10 Mb
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= Max. No. of transmissions: 10 / Makc. Koauuectso nepegau: 10

*  Virus Scanning Software to be Used prior to transmission / MporpammHoe obecneveHue
LA CKAHMPOBAaHMA BUPYCOB AO/IKHO MCMNOL30BaTLCA A0 Nepesayu dainnos

s  Mandatory subject of email for the Technical proposal: “SDG RFP 19/008 ” /
O6a3aTenbHbIM 3aro/I0BOK NMCbMa ans TexHuueckoro npegnoweHua: «SDG RFP
19/008%»;

e Time Zone to be Recognized: Kyrgyzstan (GMT+6) / Mpu3HaHHbI Yacosoit nonc:
KblproiacTan (GMT + 6);

Instruction for Electronic Submission/ UHCTpYKLMA ANA 3NEKTPOHHOTO
npeacTaBneHun:

*  Having prepared the Bid in paper format the entire quotation should be scanned into

.pdf (Adobe Acrobat) format file and attached to one or more e-mail(s)/ MoaroTosns
3anBKy B BymarkHOM dopmaTe, BCe NpesnoXKeHne JoMKHO BbiTb OTCKaHWPOBaHO B daitn
dopmarta .pdf (Adobe Acrobat) 1 npuKpenneHo K 0AHOMY UNU HECKONbKUM
3N1EKTPOHHLIM NUCbMaM.
Please set-up a password to secure your quotation, which the Offeror should provide via
e-mail on 25 April 2019, from 10:40 pm to 11:00 pm Bishkek time (GMT+6)/ MoxanyiicTa,
YCTaHOBMTE Maponb ana obecneveHus 6Ge3onacHoOCTM CBOEN KOTMPOBKM, KOTOPYHO
YYacTHUK LONMKEH NPEAOCTaBUTL NO 3NEKTPOHHOM noyTe 25 anpena 2019 roaa, ¢ 10:40
A0 11:00 no BULIKeKCKoMY BpemeHu (GMT + 6)

Email Subject: SDG RFP 19/008 Procurement of services for conducting short-term trainings
on computer incident response and computer forensics / SDG RFP 19/008 3akynka ycnyr Ha
NpoBeAEHWE KPATKOCPOYHbLIX TREHMHIOB NO PearMpoBaHuio Ha KOMNbIOTEPHbLIE MHLIMAEHTbI U
KOMMNbIOTEPHOW KPUMUHAUCTUKE,

Liquidated Damages /
[oroBopHas HeycToiKa

0.5% of contract value for every day of delay, up to a maximum duration of calendar 15
calendar days. Thereafter, the contract may be terminated. / 0,5% oT cymmbl KOHTpaKTa 3a
Kaabli 4eHb NPOCPOYKM MAKCMManbHOM ANIMTENBHOCTBIO [0 15 KaneHaapHbix gHeid. Mocne
3TOro AEeMCTBME KOHTPAKTa MOMET ObiTb NpeKpaLLeHo.

Contact Person for Inquiries
(Written inquiries only) /
KOHTaKkTHOE Avup ans
nHpopmauum (TonbKko ana
NMUCbMEHHbIX BOMPOCOB)

Email/E-mail: procurement@dgov.undp.kg

Any delay in UNDP’s response shall be not used as a reason for extending the deadline for
submission, unless UNDP determines that such an extension is necessary and communicates
a new deadline to the Proposers. / Nliobas 3agepmKa ¢ OTBETOM €O CTOpPOHb! MPOOH He
[OO0/KHa UCNONb30BaTLCA B KAauecTBe NPUUMHBI 414 NPOSMEHUA CPOKAa ANA NpeacTaBneHunn
npessoKeHun, 3a UCKIKYeHem cayyaes, korga NPOOH onpepenaeT, 4To Takoe NpoaseHue
ABMAETCA HEOBX04MMbIM U COOBILAET KAHAMAATAM HOBbIW CPOK.

Evaluation and comparison of proposals / OueHKa 1 cpaBHeHUe NpeanoXKeHni

A two-stage procedure will be utilized in evaluating the proposals with evaluation of the technical proposal being completed
prior to any financial proposal being opened and compared. / MNpeanoseHWa NPOMAYT ABYXSTanHYIO OUEHKRY, C
NepBOHaYaNbHOM OLEHKOW TEXHMUECKOM 4acTM NpPeffOMEHMA [0 BCKPbLITMA WM PAcCMOTPEHMA (UHAHCOBOM YacTy

npeanoxeHus.

Final evaluation will be based on the methodology of cumulative analysis / ®uHanbHan ougeHka 6yaer ocHoBaHa Ha meToae

KYMYNATUBHOrO aHansa:

Total score=Technical Score + Financial Score/

06ujaa oyeHKA=MeXHUYecKas OUeHKa + PUHGHCOBAA OUEHKA.

Technical Criteria weight - 70%, 700 scores maximum / Mepa TexHuueckux Kputepues - 70%, 700 makcumanbHbix 6annos.
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Financial Criteria weight - 30%. 300 scores maximum / Mepa ¢puHaHCoBbIX KpuTepues - 30%. 300 makcMmanbHbIx 6annos.

Only companies obtaining a minimum of 490 from 700 point in the Technical part of evaluation would be considered for the
Financial Evaluation as per the following formula:
P=Y*(L/Z), where
P=points for the financial proposal being evaluated
Y=maximum number of points for the financial proposal
L= price of the lowest price proposal
Z=price of the proposal being evaluated

ToNbKO KOMNaHUK, NOAyuMBILME MUHUMYM 490 6annos u3 700 6annos B TEXHWMYECKOR oueHke ByayT paccMoTpeHbl AnA
(MHaHCOBOM OLEHKM, TPK 3TOM AnA pacuéTtos BydeT npumeHeHa creaytowan dopmyna:
P=Y*(L/Z), 20e
P=6annbl 3a oueHnBaemoe PUHaAHCOBOE NpeanoXeHue
Y= MakcmanbHoe koanyectso bannos 3a GMHAHCOBOE NpeanoXeHue
L= MuHUManbHOE QUHAHCOBOE NpeafoKeHne
Z= LeHa paccMaTpuMBaemoro GUHaAHCOBOTo NPEANOKEHNA

The contract will be awarded to the Offeror who obtains the maximal points combined scope of Technical and Financial
proposals. / KoHTpakT GyAeT npucyaeH KomnaHun Habpasieid makcumanbHbii 6ann cyMmmebl PUHAHCOBOTO U TEXHUYECKOTO
NPeANOHEHUNA,

Minimum Eligibility Criteria / MMHMMabHbIe KPUTEPUKM NPABOMOYHOCTH YUACTUA

UNDP shall examine the Proposals to determine whether they are complete with respect to minimum documentary
requirements, whether the documents have been properly signed, whether or not the Proposer is in the UN Security Council
1267/1989 Committee's list of terrorists and terrorist financiers, and in UNDP’s list of suspended and removed vendors, and
whether the Proposals are generally in order, among other indicators that may be used at this stage. UNDP may reject any
Proposal at this stage. / MPOOH wu3yyaeT npeanoeHwsa ANA ONPESEeNeHWUs, YTO OHW MNOJHOCTBIO COOTBETCTBYIOT
MMHUMANbHBIM JOKYMEHTANbHBIM TpeBOoBaHMAM, 4TO AOKYMEHTbl BbliM COOTBETCTBYIOWMM 0Bpa3som noanucaHsl, uTo
YYACTHUKM HE COCTOAT B CMIMCKE TEPPOPUCTOB M dUHaHCKCTOB Teppopuama CoseTa BesonacHoct OOH 1267/1989, a TaKkxe B
cnvcke MPOOH 3anpell@HHbIX UAW BPEMEHHO OTCTPaHEHHbIX MOCTABLLMKOB, YTO NpeanomeHua B obwem HaxoaaTea B
MOPAJKE, 3 TAKKe YAOBNETBOPAIOTCA U APYIME MHAMKATOPLI, KOTOPLIE MOTYT UCMOAL30BaTLCA Ha AaHHOMA cTaguu. MPOCH
MOMET OTKNOHUTL N10Boe NpeJNoKeHUE Ha AaHHOM 3Tane.

Prior to technical evaluation all proposals will be thoroughly screened against below eligibility criteria (minimum qualification
requirements): / Bce npeanioMeHUa 0 TEXHUYECKON OueHkM DyayT OUEHEHbl Ha npeamer COOTBETCTBUA CReayioWwum
MUHUMANbLHLIM KPUTEPKUAM!

e Legal entity certificate from the relevant authority either in Kyrgyzstan or abroad (enclose a copy) /CenaeTenscrso
0 perucTpaLmMm IPUANYECKOTO MLA OT COOTBETCTBYIOLLEro opraHa Mbo 8 KbiprbiscraHe nbo 3a pybemom
(npunomuTh KONuio);

Evaluation of the technical proposal being completed prior to any financial proposal being opened and compared. The price
proposal of the Proposals will be opened only for submissions that passed the minimum technical score of 70% (490) of the
obtainable score of 700 points in the evaluation of the technical proposals. / OugHKa TeXHUYECKOTO NPeAN0KEHNA NOANEHUT
3aBEpLIEHMIO B0 BCKPLITUA U CPaBHEHKA N10HOr0 GUHAHCOBOTO NpeanoXeHua. LleHoBoe NpeanoKeHne BCKPbIBAETCA TONIBKO
npu MNONYYEHUU MUHWMANBHOTO TexHuueckoro Banna 70% (490) 3 pocTimumbix 700 NYHKTOB B OL@HKE TEXHWYECKOrO
NPeaoKeHUs.

Technical Evaluation [/ TexHu4yeckan oueHKa
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Technical proposal is evaluated on the basis of its responsiveness to the ToR (Annex 1) and based on the following «Technical
Proposal Evaluation» Form: / Texuuueckoe npegnoxenue ByLer paccMOTPEHO cornacHo cooTseTcTauio T3 (Mpuaoxenne 1),

Ha ocHoBe creaytoweil popmbl «OLEHKa TEXHMUYECKOTO NPeaoKEHUAY:

Summary of Technical Proposal Evaluation Forms Score Points Company /
Weight Obtainable Other Entity
A|B|C|D|E
1. | Expertise of the Firm / OnbIT ¢upmbl 25% 250
Methodology, Its Appropriateness to the Condition and Timeliness of the
2. Implementation Plan / MeTtofonorua, ee COOTBETCTBME YCAOBUAM U 35% 350
cpokam lMnaHa peannsaumu
3. | Management Structure and Qualification of Key Personnel / Crpyktypa 15% 150
YNpaBAeHWA W KBanuduKaLma KNKYeBoro NepcoHana
Total 700
Technical Proposal Evaluation Points Company /
Form1 obtainable Other Entity
AlB|C|DJ|E
Expertise of the Firm / OnbiT Gprpmbi
1.1 Availability of training modules/programmes on information security (Provide description of the
available training module/programmes} / Hanuuue o6yyatowmx mogyneit/nporpamm (Onucarue
umeloweroca 0byyaloLLero moayna/nporpammb). 90
(30 points per every training module/programme but no more than 90 points in total / 30 6ananoe
3@ obBy4arowuli modyas/npozpammy, Ho He Bonee 90 bannos scezo).
1.2 | Availability of the implemented project/s related to cyber security within last 5 years (Provide
description and/or samples of the recent project of relevant nature, i.e. protection of corporate 100
IT infrastructure and cybercrime trends within the period of last 5 years including contacts of
contractors) / Hanmune peanusosaHHOro/Hbix NpoeKTa/ToB No Bonpocam Kubep BesonacHocTu
3a nocnegHue 5 net (OnucaHve u/vav obpasupl NOCAEAHWX NMPOEKTOB COOTBETCTBYHOLLErD
XapakTepa, Hanpumep, 3awmTa KOpnOpaTHBHOﬁ IT HH{bpaCTpVKprI n TpeHabl
KMBEpnpecTynneHuil B TEUEHWE NOCAEAHMX NATH JIET BKAKOYAA KOHTAKTbl 3aKa34MKOB).
(50 points per every training module/programme but no more than 100 points in total / 50
bannos 3a obyyarowuli modyns/npozpammy, Ho He Bonee 100 bannos ecezo).
Availability of the license/s for development and production of confidential information security
tools is an asset/Hanwuve nuueHsun/i no paspaboTke W NPOM3BOACTBY CPEACTB 3alLWThI 60
KOHOUAEHLUANbHO K MHPOPMALMU ABNABTCA NPEUMYLLECTBOM
{60 points in total / 60 6annos acezo).
250
Technical Proposal Evaluation Points Company /
Form 2 Obtainable Other Entity
AlB[c|DJ[E

Methodology, Its Appropriateness to the Condition and Timeliness of the Implementation Plan / MeTofionorus, ee cO0TBETCTBUE

YCAOBUAM W CpoKam lnaHa peanusauuu

2.1 The proposed training module/programme has been developed by computer forensics specialists,
who have ane or more from the international certificates (SSCP, CISSP, CISA, OSCP, CEH, CWSP,
GCFA) — up to 150 points (provide brief description of the proposed training module/programme

up to 150/
in terms of compliance with international standards); / Mpegnaraembiii oBydatowmid 10 150
mogyne/nporpamma paspaboTaHbl CNEUManUCTamMu N0 KOMMbIOTEPHOH KPUMMHaAWUCTHKE,
MMEKLLMMU OAMH UK Bonee U3 MEMAYHAPOSHLIX cepTudmKaTtos (SSCP, CISSP, CISA, OSCP, CEH,
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CWSP, GCFA) — o 150 6annoB (MPUACHKUTL KpaTKkoe onucaHue npeanaraemoro obyyatouLero
MOAYNA/NPOrpaMmel Ha MPESMET COOTBETCTBMA MEXAYHAPOAHBIM CTaHAApTaM)

2.2

The proposed training module/programme covers the training courses aimed at: / Npeanaraembiit
06yyarolL Uit MoAyNb/NPOrpaMMa BKAKOYEET KYpChl, HaNpaBAeHHble Ha:

- Provision of in-depth theoretical understanding on internal auditing of the information
security management system for compliance with the requirements of the international
standards on information security — up to 50 points; / MpeaocTasneHue yryBaeHHbIX
TEOPETUYECKMX NOHWMAEHWIA MO BONPOCAM BHYTPEHHETO ayaWTa CUCTeMbl YNpaBaeHWsA
MHGOPMALMOKHOK 6e30NacHOCTBIO Ha COOTBETCTBME TPEBOBAHWMAM MEMAYHAPOAHbIX
cTaHaapToB MHbOPMaLMOHHOM BesonacHocTk — Ao 50 6annos;

- Provision of in-depth theoretical understanding of network security — up to 50 points; /
MNpegocTaBneHne yraybaeHHbIX TEOPETUYECKUX MOHUMaHUI ceTesoit BesonacHocTh — A0
50 6annos;

- Provision of in-depth theoretical understanding on the modern role of system and
network administrators — up to 50 points; / MpeaocTasnenue yrnybneHHbIX
TEOPETUYECKMX MNOHUMaHWI N0 COBPEMEHHbIM 3afa4yaM CUCTEMHbLIX M CETeBbIX
aamuHucTpatopos — ao 50 bannos;

up to 150/
40 150

2.3

How well the proposed implementation plan and the suggested timeline elaborated ? / Hackoabko
XOpOoWOo pa3paboTaHbl NpeaNoKeHHbIE NAH Peanu3aumnm 1 BpemeHHbIe pamKu?

- Theschedule is realistic and meets the assignment timeframe — up to 50 points. /
TpaduK BLINOAHUM W COOTBETCTBYET NPOAOMKUTENLHOCTH 33A3HUA — A0 50 6annos.

upto 50/ po
50

350

Technical Proposal Evaluation
Form 3

Points
Obtainable

Company /
Other Entity

AlB]c]D[E

Management Structure and Qualification of Key Personnel /
CTpyKTypa yrpasaeHWa 1 KBanubUKaLMA KNIO4eBOro nepcoHana

3.1

Expert #1 in training and development of training modules: / 3kcnept N2l no obyyenuto u
paspaboTtke oby4alolero moayna:

Max 75

Bachelor Degree in IT or law or social sciences / CTeneHb bakanaspa 8 o6aacTu MT unun npaea
UK COLMAABHBIX HaYK

10

Relevant experience in the field of cyber security and/or content development (10 points per
every year of experience but no more than 60 points in total) / CooTeTcTByIOWMA ONbIT
paboTbi B cdepe kubepbeaonacHocTh W/unm paspaboTku koHTeHTa (10 6aNN0B 33 KawabIN rog
onbiTa, Ho He Bonee 60 6annos Becero)

60

Fluency in Russian language / CBo604HO0E 3HaHME PYCCKOTO A3bIKA

3:2

Expert #2 in training and development of training modules: / 3kcnept No2 no o6yueHuto 1
paspabotke obyuatouiero mogyns:

Max 75

Bachelor Degree in IT or law or social sciences / Crenenb Bakanaspa B o6nactt MT uau npasa
W/ COLMANLHBIX HayK

10

Relevant experience in the field of cyber security and/or content development (10 points per
every year of experience but no more than 60 points in total) / CooTseTcTayloWMit OnbIT
paboTbl B chepe knbepbezonacHOCTH /nnm paapaboTki KoHTeHTa (10 6annos 3a Kamablit rog
onbiTa, Ho He Bonee 60 Bannos Beero)

60

Fluency in Russian language / CBoB0AHOE 3HaHWe PYCCKOro A3bIKa

150

12

ATTENTION: THE PRESENT TRANSLATION OF THE DOCUMENT FROM ENGLISH INTO RUSSIAN IS UNOFFICIAL

BHUMAHME: HACTOSIUIWH ITEPEBOJI JIOKYMEHTOB C AHTTTMHCKOIO HA PYCCKHM A3bIK ABJISETCS

HEOO®HIIAJIbHBIM




Annex 1 / MpunoxeHue 1

TERMS OF REFERENCE / TEXHUYECKOE 3A0AHWVE

U[N|
D/ P/

Empowered lives.

Resilient nations.

Project Name / HazsaHue “Inclusive Governance and Justice System for Preventing Violent Extremism” (PID

npoeKTa 00108601)/ «MHKNIO3MBHOE YyNPaBNEHWE U CUCTEMA NPABOCYAMA AN1A
NpefoTBPaLLEHNA HACUIBCTBEHHOTO SKCTPEMU3Ma» (Homep npoekTa 00108601)

Short title of Assignment / Conducting short-term trainings on computer incident response and computer

KpaTKoe Ha3BaHWe 334aHuA: forensics/MpoeeaeHMe KpaTKOCPOYHBIX TDEHMHIOB NO PearupoBaHUIO Ha
KOMMBIOTEPHbBIE MHLUMAEHTbI M KOMMABIOTEPHON KPUMUHANUCTUKE

Title of assignment Conducting a short-term training in computer incident response and computer

/OYHKUMOHaNbHbIe TpeboBaHMA forensics to upgrade qualification of specialists of the authorized CERT-KG

division/MpoBeaeHne KPaTKOCPOHHOTO TPEHWHTA NO PEarMpoBaHMIO Ha
KOMNbLIOTEPHbLIE MHUMAEHTb! MU KOMMBIOTEPHOM KPUMMHAZNCTUKE ANA NOBbIWIEHUA
KBanu@MKaLMM CneumanucToB HaUMOHaNbHOTO YNONHOMOYEHHOTO
nogpasaenedva CERT-KG

Duty station / /lokauua: Bishkek / Buwkex

Type of Contract / Bug Contract for goods and/or services / KOHTpaKT Ha ToBapbl /UK ycayru
KOHTPaKTa:

Duration of Contract / 3 months upon signing the contract / 3 mecaues ¢ MOMeHTa NoAnUcaHuaA

MNpoaonKUTENbHOCTL KOHTPaKTa: KOHTPaKTa

=

In December 2017, between the Kyrgyz Republic and the Government of the Kyrgyz Republic the Peacebuilding Priority Plan
in the Kyrgyz Republic for 2018-2020 was signed. The indicated plan consists of three main areas of joint actions, such as: i)
state institutions for the prevention of violent extremism ii) prevention of violent extremism in prisons and in the probation
system iii) increasing resilience and educating communities/B geka6pe 2017 roaa, memay OpraHusaumeit O6beauHeHHbIX
Hauuit B Kbiprbiackoit Pecnybauke u Mpasutenscrsom Kbiprbidckoit PecnyGauku noanucad MpuopuTeTHbId MnaH no
sonpocam MupocTpouTenbcTsa 8 Kblprbiackoit Pecnybuke Ha 2018-2020 rogbl. YKasaHHbIA NAaH COCTONUT U3 TPEX OCHOBHbIX
Hanpas/JeHWil COBMECTHOM AeATENbHOCTH, TAKMX KaK: 1) rocy4apcTBeHHbIE MHCTMTYThI 38 NPeA0TBRaLLeHNe HACMNBCTBEHHOTO
SKCTPEMM3Ma ii) NpeaoTEpalLeHMe HACABCTBEHHOMO SKCTPEMMIMA B NEHUTEHLMAPHDIX YYPEKACHMAX 1 B cucTEMe npobauuu
iii) NoBbIWEHWE YCTOMYMBOCTH M NPOCBeLLeHnE coobLLecTs.

In order to further implement the priority plan under the same title, the United Nations Development Program (UNDP) is
implementing the project “Inclusive governance and the justice system for preventing violent extremism” in the framework
of the priority area “state institutions for prevention of violent extremism”/B uenax ganbHelwWwen peaansaumlu
OLHOVMMEHHOIO NPUOPMUTETHOTO NAaHa, Nporpamma pazsutus OOH (MPOOH) peanusyeT NnpoeKkT « AHKNKO3MBHOE
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yrpas/feHue 1 cucTema npasocyaua 3a npegoTspaLLeHMe HaCUIbCTBEHHOIO 3KCTPEMM3IMa» B PamKax NPUOPUTETHOTIO
HanpaBAeHWA «roCYAapPCTBEHHbIE MHCTUTYTHI 33 NPEA0TBPAWEHUE HaCUALCTBEHHOTO 3KCTRPEMU3IMA N,

As part of the project under the same title, the UNDP in the Kyrgyz Republic assists the Government of the Kyrgyz Republic
in implementation the program of the Government of the Kyrgyz Republic to counter extremism and terrorism for 2017-
2022, approved by the Government of the Kyrgyz Republic on June 21, 2017 No. 394/B pamKax 0flHOMMEHHOro NPOEKTa,
MPOOH B Kbiprbiackol Pecnybanke okasbiBaeT cogeiicteue Npasutensetsy KP B peanmsauuu Mporpammel MpasuTenscTea
KP no npoTMBOAECTBUIO BKCTPEMM3MY U Teppopn3my Ha 2017-2022 roAbl, yTBEp#AeHHOM MocTaHoBAEHUEM
Npasutensctda KP ot 21 uioHa 2017 roga Ne 394.

In order to implement this technical assignment, the UNDP in the Kyrgyz Republic hires an organization for conducting
training on computer incident response and computer forensics for the national authorized CERT-KG division of the State
Committee for National Security (SCNS)/B ugensx peann3aunn HacToALLEro TexHmyeckoro 3afalua, NMPOOH 8 KbIprol3cKoi
PecnyB/MKe HaHMMAET OPraHW3aLMio ANA NposedeHna 06yUeHnA No PearMpoBaHKIO Ha KOMNbLIOTEPHbIE MHUMAEHTLI U
KOMMBIOTEPHON KPUMUHAAUCTUKE 01A HALLMOHAILHOTO YNONHOMOUYEHHOr0 NoApasAeneHna CERT-KG lNocygapcTseHHOro
KOMMTETa N0 HauWoHanbHOW BesonacHocTu (TKHB).

7 1
Assist in the development of human potential and upgrading qualification of specialists of the national authorized CERT-KG
division, in obtaining methodological assistance in improving the measures taken in the field of cyber security, in developing
amechanism to protect the critical information infrastructure of the Kyrgyz Republic from cyberterrorism and other malicious
activities/OKa3aHWe COZENCTBMA B PasBATUM YENOBEYECKOrD MOTEHUMaNa M NOBbIWEHMA KBanudUKaLMK CneuuanncTos
HaUMOHaNbLHOrO  YNOJHOMOYeHHOro nogpasgenedus CERT-KG, B  nmonyvyeHuu METOAMYECKOW MOMOWM B
YCOBEPLIEHCTBOBaHMN NPUHUMAaEMbIX mMep B cdepe kubepbe3onacHoCTH, B PasBUTUM MEX3IHM3MA 3aLLWTLI KPUTHYECKON
MHGOPMALMOHHO# MHPPACTPYKTYpPbI KbIprbi3ckoit Pecnybanku ot kKbepTeppopuama 1 UHbIX BpeAOHOCHbIX AeNCTBMIA.

1. In order to promote the improvement of the competence and qualifications of specialists of the national authorized
CERT-KG division, the UNDP Bishkek Office organizes in 2 stages (April-May, 2019 and June-July, 2019) short-term
training (5 days training for 20-25 persons) and education courses (7 days training for 20-25 persons) on the response
to computer incidents, the implementation of computer - technical research in accordance with international
requirements, as well as methods to protect critical information infrastructure from malicious actions and
cyberterrorism/B uenax coaeicTBuA NOBBIEHWA KOMMETEHUMM W KBanudUKaLMW CNELUannCToB HaUuMoHaNbLHOTO
ynonHomoueHHoro noapasgaenerus CERT-KG Oduc NPOOH e r.buwkek opraHusyeT B 2 31ana (anpenb-maid 2019 r. n
MIOHB-MI0/b 2019 .) KPaTKOCPOUHbIE Kypchl 06yueHna (5-T1 AHeBHbIN A0 20 -25 Yyenosek) 1 TpeHUHr (7-1 gHeBHbIN A0
20-25 yenosek) NO BOMPOCAM PEArvpPOBaHUA Ha KOMMbIOTEPHbIE WHUMAEHTLI, OCYLLECTB/IEHUA KOMMbLIOTEPHO —
TEXHUYECKUX UCCNefOBaHWI B COOTBETCTBMM € MEMAYHApOAHbIMM TpeGOBaHMAMM, @ TaKKe MeToAam 3aLUMTbl
KPUTHUECKOH MHPOPMaLIMOHHON MHGPACTPYKTYPbLI OT BPEAOHOCHLIX AelicTBuii M kKubepTeppopuama.

v" The Contractor in conjunction with its hired trainers develops concept note for all training materials to be approved
by respective national partners and/or working groups and UNDP project/ MoapAagyuk cOBMECTHO €O CBOUMMU
HaHATLIMK TpeHepamu pa3pabaTblBaeT KOHLENuMIo ANA BCEX TPEHWHTOBBLIX MaTepuanos M opobpaer Wx ¢
COOTBETCTBYIOLLMMM HaLMOHAABHBIMKM NAPTHEPaMK M/WK pabounmm rpynnamu, a Takxe npoextom NPOOH;

v The Contractor develops materials on the following topics, but not limited to/ Moapaaguwuk paspabatbiBaer
Matepuanbl No CAeAYLW MM TEMaM, HO HE OFPaHUYMBaETCA TOABKO UMMK;

—  Evolution of cybercrime on examples of real cases/3soniouna kKuGepnpecTynaeHuii Ha NpUMepax PeanbHbIX KEHCos;

— Methods to protect corporate IT infrastructure and cybercrime trends/Cnoco6bl 3aWmTbl KOPNOPaTUBHO IT
MHbPACTPYKTYPBI M TREHAB! KMBepnpecTynaeHuii;

— Collection of evidence, its design and storage/C6op nokasarenbHol 6a3bl, ee 0popMACHUE W XPaHEHWE,
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— RAM research, research features, RAM operating principles/MccnegoBaHue onepaTMsHoM namaTh, 0cobeHHOCTH
MCCNef0BaHUA, MPUHLMNBLI PaboThl ONEPATUBHOM NAMATH;

—  Principles of the computer network, conducting network forensic investigation/MNpuHumunbl paboTbl
KOMMNbBIOTEPHOW CETH, NPOBEAEHUE CETEBOTO KPUMUHAIMCTUMECKOTO UCCNE0BaHUA.

¥" The Contractor provides comprehensive report on trainings conducted (see task 1)/Moapaguunk npeaoctaenaer
NONHOUEHHbIA OTYET NO NPOBEAEHHBIM TPEHWHIAM (CMOTPETL 33daHue 1).

v"In order to achieve project goals and objectives, the Contractor will work in close collaboration with SCNS, UNDP
and OSCE projects and will ensure that project results are in line with Governmental plans and priorities/Ons
OOCTUXEHUA uenei v 3agay npoekTa MNogpaguuk gonxer pabotate B TecHom cotpyaHudectse ¢ FTKHB, MPOOH u
OBCE, uto6bl pesynbTaTbl NPOEKTa COOTBETCTBOBAAM NAGHAM M NpUopuUTeTam MpaBUTENbLCTBA.

2. The Contractor performs all tasks in close collaboration with SCNS, UNDP and OSCE projects /Mlogpagquk
BbINOJIHAET BCE NOCTABMEHHbIE 334a4M B TECHOM cOTpyAHU4ecTBe ¢ TKHB, MPOOH n OBCE.

3. Preparation of interim and final reports according to specified time, final report no later than 15 August 2019 /
MoAaroToBKa NPOMeXyTOUYHOro U $MHaNBHOrO OTYETOB B YKa3aHHbIe CPOKM, GMHAMbHbBIM OTYET He nosgHee 15 aerycra
2019 ropa.

Detailed schedule of work and training materials are prepared and | 2 weeks after issuance 20%
approved by SCNS, UNDP and OSCE projects/[JeTancHblii nnaH pabotsl M | of contract/2 Hegenn
TPEHWHIOBbIE MaTepHanbl NOAroToBAEHbI U 0406peHbl TKHB, NpoekTamK | nocne Bbinycka
MPOOH 1 OBCE KOHTpaKTa
An interim report with achieved progress on first training has been | 6 weeks after the 40 %
prepared and approved by SCNS, UNDP and OSCE | contractissuance/6
projects/MPOMEXYTOUHBIM  OTYET € [OOCTMTHYTBIM PE3yNbTaTOM MO | Hedesb Nocne Bbixoaa
nepBoMYy TPEHUHTY nogrotosneH u ogobper NKHB, npoektamu NPOOH 1 | KOHTpaKTa
OBCE
Final report with achieved progress on two trainings has been prepared | Three months after the
and approved by SCNS, UNDP and OSCE projects/®uHanbHblit oT4eT ¢ | contract issuance, but 40 %
[AOCTUTHYTbIM PE3yNbTATOM NO ABYM TPEHWHFam nogroToeaeH M ogobper | not later than August
I'KHB, npoexktamu MPOOH n OBCE 15, 2019/Tpu mecaua
nocne BbIXoAa
KOHTPaKTa, HO He
nosgHee 15 aBrycra
2019
Total 100 %
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Reporting and accountability / OTYUETHOCTb M NOAOTYETHOCTL!

Implementer shall fulfill the assignments in coordination with SCNS as well as Peace Adviser of UNDP Governance and
Peacebuilding Programme / Peanusyiowan ctopoHa MCNOAHAET TEXHMUYECKOE 33JaHMA NO CornacosaHuio ¢ NKHB, a Takxe
CoBeTHKKOM N0 BONpOCcam mupa u pa3sButua MNMporpammbl NMPOOH MNocyaapcTeeHHoe ynpasaeHue U MUPOCTPOUTENLCTBO.

Structure and the content of the report are to be identified in coordination with Peace Adviser of UNDP Programme/
CTpyKTYypa v cogep:aHune oTyeTta JoMKHbl 6biTe OnpeaeneHbl No COrnacosaHuio ¢ CoeTHUKOM Mporpammbl MPOOH,

Implementer will report to SCNS and UNDP on a regular basis to fulfill assignments in accordance with the Work Plan /
Peanusylowiana ctopoHa 6yAeT perynapHo otuutbiBatecA nepes NKHB n MPOOH, COBETHUKOM MO MUPOCTPOMTENLCTBY/
KoopauHaTopom NpoekTa B LieNAxX peannsalmnm 3aaHuii B COOTBETCTBMM ¢ PabourMm naaHoMm.

Developed materials and products cannot be transmitted, distributed, published, and displayed without agreement of parts.
/ Pa3spaboTaHHble martepuanbl M NPOAYKLUWMM B pamMKax NpPOEKTa He MoryT BObiTb nepegaHbl, PacrnpocTpaHATLEA,
ny6nukoBaTben, oTobpaxaThea 6e3 cornacua CTopoH.

Terms of payment / Ycnoeua onnathbi

Payments will be disbursed as per installments based on the table “expecting deliverables” and submission & approval
of respective products. Contractor shall submit reports, based on the format, describing all undertaken actions during
implementation of the Terms of Reference, as per the established reporting schedule to respective SDG 16 experts and
the Peace Adviser/Project Coordinator. Upon completion of tasks, contractor shall submit interim and terminal reports
for approval of the UNDP Peace Adviser/Project Coordinator, on the basis of which the payments will be disbursed.
Disbursement of payments shall be subject to the timely replenishment of funds as per the agreement with the
donor/Mnarexu byayT ocylecTBAATECA B COOTBETCTBAM CO CXEMOI ONaThl, NPeAcTasNieHHoMN 8 Tabavue «Oxuaaemble
pe3y/ibTaTbl», OCHOBbIBAACH HA NPEAOCTABAEHUM U YTBEPKAEHUM COOTBETCTBYIOWMX AOKYMEHTOB, MOAPALUMK LOMKEH
NpefocTaBiATL OTYETLI, OMUCHIBAIOLLME BCE AECTBMA, NPEANPUHATLIE B XO4E Peann3alumn TexHWYeckoro 3adaHva, B
Tpebyemom dopmate M B COOTBETCTBMM C YCTaHOBAEHHbIM rpadukom oTyeTHocT. Mocne 3aseplieHwa paboThl
noApAAYMK LOMMEH NPeacTaBUTb NPOMEMYTOUHBIA M 3aKJIOYUTENbHBLIA OT4YeT Ha yTeepieHne COBETHMKOM MO
MUpOCTpOWTENbTCBY/KOOPAMHATOPOM MPOEKTa, Ha OCHOBaHUM u4ero Oy4eT npousseseHbl naaTexu. [lnatemu
NpOU3BOAATCA B 3aBUCMMOCTH OT CBOEBPEMEHHOTO NONOAHERUA POHAOB COMNACHO COTNIAWEHMIO C SOHOPOM.

IMGUKALIUOHHBIE TPEEOBAHWA ANIA TEXHUYECKOM OLIEHKM

v" Legal entity certificate from the relevant authority (enclose a copy) /CBWAETENbCTBO O permcTpaumm
HOPUAMYECKOTO SIMLA OT COOTBETCTBYIOWLEro OpraHa (NPUAoKUTL KONuio);

v"  Professional experience of organization in implementation of: / MNpodeccmoHanbHbIli ONbIT OpraHUsauun B

BbINONHEHWM:

¥v" Work experience in conducting trainings on computer literacy and cyber security. Provide
recommendation letters /Hanuuve onbiTa B NPOBEAEHUM TPEHUHTOB MO KOMMBKITEPHOM IPAaMOTHOCTU 1
knbepteppopusma. NpesocTasnTb PEKOMEHAATENBHBIE MUCbMA;

v" Availability of implemented project/s related to cyber security within last 5 years (Provide description
and/or samples of the recent project of relevant nature, i.e. protection of corporate IT infrastructure and
cybercrime trends within the period of last 5 years including contacts of contractors) / Hanuuue
peann30BaHHOro NPoeKTa/Tos no Bonpocam kubep GesonacHocTv 3a nocnegHre 5 net (OnvcaHue u/mam
0bpasupl nocneaHux NPOEKTOB COOTBETCTBYIOWErO XapaKkTepa, Hanpumep, 3aluTa KoprnopaTtusHol IT
MHGPACTPYKTYPbl M TPEHAbl KUBeprnpecTynieHuii B TedeHWe NOCNeAHWX MATW NET BKAKYAA KOHTAKTbI
3aKa34MKOB);

¥" The training module/programme developed by computer forensics specialists, who have one or more
from the international certificates (SSCP, CISSP, CISA, OSCP, CEH, CWSP, GCFA), (provide brief description
of the proposed training module/programme in terms of compliance with international standards); /
Obyuyalowmii moayab/nporpamma paspaboTaHbl CNEUMAnMCTaMu N0 KOMMbIOTEPHOM KPUMWHANNCTUKE,
UMEIoWUMK 0aMH unn Bonee U3 MeXayHapoaHbIX cepTudukaTos (SSCP, CISSP, CISA, OSCP, CEH, CWSP,
GCFA), (NpUnoXUTL KpaTKoe onWcaHue npeanaraemoro obyyarowero mogyna/nporpammsl Ha Npeamer
COOTBETCTBUA MEKAYHAPOAHbIM CTaHAApTam);

v Availablity of the license/s for development and production of confidential information security tools is
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an asset/Hanuuve nuueH3uKU/i no pa3paboTke WU NPOUIBOACTBY CPEACTB 33LMTbl KOHOUAEHUMANBHOM
WMHbOPMaLMK ABAAETCA NPEUMYLLECTBOM;

v Detailed methodology and tools, which will be used for implementation of the tasks within TOR / Onucanue
METOA0NOMMYECKMX MOAXOA0B M MHCTPYMEHTOB, KOTOpble DyAyT WMCMONb30BaHbl ANA peannsauMu 3ajad B
pamKkax T3.

v Detailed calendar plan of actions to implement all activities within TOR / [leTanbHblit KaneHAapHbIiA NaaH no
peann3auuun BCex MeponpuATUA B pamKax T3.

v" At least two available expert-trainers with relevant experience in the field of cyber security and/or content
development (enclose copies of CVs) / Hanuumne He meHee 2 3KCNEPTOB-TPEHEPOB C COOTBETCTBYIILLMM OMbITOM
pabotbl B chepe kbepbe3onacHocTn u/Mnu paspaboTKU KOHTEHTa (MPUNOKUTE KONWK PESIOME).

Qualification of Key Personnel: / KeaauduKauua Knouesoro nepcoHana:

*  Expert #1 in training and preparation of business plans: / 3kcnepr Nel no o6yyeHuio 1 NOATOTOBKe
6u3aHec-nnaHoB:

*  Bachelor Degree in IT or law or social sciences / CreneHb bakanaspa B o6nactv UT v npasa unu
COUMANbHBIX HAaYK

*  Relevant experience in the field of cyber security and/or content development / CoorgetcTayiowwmii
onbIT paboTsl B cdhepe KMbepbesonacHOCTH U/MAK pa3paboTKKU KOHTEHTa

*  Fluency in Russian language / CBo6oaHO0e 3HaHWe PYCCKOro A3bIKa

*  Expert #2 in training and preparation of business plans: / 9xkcnept N22 no o6y4eHuio 1 no
noproroske 6usHec-NNaHoB:

* Bachelor Degree in IT or law or social sciences / CteneHb bakanaspa s o6nactn UT namn npasa nam
COUMaNbHbIX HayK

*  Relevant experience in the field of cyber security and/or content development / CooTeBeTCTBYIOWMIA
onbiT paboTsl B8 chepe kubepbesonacHoCTH M/unm paspaboTKU KOHTEHTA

*  Fluency in Russian language / CBoboaHoe 3HaHWe PYCCKOro A3bIKA

The applicants should include travel expenses, should they need for such expenses for implementing the TOR/ 3assutenn

— Ensure overall substantive coordination with Implementing Partners, Responsible parties and/or Individual
Consultants engaged/ O6ecneveHue o6Leit KOOPAMHALMU NO CYLLECTBY C NAPTHEPAMU-WUCTIONHUTENAMM,
OTBETCTBEHHbIMUM CTOPOHAMM W/ MNU UHAMBUAYANLHLIMW KOHCYITAHTaMM;
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Annex 2 / Mpunoxexue 2

FORM FOR SUBMITTING SERVICE PROVIDER’S TECHNICAL PROPOSAL*/
®OPMA 3AABKU A 1A NPEACTABNEHUA TEXHUYECKOTO MPEANOXKEHMA NOCTABLUMKA YCIYT

(This Form must be submitted only using the Service Provider’s Official Letterhead/Stationery?)
(Ima hopma donxcHa Bbimb OMAPEEAEHA MOALKO HA 0uyUanbHom BaaHke [locmasujuka ycnyz)

Location / Mecmo
Date / dama

To: UNDP / IMPOOH

Dear Sir/Madam / YsakaeMbl¥i r-H/ r-a:

We, the undersigned, hereby offer to render the following services to UNDP in conformity with the requirements defined in the RFP SDG
19/008 dd. 09 April 2019, and all of its attachments, as well as the provisions of the UNDP General Contract Terms and Conditions / Mbi,
HUMENOANMCaBLIMECH, HACTOALLMM npeanaraem okasaHve NPOOH cnegyiowmx yenyr B cOOTBETCTBMM ¢ TpebosaHMAMK, onpesenesHbimi B 31 SDG
19/008 ot 09 anpens 2019 roAa U BCeX NPUACKEHUAX K HEMY, a TaKke OBLLMMKU YCIOBUAMM W NONOKEHWA KOHTPaKToB MPOOH:

TECHNICAL PROPOSAL FROM IN ACCORDANCE WITH THE TERMS OF REFERENCE/
TEXHUYECKOE NMPEANOXEHWUE B COOTBETCTBUWN C TEXHUHECKUM 3A0AHUEM

Qualifications of organization/ Ksanudukauus opraHusauuum:
The organization should possess the following/ Opranusauma gomHa 061agate cneqyoWMMK KBanudukauuamu:
e Legal entity certificate from the relevant authority (enclose a copy) /CeBuaeTenbCT80 0 pervcTpauyi IPUANYECKOTo
NM1Ua OT COOTBETCTBYIOLLENO OpraHa (MPUNOKUTL KOMUIO),
e Professional experience of organization in implementation of: / MpodeccMoHanbHLIA ONLIT OpraHMsauuK B
BbINONHEHWUM:

v" Work experience in conducting trainings on computer literacy and cyber security. Provide recommendation
letters /Hanuuue onbiTa B NpoBEAEHWM TPEHWHIOB MO KOMMBIOTEPHOW rPamoTHOCTM W kubepTeppopusma.
MNpenocTasnTs PEKOMEHAATE/IBHBIE MUCbM3;

v' Availability of implemented project/s related to cyber security within last 5 years (Provide description and/or
samples of the recent project of relevant nature, i.e. protection of corporate IT infrastructure and cybercrime
trends within the period of last 5 years including contacts of contractors) / Hanuune peanusosaHHOro
npoekTa/ToB nNo Bonpocam Kubep BesonacHocTH 3a nocnegHue 5 aer (OnucaHue u/unu obpasiubl nocnegHux
NPOEKTOB COOTBETCTBYIOWErO XapakTepa, Hanpumep, 3awmta KopnopatveHoi IT MHOPaCTPYKTYPbl ¥ TpeHab
knbepnpecTynneHunii B TEYEHNUE NOCASAHUX MATKH NET BKAKOUAA KOHTAKTbl 3aKa34MKOB).

v Availablity of the license/s for development and production of confidential information security tools is an
asset/Hanuume nuueHsum/i no paspaboTke M NPOM3BOACTBY CPEACTB 3alLMThl KOHOUIEHLMaNbHOM MHdOopMaLMK
ABNAETCA NPEUMYLLECTBOM.

v At least two available expert-trainers with relevant experience in the field of cyber security and/or content
development (enclose copies of CVs) / Hanuuue He meHee 2 3KCNepToB-TPEHEPOB C COOTBETCTBYIOLMM ONbITOM
paboTbl B chepe kubepbesonacHocTy u/uam paspaboTKK KOHTEHTa (NPUAOKMUTE KOMUK pesiome).

1 This serves as a guide to the Service Provider in preparing the Proposal/3mo asnaemca Pykosodcmeom 0na nocmasgwjura yenye e nodzomoexe MNpednomeHus.
2 Official Letterhead/Stationery must indicate contact details — addresses, email, phone and fax numbers — for verification purposes /Ha oguyuansHom Gaanxe
HEOBX00UMO YKA30Mb KOHMAKMHbIE BaHHblE — adpeca, adpec INeKMPOHHOMI MoYMsl, HOMepPa MeaeoHa U (harca — 8 UenAax NPoSePKL.
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e Detailed methodology and tools, which will be used for implementation of the tasks within TOR / OnucaHue
METOA0/10rM4YECKMX NOAXOA0B M MHCTPYMEHTOB, KOTOPbie ByAyT UCNONb30BaHbI ANA PEaNM3aLMK 3a4a4 B pamkax T3.

e Detailed calendar plan of actions to implement all activities within TOR (annex 2.1) / [leTanbHbiit KaneHAapHbIA NAaH
Mo peanu3almm BCex MeponpuaTHii B pamkax T3 (npunoxenue 2.1).

Methodology and Timeliness/ MeTofon0rMsa U BpeMeHHbIE PAMKH:

The Contractor must describe how it will address/deliver the requirements of the Request for Proposals (RFP); providing a detailed description
of the essential performance characteristics, reporting conditions and quality assurance mechanisms that will be put in place, while
demonstrating that the proposed methodology will be appropriate to the local conditions and context of the work. A detailed calendar plan
of actions to implement all activities within the TOR is required / MoApAAYMK AOMKEH ONKUCATh, Kak OH ByaeT pelwath / oTBevaTs TpeboBaHMAM
3anpoca npesaoKEeHMii; B KOTOPOM JO/MHHO COAEPHATCA Noapo6HOE ONMCaHME OCHOBHbIX XapaKTEPUCTMK PaboTel, YCI0BMIA OTYETHOCTH U
MEXaHW3MOB OBeChedeHnA KadecTsa, KoTopble ByayT BHEAPEHb], @ Takwe NPOAEMOHCTPUPOBaTh, YTO npeanaraemas metogonorua byger
COOTBETCTBOBATL MECTHBIM YCAOBMAM M KOHTEKCTY paboTbl, Tpebyerca NpunoXute noapobHbIA KajeHAapHbli naaH AgidcTeuMit no
OCYLLECTBNEHMIO BCEX MEPOMNPUATUIA B pamKax T3;

Management Structure and Qualification of Key Personnel: / CTpyKTypa ynpaeneHua W KBanuduKauua KAlo4esoro
nepcoHana:

*  Expert #1 in training and preparation of business plans: / 9kcnept N21 no o6y4eHuio U noAroToeke
6M3HEec-NNaHOB:

*  Bachelor Degree in IT or law or social sciences / CTenenb Baxkanaspa 8 o6nactv UT uaun npasa nau
COLManbHbIX HayK

*  Relevant experience in the field of cyber security and/or content development / CooTBETCTBYIOWMI OMbIT
paboTbl B chepe kKubepbesonacHoCTH U/MAK pas3paboTKM KOHTEHTa

*  Fluency in Russian language / CBo60oHOE 3HaHWe PYCCKOTO A3bIKa

e Expert #2 in training and preparation of business plans: / 3kcnepr Ne2 no obyueHuio 4 No NOArOTOBKe
6u3Hec-nNaHoB.:

¢ Bachelor Degree in IT or law or social sciences / Crenenb bakanaspa B obnactu UT uau npasa MAu
couManbHbIX HayK

*  Relevant experience in the field of cyber security and/or content development / CooTBeTCTBYIOWMIA ONbLIT
paboTbl B cdhepe kubepbesonacHocTu U/MNKM pa3paboTKU KOHTEHTa

*  Fluency in Russian language / Cso6ogHOe 3HaHUe PYCCKOro A3bIKa

The Service Provider may engage additional experts, based on the experience of developing and implementation of similar information
campaign activties / [locmaswux ycayz moxcem npusneds 00NOAHUMESbHBIX IKCEPMOS, HA OCHOBE OMbiMa paspabomxu u peaausayuy
10006HbIX meponpuamudl.

Note: UNDP reserves the right to check the qualifications of the proposed experts/ Mpumeyarue: IPOOH ocmasnsem 3a coboil npaso
AposepAMb KeanuuKkayuio npeonazaemsix SKCepmos.

Name and Signature of the Authorized Person/Wma u nodnuce yrnonHOMoYeHHo20 auya

Designation/ fomxHocme
Date / flama
Stamp / Mecmo dna neyamu
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A. Offer to Comply with Other Conditions and Related Requirements /

MpeanoMeHUe No BbINOAHEHUIO APYTUX YCIOBMIA U COOTBETCTBYIOLUX TpeBoBaHuit

Other Information pertaining to our Quotation are as follows : / Apyrana
vHdpopmaLma, Kacaowanca Hawero MpegnoxeHus:

Your Responses / Baw otser

Yes, we will
comply / ia, mbi
BbINONHMM

No, we cannot
comply / Her,
Mbl He
BbINOAHUM

If you cannot
comply, pls.
indicate counter
proposal / Ecam Bot
HE moere
BbINONHUTL, AaiiTe
BCTPEUHOe
npeanoeHue

Confirmation of requirements set in TOR /
MoaTeepHaeHUe ycnosuii T3

Expected duration of work / NnaHupyemas aauTensHocTs pabot
Within 3 months from the date of signing the contract / B Teuenune 3 mecAues ¢
MOMEHTA NOANMCAHUA KOHTPAKTa

Payment Terms / YcnoBuA onnatbl

Please refer to the Terms of Reference, section “Final Deliverables” (Annex 1) /
Mosxanyiicta obpaTvTech K TEXHWYECKOMY 3agaHuio, pasgen “Oxugaemble
pesyabtatel” (MpunoxeHwve 1)

v Within 30 days upon UNDP’s acceptance of the services delivered as specified
and receipt of invoice / B Teuenue 30 gHeit nocne nprema NPOOH okasaHHbIX
YCAYT W BbICTABNEHWA CHET];

v" For local contractors in Kyrgyzstan UNDP shall effect payment in Kyrgyz Som
based on the prevailing UN operational rate of exchange on the month of
payment / [ns MeCTHbix nocTaBuiukoe Kelprelactana MPOOH Gyaget
NPOM3BOAMTL ONAATY B KbIPrbI3CKMX COMAX, MCMO/b3YA NPKU 3TOM 06MEHHbIN
Kypc OOH Ha MOMEHT onnathl;

v The prevailing UN operational rate of exchange is available for public from
the following link:
http://treasury.un.org/operationalrates/OperationalRates.aspx/ OBMeHHbINA
kypc [MPOOH 8 c¢sobogHOM  JocTyne  WMMEETCA  Ha  CCblKe:
http://treasury.un.org/operationalrates/OperationalRates.aspx

Currency of Proposal / Baniota npegnoxeHus

United States Dollars (US$) / Jonnapbl CLUA

Value Added Tax on Price Proposal / HC no ¢duHaHCOBOMY NpeafoxeHnto
prices must be exclusive of VAT / uenbl He go/mxHbl BRAKOHaTL HOC

Prices should be indicated without VAT with consideration of a letter of the Ministry of
Economy of the Kyrgyz Republic # 14-2/1119 dd. 28.01.2019 with regard to the
international organizations and projects enjoying preferential taxation in 2019 in the
Kyrgyz Republic / LleHbl gonsHbl BbiTe ykasaHbl Bes HOC ¢ yyetom nucbma
MuHMCTEPCTBA IKOHOMUKM Kbipreiackoi Pecnybamkm Ne 14-2/1119 dd. 28.01.2019 &
OTHOLUEHMW MEMHAYHAPOLAHbLIX OPraHM3aLMii U NPOEKTOB, NMO/Mb3YIOLWMXCA MPABOM
NIFOTHOTO HanoroobnoeHUA Ha 2019 roa B Kbipreiackoit PecnyBaumke.

Offers with prices provided not in line with the Ministry of Economy’s letter as indicated
above are subject to rejection for further evaluation / NMpeanoeHus, B KOTOPbIX LEHbI
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npeaocTaBneHbl He B COOTBETCTBUMM C BbllUeyKasaHHbIM NMcbMoM MuHUCTEpCTBa
IKOHOMMKM He ByayT AONYWEHb! K NocAeayoWei oLeHKe.

Validity Period of Proposals / Cpok AeWcTBUA NpeanomeHua

90 days / 90 gHel

Liquidated Damages / [JloroBcpHan HeycTolMKa

0.5% of contract value for every day of delay, up to a maximum duration of calendar
15 calendar days. Thereafter, the contract may be terminated/ 0, 5% ot cymmbl
KOHTPaKTa 33 Kamabli AeHb NPOCPOHKKM MaKCUMaNbHOW ANUTEeNbHOCTBIO A0 15
KaneHaapHbiX gHei. Nocae 310ro AelicTBME KOHTPaKTa MOMET BbiTb NpeKpaLieHo

Proposer’s confirmation that: / MogTeepaeHWe YyacTHUKE O TOM, 4YTO:

1. It has no any controlling partner, director or shareholder in common with other
Proposer under this RFP process; or / OH He UmeeT 06LEro KOHTPONMPYHOLLEro
napTHepa, AMPEKTOPa WK akLMOoHepa ¢ ApYrum YYacTHUKOM B pamKax AaHHoro
TEHAEPHOro NpoLecca; v

2. It does/did not receive any direct or indirect subsidy from the other/s Proposer
under this RFP process; or / OH He Nony4aeT uau Nonyyan Npsamyo UK HeMnpaAmMyo
cybcuauio oT gpyroro Y4acTHUKA A@aHHOro TeHAEPHOTO NPoLecca; uam;

3.  lts legal representative does not represent other Proposer(s) for purposes of this
RFP; or / Ona uenei Hacroawero 30 opuguyeckuii npeacrasutenb YUacTHUKaE He
NPeacTaBnAeT WHTEPECH APYroro YuacTHMKa AaHHOro TEHAEPHOro npoLecca;
nnu;

4, It has no a relationship with other Proposer(s) under this PRF process, directly or
through common third parties, that puts in a position to have access to
information about, or influence on the Proposal of, another Proposer regarding
this RFP process; / OH He MMEET B3aMMOOTHOLLERWI € APYTUMU YUaCTHUKOM(amu)
AaHHOTO TEHAEPHOTO MPOLECCa HaNPAMYID MAK vyepes o6Lue TpeTbM CTOPOHSI,
KOTOPbIE NO3BONAKT AOCTYN K MHPOPMALIMKM O MPEANOMEHUN UAU BO3MOMHOCTH
NOBAWATL HA NPEA/IOMEHWE APYroro y4acTHMKAa B OTHOLWEHWM AaHHOTO npoLiecca
30;

5. Itis not a subcontractor to any other Proposer under this RFP process and any of
proposed subcontractors do not submit another Proposal under its name as a lead
Proposer; or / OH He sABnAeTcA cybnoApAgHMKOM APYroro Y4acTHWKa AaHHOro
TEHAEPHOrO NPOLLECCca M NPeanoeHHbIH(ble) cybnoapaayuk(v) He nogaet(wot)
OTAENLHOE NPesNoKeH!e NoL CBOMM UMEHEM B KayecTse BeAYLLEro 3aRBUTENA;
nunu

Proposed experts to be in the team do not participate in other Proposals received for

this RFP process. / 9KcnepTbl, NpesaraeMble B COCTABE KOMaH/AB! He Y4acTBYHOT B

APYrvX NPeanoKeHWAX, NOAYYEHHOTO B PaMKax HacToawero npouecca 3.

All Provisions of the UNDP General Terms and Conditions / Bce ycnosua OBwwmx
YCNOBMIA 1 nonoxenuia MPOOH

All other information that we have not provided automatically implies our full compliance with the requirements, terms and
conditions of the RFP. / Bca apyraa uHdopmaums, He NpegocTaBNeHHadA Hamu B AaHHOM [peanorKeHnn, aBToMaTU4ecKn
noapasymesaeT nonHoe cobaogeHue TpeboBaHWi, CPOKOB ¥ YCNOBMIA 3anpoca Ha NpeacTaBAeHNe NPELANOKEHNA.

Name and Signature of the Service Provider’s Authorized Person / Mma u nodnucek ynonHomo4eHHo20 auya llocmasuurka

yenye
Designation / JonmHocms
Date / ama
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Annex 3 / MpunoxeHue 3

FINANCIAL PROPOSAL FROM /
$®UHAHCOBOE NPEANOMEHUE

(This Form must be submitted only using the Official Letterhead®)
(3ma hopma donxcHa Bbims npedcmasnena Ha ouyuansHom Bnarre)

Provide in separate envelope with marking “Financial proposal”
Mpedocmasums & omoensHOM KoHeepme ¢ noMemkoli « PUHaHcosoe NpedaoxeHue»

Location/Mecmo
Date/ Adama

To: UNDP /NPOOH
Dear Sir/Madam / Yeaxaemoili 2-H/ 2-1ea:

We, the undersigned, hereby present the Financial Offer for implementing Terms of Reference issued under the RFP SDG 19/008
dd. 09 April 2019 / Mbi, Huxenodnucaswuecs, HACMOAWUM npedocmasnaem (PUHaHCOB0E NPeGAOHEHUE HA PEaNU3TYUH
MeXHUYEeCKo20 3a0aHUS, BbINYUWEHHO20 8 coomeemcmauu ¢ RFP SDG 19/008 om 09 anpena 2019 20da.

Cost Breakdown per Deliverable / Pas6uexa pacxodos no pe3ysnsmamam binoaHeHus pabom

20%

Detailed schedule of work and training materials are prepared 2 weeks after
and approved by SCNS, UNDP and OSCE projects/[eTansHbiv | |
nnaH paboTsel U TPEHMHIOBLIE MaTepuasnbl NOArCTOBAEHbI U ispaneant
opo6peHbl FTKHB, npoektamu MPOOH 1 OBCE contract/2 nepenu
nocne BbINycKa
KOHTpaKTa
An interim report with achieved progress on first training has | 6 weeks after the 40 %

been prepared and approved by SCNS, UNDP and OSCE | contractissuance/6
projects/MIPOMEKYTOUHBIA OTHYET C AOCTUTHYTHIM PE3ybTaTOM | HeAenb nocne

Nno nepBomy TPEHWHry noArotoBneH W opobpen [KHB, | Bbixoaa KOHTpaKkTa
npoexkramu MPOOH n OBCE

? Official Letterhead/Stationery must indicate contact details — addresses, email, phone and fax numbers — for verification purposes /Ha opuyuansHom
GaHKe HEOBXOAUMO YKA3aMb KOHMAKMHbIE OaHHbIE — adpeca, adpec 3neKMPOHHO U NOYMbl, HOMEPA MeAeHOHa U (PaKCa — 8 YenaX MPOBEPKU.
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Final report with achieved progress on two trainings has
been prepared and approved by SCNS, UNDP and OSCE
projects/®UHANbHBIA OTHET C AOCTUTHYTbIM PE3YNBTATOM
no ABYM TPEHMHram noAroToeneH u opobpen KHB,
npoektamu NMPOOH v OBCE

Three months after
the contract
issuance/Tpu mecaua
nocne Bbixoaa
KOHTpaKTa

Total /UToro

This shall be the basis of the payment tranches /* Janxan paabuska 6ydem cay#umb OCHO8AHUEM 0415 BbINAAMbI mpaHwel

Cost Breakdown by Cost Component / Pas6ueka pacxodoe o cocmaenaiowum

Description of Activity Budget Description Unit Cost

Quantity

Total for the
Contract

Activity 1 / OeatenbHoctb 1

Action 1.1. / Meponpuarue 1.1.

Action 1.2. / Meponpuatue 1.2.

Activity 2 / DeatensHocTb 2

Action 2.1 / MeponpuaTtue 2.1

Action 2.2 / MeponpuaTue 2.2

TOTAL/UTOTO

All other information that we have not provided automatically implies our full compliance with the requirements, terms and
conditions of the RFP. / Bca apyras uHGOpPMaLMA, He NPefoCTaBNeHHas Hami B AaHHOM MpeanomeHn, aBToMaTUUecku

noApasymesaeT noaHoe cobniogeHne TpeGoBaHMi, CPOKOB W YCAOBMIA 3anpoca Ha NPeACTaBNEHME NPEA/IOXEHNA.

Name and Signature of the Authorized Person / Mima u nodnuce ynoaHoOMo4eHHo20 auya

Designation / JonxHocmes
Date / lama

Stamp / Mecmo dna nevamu
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Annex 4 [ Npunoxenve 4

OFFEROR’S INFORMATION FORM / MHOOPMALINA OB YHYACTHUKE TOPTOB

Full companies name /
MoaHOEe HaMMeHOBaHWe KOMNAHWK

Full companies name in English /
MonHoe HauMeHoBaHMe KOMNaHUK Ha
AaHTAMACKOM

Legal position/status / FOpuauueckuit
cTaTyc

Legal Address /
HOpuanueckuii agpec

De facto address /
dakTMueckuit agpec

Year of foundation /
04 0CHOBaHUA

Companies profile / Cneunanuzaumn
KOMMNaHWK

Bank requisitions /
BaHKOBCKWE PEKBU3UTLI

Status of VAT payer /
CraTtyc HanoronnatenblwmKa

Postal address /
MouToBbIf agpec

Head of company (name) /
Fnasa Komnanuu (PH0O)

Contact name /
KoHTaKkTHOE NUuo

Telephone number /
Homep TenedoHa

Fax number /
Homep ¢aKca

E-mail address /
DNEeKTPOHHaA NoyTa

Website /
BebcaiT

[Name and Signature of the Supplier’s Authorized Person] / [MMAa W noAnvck YNOJHOMOYEHHOTO AnLa]
[Designation] / [0,0NXHOCT)
[Date] / [Aara]
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Annex 5 [ Mpunoxenue 5

L
U[N
D[P

Empowered lives.
Resilient nations.

GENERAL TERMS AND CONDITIONS FOR CONTRACTS

This Contract is between the United Nations Development Programme, a subsidiary organ of the United Nations established by the
General Assembly of the United Nations (hereinafter “UNDP”), on the one hand, and a company or organization indicated in the Face Sheet of
this Contract (hereinafter the “Contractor”), on the other hand.

1. LEGAL STATUS OF THE PARTIES: UNDP and the Contractor shall be referred to as a “Party” or, collectively, “Parties” hereunder, and:

1.1 Pursuant, inter alig, to the Charter of the United Nations and the Convention on the Privileges and Immunities of the United Nations, the
United Nations, including its subsidiary organs, has full juridical personality and enjoys such privileges and immunities as are necessary for the
independent fulfillment of its purposes.

1.2 The Contractor shall have the legal status of an independent contractor vis-g-vis UNDP, and nothing contained in or relating to the
Contract shall be construed as establishing or creating between the Parties the relationship of employer and employee or of principal
and agent. The officials, representatives, employees, or subcontractors of each of the Parties shall not be considered in any respect as being
the employees or agents of the other Party, and each Party shall be solely responsible for all claims arising out of or relating to its engagement
of such persons or entities.

2. OBLIGATIONS OF THE CONTRACTOR:

2.1 The Contractor shall deliver the goods described in the Technical Specifications for Goods (hereinafter the Goods”) and/or perform
and complete the services described in the Terms of Reference and Schedule of Payments (hereinafter the “Services”), with due diligence
and efficiency, and in accordance with this Contract. The Contractor shall also provide all technical and administrative support
needed in order to ensure the timely and satisfactory delivery of the Goods and/or performance of the Services.

2.2 To the extent that the Contract involves any purchase of the Goods, the Contractor shall provide UNDP with written evidence of the delivery
of the Goods. Such evidence of delivery shall, at the minimum, consist of an invoice, a certification of conformity, and other supporting
shipment documentation as may otherwise be specified in the Technical Specifications for Goods.

2.3 The Contractor represents and warrants the accuracy of any information or data provided to UNDP for the purpose of entering into
this Contract, as well as the quality of the deliverables and reports foreseen under this Contract, in accordance with the highest industry
and professional standards.

2.4 All time limits contained in this Contract shall be deemed to be of the essence in respect of the performance of the delivery of the Goods
and/or the provision of the Services.

3. LONG TERM AGREEMENT: If the Contractor is engaged by UNDP on the basis of a long-term agreement (“LTA”) as indicated in the Face
Sheet of this Contract, the following conditions shall apply:

3.1 UNDP does not warrant that any quantity of Goods and/or Services shall be ordered during the term of the LTA.

3.2 Any UNDP business unit, including, but not limited to, a Headquarters unit, a Country Office or a Regional Centre, as well as any United Nations
entity, may benefit from the retainer and order Goods and/or Services from the Contractor hereunder.

3.3 The Contractor shall provide the Services and/or deliver the Goods, as and when requested by UNDP and reflected in a Purchase
Order, which shall be subject to the terms and conditions stipulated in this Contract. For the avoidance of doubt, UNDP shall acquire
no legal obligations towards the Contractor unless and until a Purchase Order is issued.

3.4 The Goods and/or Services shall be at the Discount Prices annexed hereto. The prices shall remain in effect for a period of three
years from the Starting Date stated in the Face Sheet of this Contract.

3.5 In the event of any advantageous technical changes and/or downward pricing of the Goods and/or Services during the term of the retainer,
the Contractor shall notify UNDP immediately. UNDP shall consider the impact of any such event and may request an amendment to the retainer.
3.6 The Contractor shall report semi-annually to UNDP on the Goods delivered and/or Services provided, unless otherwise specified in the
Contract. Each report should be submitted to the UNDP Contact Person indicated in as indicated in the Face Sheet hereto, as well as to a UNDP
business unit that has placed a Purchase Order for the Goods and/or Services during the reporting period.

3.7 The LTA shall remain in force for the maximum period of two years and may be extended by UNDP for one additional year by mutual
agreement of the Parties.

4. PRICE AND PAYMENT:
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4.1 FIXED PRICE: If Fixed Price is chosen as a payment method pursuant to the Face Sheet of this Contract, in full consideration for the complete and
satisfactory delivery of the Goods and/or provision of the Services, UNDP shall pay the Contractor a fixed amount indicated in the Face Sheet
of this Contract.

4.1.1 The amount stated in the Face Sheet of this Contract is not subject to any adjustment or revision because of price or currency fluctuations,
or the actual costs incurred by the Contractor in the performance of the Contract.

4.1.2 UNDP shall effect payments to the Contractor in the amounts and pursuant to the schedule of payments set forth in the Terms of
Reference and Schedule of Payments, upon completion by the Contractor of the corresponding deliverable(s) and upon acceptance by UNDP of
the original invoices submitted by the Contractor to the UNDP Contact Person indicated in the Face Sheet of this Contract, together with whatever
supporting documentation that may be required by UNDP:

4.1.3 Invoices shall indicate a deliverable completed and the corresponding amount payable.

4.1.4 Payments effected by UNDP to the Contractor shall be deemed neither to relieve the Contractor of its obligations under this Contract nor as
acceptance by UNDP of the Contractor’s delivery of the Goods and/or provision of the Services.

4.2 COST REIMBURSEMENT: If Cost Reimbursement is chosen as a payment method pursuant to the Face Sheet of this Contract, in full consideration
for the complete and satisfactory delivery of the Goods and/or provision of the Services under this Contract, UNDP shall pay the Contractor an
amount not exceeding the total amount stated in the Face Sheet of this Contract.

4.2.1The said amount is the maximum total amount of reimbursable costs under this Contract. The breakdown of costs contained in the Financial
Proposal, referred to in the Face Sheet to this Contract shall specify the maximum amount per each cost category that is reimbursable under this
Contract. The Contractor shall specify in its invoices or financial reports (as required by UNDP) the amount of the actual reimbursable costs
incurred in the delivery of the Goods and/or the provision of the Services.
4.2.2 The Contractor shall not provide the Services and/or deliver the Goods or equipment, materials and supplies that may result in any costs
in excess of the amount stated in the Face Sheet of this Contract, or of the maximum amount per each cost category specified in the
breakdown of costs contained in the Financial Proposal, without the prior written agreement of the UNDP Contact Person.
4.2.3 The Contractor shall submit original invoices or financial reports (as required by UNDP) for the Goods delivered In accordance with the
Technical Specifications for Goods and/or the Services provided in accordance with the schedule set forth in the Terms of Reference
and Schedule of Payments. Such invoices or financial reports shall indicate a deliverable or deliverables completed and the corresponding amount
payable. They shall be submitted to the UNDP Contact Person, together with whatever supporting documentation of the actual costs incurred
that is required in the Financial Proposal, or may be required by UNDP.

4.2.4 UNDP shall effect payments to the Contractor upon completion by the Contractor of the deliverable(s) indicated in the original
invoices or financial reports (as required by UNDP) and upon acceptance of these invoices or financial reports by UNDP. Such payments shall
be subject to anyspecific conditions for reimbursement specified in the breakdown of costs contained In the Financial Proposal.

4.2.5 Payments effected by UNDP to the Contractor shall be deemed neither to relieve the Contractor of its obligations under this Contract nor as
acceptance by UNDP of the Contractor’s delivery of the Goods and/or performance of the Services.

5. ADVANCE PAYMENT:

5.11f an advance payment is due to the Contractor pursuant to the Face Sheet of this Contract, the Contractor shall submit an original invoice
for the amount of that advance payment upon signature of this Contract by the Parties.

5.2If an advance payment representing 20% or more of the total contract value, or amounting to US$30,000 or more, is to be made by
UNDP upon signature of the Contract by the Parties, such payment shall be contingent upon receipt and acceptance by UNDP of a bank guarantee
or a certified cheque for the full amount of the advance payment, valid for the duration of the Contract, and in a form acceptable to UNDP.

6. SUBMISSION OF INVOICES AND REPORTS:

6.1 All original invoices, financial reports and any other reports and supporting documentation required under this Contract shall be submitted by
mail by the Contractor to UNDP Contact Person. Upon request of the Contractor, and subject to approval by UNDP, invoices and financial
reports may be submitted to UNDP by fax or email.

6.2 All reports and invoices shall be submitted by the Contractor to the UNDP Contact Person specified in the Face Sheet of this Contract.

7. TIME AND MANNER OF PAYMENT:

7.1 Invoices shall be paid within thirty (30) days of the date of their acceptance by UNDP. UNDP shall make every effort to accept an original invoice
or advise the Contractor of its non-acceptance within a reasonable time from receipt.

7.2 Where the Services are to be provided, in addition to an invoice, the Contractor shall submit to UNDP a report, describing in detail the
Services provided under the Contract during the period of time covered in each report.

8. RESPONSIBILITY FOR EMPLOYEES: To the extent that the Contract involves the provision of the Services to UNDP by the Contractor’s officials,
employees, agents, servants, subcontractors and other representatives (collectively, the Contractor’s “personnel”), the following provisions shall
apply:

8.1 The Contractor is responsible for and shall assume all risk and liabilities relating to its personnel and property.

8.2 The Contractor shall be responsible for the professional and technical competence of the personnel it assigns to perform work
under the Contract and will select reliable and competent individuals who will be able to effectively perform the obligations under the
Contract and who, while doing so, will respect the local laws and customs and conform to a high standard of moral and ethical conduct.

8.3 Such Contractor personnel shall be professionally qualified and, if required to work with officials or staff of UNDP, shall be able
to do so effectively. The qualifications of any personnel whom the Contracter may assign or may propose to assign to perform any
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obligations under the Contract shall be substantially the same, or better, as the qualifications of any personnel originally proposed by the
Contractor.

8.4 At the option of and in the sole discretion of UNDP:

8.4.1 the qualifications of personnel proposed by the Contractor (e.g., a curriculum vitae) may be reviewed by UNDP prior to such personnel’s
performing any obligations under the Contract;

8.4.2 any personnel proposed by the Contractor to perform obligations under the Contract may be interviewed by qualified staff or
officials of UNDP prior to such personnel’s performing any obligations under the Contract; and,

8.4.3in cases in which, pursuant to Article 8.4.1 or 8.4.2, above, UNDP has reviewed the qualifications of such Contractor’s
personnel, UNDP may reasonably refuse to accept any such personnel.

8.5 Requirements specified in the Contract regarding the number or qualifications of the Contractor's personnel may change
during the course of performance of the Contract. Any such change shall be made only following written notice of such proposed
change and upon written agreement between the Parties regarding such change, subject to the following:

8.5.1 UNDP may, at any time, request, in writing, the withdrawal or replacement of any of the Contractor’s personnel, and such request
shall not be unreasonably refused by the Contractor.

8.5.2 Any of the Contractor’s personnel assigned to perform obligations under the Contract shall not be withdrawn or replaced without the
prior written consent of UNDP, which shall not be unreasonably withheld.

8.5.3 The withdrawal or replacement of the Contractor’s personnel shall be carried out as quickly as possible and in a manner that will not
adversely affect the performance of obligations under the Contract,

8.5.4 All expenses related to the withdrawal or replacement of the Contractor’s personnel shall, in all cases, be borne exclusively by the Contractor.
8.5.5 Any request by UNDP for the withdrawal or replacement of the Contractor’s personnel shall not be considered to be a termination, in
whole or in part, of the Contract, and UNDP shall not bear any liability in respect of such withdrawn or replaced personnel.

8.5.6 If a request for the withdrawal or replacement of the Contractor’s personnel is not based upon a default by or failure on the part of the
Contractor to perform its obligations in accordance with the Contract, the misconduct of the personnel, or the inability of such personnel
to reasonably work together with UNDP officials and staff, then the Contractor shall not be liable by reason of any such request for the
withdrawal or replacement of the Contractor’s personnel for any delay in the performance by the Contractor of its obligations under
the Contract that is substantially the result of such personnel’s being withdrawn or replaced.

8.6 Nothing in Articles 8.3, 8.4 and 8.5, above, shall be construed to create any obligations on the part of UNDP with respect to the
Contractor’s personnel assigned to perform work under the Contract, and such personnel shall remain the sole responsibility of the
Contractor.

8.7 The Contractor shall be responsible for requiring that all personnel assigned by it to perform any obligations under the Contract and who may
have access to any premises or other property of UNDP shall:

8.7.1 undergo or comply with security screening requirements made known to the Contractor by UNDP, including but not limited to, a
review of any criminal history;

8.7.2 when within UNDP premises or on UNDP property, display such identification as may be approved and furnished by UNDP security
officials, and that upon the withdrawal or replacement of any such personnel or upon termination or completion of the Contract, such
personnel shall immediately return any such identification to UNDP for cancellation.

8.8 Within one working day after learning that any of Contractor’s personnel who have access to any UNDP premises have been charged by law
enforcement authorities with an offense other than a minor traffic offense, the Contractor shall provide written notice to inform
UNDP about the particulars of the charges then known and shall continue to inform UNDP concerning all substantial developments regarding
the disposition of such charges.

8.9 All operations of the Contractor, including without limitation, storage of equipment, materials, supplies and parts, within UNDP
premises or on UNDP property shall be confined to areasauthorized or approved by UNDP. The Contractor’s personnel shall not enter
or pass through and shall not store or dispose of any of its equipment or materials in any areas within UNDP premises or on UNDP property
without appropriate authorization from UNDP.

8.10 The Contractor shall {i) put in place an appropriate security plan and maintain the security plan, taking into account the security situation in
the country where the Services are being provided; and (ii) assume all risks and liabilities related to the Contractor’s security, and the full
implementation of the security plan.

8.11 UNDP reserves the right to verify whether such a plan is in place, and to suggest modifications to the plan when necessary. Failure to
maintain and implement an appropriate security plan asrequired hereunder shall be deemed a breach of this contract. Notwithstanding
the foregoing, the Contractor shall remain solely responsible for the security of its personnel and for UNDP’s property in its custody as set forth
in paragraph 8.10 above.

9. ASSIGNMENT:

9.1 Except as provided in Article 9.2, below, the Contractor may not assign, transfer, pledge or make any other disposition of the Contract, of any
part of the Contract, or of any of the rights, claims or obligations under the Contract except with the prior written authorization of UNDP.
Any such unauthorized assignment, transfer, pledge or other disposition, or any attempt to do so, shall not be binding on UNDP. Except as
permitted with respect to any approved subcontractors, the Contractor shall not delegate any of its obligations under this Contract, except with
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the prior ' written consent of
UNDP. Any such unauthorized delegation, or attempt to do so, shall not be binding on UNDP.

9.2 The Contractor may assign or otherwise transfer the Contract to the surviving entity resulting from a reorganization of the Contractor’s
operations, provided that:

9.2.1such reorganization is not the result of any bankruptcy, receivership or other similar proceedings; and,

9.2.2 such reorganization arises from a sale, merger, or acquisition of all or substantially all of the Contractor’s assets or ownership interests;
and,

9.2.3 the Contractor promptly notifies UNDP about such assignment or transfer at the earliest opportunity; and,

9.2.4 the assignee or transferee agrees in writing to be bound by all of the terms and conditions of the Contract, and such writing is promptly
provided to UNDP following the assignment or transfer.

10. SUBCONTRACTING: In the event that the Contractor requires the services of subcontractors to perform any obligations under the Contract,
the Contractor shall obtain the prior written approval of UNDP. UNDP shall be entitled, in its sole discretion, to review the qualifications of any
subcontractors and to reject any proposed subcontractor that UNDP reasonably considers is not qualified to perform obligations under the
Contract. UNDP shall have the right to require any subcontractor’s removal from UNDP premises without having to give any justification
therefor. Any such rejection or request for removal shall not, in and of itself, entitle the Contractor to claim any delays in the performance, or
to assert any excuses for the non-performance, of any of its obligations under the Contract, and the Contractor shall be solely responsible
for all services and obligations performed by its subcontractors. The terms of any subcontract shall be subject to, and shall be construed in
a manner that is fully in accordance with, all of the terms and conditions of the Contract.

11. PURCHASE OF GOODS: To the extent that the Contract involves any purchase of the Goods, whether in whole or in part, and unless
specifically stated otherwise in the Contract, the following conditions shall apply to such purchases under the Contract:

11.1 DELIVERY OF GOODS: The Contractor shall hand over or make available the Goods, and UNDP shall receive the Goods, at the place for
the delivery of the Goods and within the time for delivery of the Goods specified in the Contract. The Contractor shall provide to
UNDP such shipment documentation (including, without limitation, bills of lading, airway bills, and commercial invoices) as are specified in the
Contract or, otherwise, as are customarily utilized in the trade. All manuals, instructions, displays and any other information relevant to the
Goods shall be in the
English language unless otherwise specified in the Contract. Unless otherwise stated in the Contract (including, but not limited to, in any
“INCOTERM” or similar trade term), the entire risk of loss, damage to, or destruction of the Goods shall be borne exclusively by the
Contractor until physical delivery of the Goods to UNDP in accordance with the terms of the Contract. Delivery of the Goods shall not be deemed
in itself as constituting acceptance of the Goods by UNDP.

11.2 INSPECTION OF THE GOODS: If the Contract provides that the Goods may be inspected prior to delivery, the Contractor shall notify
UNDP when the Goods are ready for pre-delivery inspection. Notwithstanding any pre-delivery inspection, UNDP or its designated inspection
agents may also inspect the Goods upon delivery in order to confirm that the Goods conform to applicable specifications or other requirements
of the Contract. All reasonable facilities and assistance, including, but not limited to, access to drawings and production data, shall be
furnished to UNDP or its designated inspection agents at no charge therefor. Neither the carrying out of any inspections of the Goods nor any
failure to undertake any such inspections shall relieve the Contractor of any of its warranties or the performance of any obligations under the
Contract.

11.3 PACKAGING OF THE GOODS: The Contractor shall package the Goods for delivery in accordance with the highest standards of export
packaging for the type and quantities and modes of transport of the Goods. The Goods shall be packed and marked in a proper manner in
accordance with the instructions stipulated in the Contract or, otherwise, as customarily done in the trade, and in accordance with any
requirements impased by applicable law or by the transporters and manufacturers of the Goods. The packing, in particular, shall
mark the Contract or Purchase Order number and any other identification information provided by UNDP as well as such other
information as is necessary for the correct handling and safe delivery of the Goods. Unless otherwise specified in the Contract, the
Contractor shall have no right to any return of the packing materials.

11.4 TRANSPORTATION & FREIGHT: Unless otherwise specified in the Contract (including, but not limited to, in any “INCOTERM” or similar trade
term), the Contractor shall be solely liable for making all transport arrangements and for payment of freight and insurance costs for
the shipment and delivery of the Goods in accordance with the requirements of the Contract. The Contractor shall ensure that UNDP
receives all necessary transport documents in a timely manner so as to enable UNDP to take delivery of the Goods in accordance with
the requirements of the Contract.

11.5 WARRANTIES: Unless otherwise specified in the Contract, in addition to and without limiting any other warranties, remedies or
rights of UNDP stated in or arising under the Contract, the Contractor warrants and represents that:

11.5.1 The Goods, including all packaging and packing thereof, conform to the technical specifications, are fit for the purposes
for which such Goods are ordinarily used and for any purposes expressly made known in writing in the Contract, and shall be of even quality, free
from faults and defects in design, material, manufacturer and workmanship;

11.5.2 If the Contractor is not the original manufacturer of the Goods, the Contractor shall provide UNDP with the benefit of all manufacturers’
warranties in addition to any other warranties required to be provided under the Contract;

11.5.3 The Goods are of the quality, quantity and description required by the Contract, including when subjected to conditions prevailing in
the place of final destination;
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11.5.4 The Goods are free from any right of claim by any third-party, including claims of infringement of any intellectual property
rights, including, but not limited to, patents, copyright and trade secrets;

11.5.5 The Goods are new and unused;

11.5.6 All warranties will remain fully valid following any delivery of the Goods and for a period of not less than one (1) year following acceptance
of the Goods by UNDP in accordance with the Contract;

11.5.7 During any period in which the Contractor’s warranties are effective, upon notice by UNDP that the Goods do not conform to the
requirements of the Contract, the Contractor shall promptly and at its own expense correct such non-conformities or, in case of its inability
to do so, replace the defective Goods with Goods of the same or better quality or, at its own cost, remove the defective Goods and fully
reimburse UNDP for the purchase price paid for the defective Goods; and,

11.5.8 The Contractor shall remain responsive to the needs of UNDP for any services that may be required in connection with any of the
Contractor's warranties under the Contract.

11.6 ACCEPTANCE OF GOODS: Under no circumstances shall UNDP be required to accept any Goods that do not conform to the specifications
or requirements of the Contract. UNDP may condition its acceptance of the Goods upon the successful completion of acceptance tests as
may be specified in the Contract or otherwise agreed in writing by the Parties. In no case shall UNDP be obligated to accept any Goods
unless and until UNDP has had a reasonable opportunity to inspect the Goods following delivery. If the Contract specifies that UNDP
shall provide a written acceptance of the Goods, the Goods shall not be deemed accepted unless and until UNDP in fact provides such
written acceptance. In no case shall payment by UNDP in and of itself constitute acceptance of the Goods.

11.7 REJECTION OF GOODS: Notwithstanding any other rights of, or remedies available to UNDP under the Contract, in case any of the
Goods are defective or otherwise do not conform to the specifications or other requirements of the Contract, UNDP, at its sole option, may reject
or refuse to accept the Goods, and within thirty (30) days following receipt of notice from UNDP of such rejection or refusal to accept
the Goods, the Contractor shall, in sole option of UNDP:

11.7.1 provide a full refund upon return of the Goods, or a partial refund upon a return of a portion of the Goods, by UNDP; or,

11.7.2 repair the Goods in a manner that would enable the Goods to conform to the specifications or other requirements of the Contract; or,
11.7.3 replace the Goods with Goods of equal or better quality; and,

11.7.4 pay all costs relating to the repair or return of the defective Goods as well as the costs relating to the storage of any such defective Goods
and for the delivery of any replacement Goods to UNDP. 11.8 In the event that UNDP elects to return any of the Goods for the reasons
specified in Article 11.7, above, UNDP may procure the Goods from another source. In addition to any other rights or remedies available to UNDP
under the Contract, including, but not limited to, the right to terminate the Contract, the Contractor shall be liable for any additional cost beyond
the balance of the Contract price resulting from any such procurement, including, inter alia, the costs of engaging in such procurement,
and UNDP shall be entitled to compensaticn from the Contractor for any reasonable expenses incurred for preserving and storing the Goods for
the Contractor’s account.

11.9 TITLE: The Contractor warrants and represents that the Goods delivered under the Contract are unencumbered by any third party’s title or
other property rights, including, but not limited to, any liens or security interests. Unless otherwise expressly provided in the Contract, title
in and to the Goods shall pass from the Contractor to UNDP upon delivery of the Goods and their acceptance by UNDP in accordance with the
requirements of the Contract.

11.10 EXPORT LICENSING: The Contractor shall be responsible for obtaining any exportlicense required with respect to the Goods,
products, or technologies, including software, sold, delivered, licensed or otherwise provided to UNDP under the Contract. The Contractor
shall procure any such export license in an expeditious manner. Subject to and without any waiver of the privileges and immunities
of UNDP, UNDP shall lend the Contractor all reasonable assistance required for obtaining any such export license. Should any
Governmental entity refuse, delay or hinder the Contractor’s ability to obtain any such export license, the Contractor shall promptly
consult with UNDP to enable UNDP to take appropriate measures to resolve the matter.

12, INDEMNIFICATION:

12.1 The Contractor shall indemnify, defend, and hold and save harmless, UNDP, and its officials, agents and employees, from and against all
suits, proceedings, claims, demands, losses and liability of any kind or nature brought by any third party against UNDP, including, but not
limited to, all litigation costs and expenses, attorney’s fees, settlement payments and damages, based on, arising from, or relating to:
12.1.1 allegations or claims that the possession of or use by UNDP of any patented device, any copyrighted material, or any other goods,
property or services provided or licensed to UNDP under the terms of the Contract, in whole or in part, separately or in a combination
contemplated by the Contractor's published specifications therefor, or otherwise specifically approved by the Contractor, constitutes an
infringement of any patent, copyright, trademark, or other intellectual property right of any third party; or,

12.1.2 any acts or omissions of the Contractor, or of any subcontractor or anyone directly or indirectly employed by them in the
performance of the Contract, which give rise to legal liability to anyone not a party to the Contract, including, without limitation, claims and
liability in the nature of a claim for workers’ compensation.

12.2 The indemnity set forth in Article 12.1.1, above, shall not apply to:

12.2.1 A claim of infringement resulting from the Contractor’s compliance with specific written instructions by UNDP directing a change
in the specifications for the goods, property, materials, equipment or supplies to be or used, or directing a manner of performance
of the Contract or requiring the use of specifications not normally used by the Contractor; or
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12.2.2 A claim of infringement resulting from additions to or changes in any goods, property, materials equipment, supplies or any
components thereof furnished under the Contract if UNDP or another party acting under the direction of UNDP made such changes.

12.3 In addition to the indemnity obligations set forth in this Article 12, the Contractor shall be obligated, at its sole expense, to defend
UNDP and its officials, agents and employees, pursuant to this Article 12, regardless of whether the suits, proceedings, claims and demands in
question actually give rise to or otherwise result in any loss or liability.

12.4 UNDP shall advise the Contractor about any such suits, proceedings, claims, demands, losses or liability within a reasonable period of
time after having received actual notice thereof. The Contractor shall have sole control of the defense of any such suit, proceeding, claim
or demand and of all negotiations in connection with the settlement or compromise thereof, except with respect to the assertion or defense of
the privileges and immunities of UNDP or any matter relating thereto, for which only UNDP itself is authorized to assert and maintain. UNDP shall
have the right, at its own expense, to be represented in any such suit, proceeding, claim or demand by independent counsel of its own choosing.
12.5 In the event the use by UNDP of any Goods, property or Services provided or licensed to UNDP by the Contractor, in whole or in
part, in any suit or proceeding, is for any reason enjoined, temporarily or permanently, or is found to infringe any patent, copyright,
trademark or other intellectual property right, or in the event of a settlement, is enjoined, limited or otherwise interfered with, then the
Contractor, at its sole cost and expense, shall, promptly, either;

12.5.1 procure for UNDP the unrestricted right to continue using such Goods or Services provided to UNDP;

12.5.2 replace or modify the Goods and/or or Services provided to UNDP, or part thereof, with the equivalent or better Goods and/or Services,
or part thereof, that is non-infringing; or,

12.5.3 refund to UNDP the full price paid by UNDP for the right to have or use such Goods, property or Services, or part thereof.

13. INSURANCE AND LIABILITY:

13.1 The Contractor shall pay UNDP promptly for all loss, destruction, or damage to the property of UNDP caused by the Contractor’s personnel
or by any of its subcontractors or anyone else directly or indirectly employed by the Contractor or any of its subcontractors in the
performance of the Contract.

13.2 Unless otherwise provided in the Contract, prior to commencement of performance of any other obligations under the Contract, and
subject to any limits set forth in the Contract, the Contractor shall take out and shall maintain for the entire term of the Contract, for any
extension thereof, and for a period following any termination of the Contract reasonably adequate to deal with losses:

13.2.1insurance against all risks in respect of its property and any equipment used for the performance of the Contract;

13.2.2 workers’ compensation insurance, or its equivalent, or employer’s liability insurance, or its equivalent, with respect to the Contractor’s
personnel sufficient to cover all claims for injury, death and disability, or any other benefits required to be paid by law, in connection with the
performance of the Contract;

13.2.3 liability insurance in an adequate amount to cover all claims, including, but not limited to, claims for death and bedily injury, products
and completed operations liability, loss of or damage to property, and personal and advertising injury, arising from or in connection with the
Contractor’s performance under the Contract, including, but not limited to, liability arising out of or in connection with the acts or omissions of
the Contractor, its personnel, agents, or invitees, or the use, during the performance of the Contract, of any vehicles, boats, airplanes or other
transportation vehicles and
equipment, whether or not owned by the Contractor; and,

13.24 such other insurance as may be agreed upon in writing between UNDP and the Contractor.
13.3 The Contractor’s liability policies shall also cover subcontractors and all defense costs and shall contain a standard “cross liability” clause.
13.4 The Contractor acknowledges and agrees that UNDP accepts no responsibility for providing life, health, accident, travel or any other
insurance coverage which may be necessary or desirable in respect of any personnel performing services for the Contractor in connection with
the Contract.

13.5 Except for the workers’ compensation insurance or any self-insurance program maintained by the Contractor and approved by UNDP,
in its sole discretion, for purposes of fulfilling the Contractor's requirements for providing insurance under the Contract, the
insurance policies required under the Contract shall:

13.5.1 name UNDP as an additional insured under the liability policies, including, if required, as a separate endorsement under the policy;
13.5.2 include a waiver  of subrogation of the  Contractor's insurance  carrier's rights  against UNDP;
13.5.3 provide that UNDP shall receive written notice from the Contractor’s insurance carrier not less than thirty (30) days prior to any
cancellation or material change of coverage; and,

13.5.4 include a provision for response on a primary and non-contributing basis with respect to any other insurance that may be available to
UNDP.

13.6 The Contractor shall be responsible to fund all amounts within any policy deductible or retention.

13.7 Except for any self-insurance program maintained by the Contractor and approved by UNDP for purposes of fulfiling the Contractor's
requirements for maintaining insurance under the Contract, the Contractor shall maintain the insurance taken out under the Contract
with reputable insurers that are in good financial standing and that are acceptable to UNDP. Prior to the commencement of any
obligations under the Contract, the Contractor shall provide UNDP with evidence, in the form of certificate of insurance or such other
form as UNDP may reasonably require, that demonstrates that the Contractor has taken out insurance in accordance with the
requirements of the  Contract. UNDP reserves the right, wupon written notice to the Contractor, to
obtain copies of any insurance policies or insurance program descriptions required to be maintained by the Contractor under the Contract.
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Notwithstanding the provisions of Article 13.5.3, above, the Contractor shall promptly notify UNDP concerning any cancellation or material change
of insurance coverage required under the Contract.

13.8 The Contractor acknowledges and agrees that neither the requirement for taking out and maintaining insurance as set forth in
the Contract nor the amount of any such insurance, including, but not limited to, any deductible or retention relating thereto, shall in any
way be construed as limiting the Contractor’s liability arising under or relating to the Contract.

14. ENCUMBRANCES AND LIENS: The Contractor shall not cause or permit any lien, attachment or other encumbrance by any person to be placed
on file or to remain on file in any public office or on file with UNDP against any monies due to the Contractor or that may become due for any work
done or against any goods supplied or materials furnished under the Contract, or by reason of any other claim or demand against the Contractor
or UNDP.

15. EQUIPMENT FURNISHED BY UNDP TO THE CONTRACTOR: Title to any equipment and supplies that may be furnished by UNDP to the
Contractor for the performance of any obligations under the Contract shall rest with UNDP, and any such equipment shall be returned to
UNDP at the conclusion of the Contract or when no longer needed by the Contractor. Such equipment, when returned to UNDP,
shall be in the same condition as when delivered to the Contractor, subject to normal wear and tear, and the Contractor shall be liable
to compensate UNDP for the actual costs of any loss of, damage to, or degradation of the equipment that is beyond normal wear and tear.

16. COPYRIGHT, PATENTS AND OTHER PROPRIETARY RIGHTS:

16.1 Except as is otherwise expressly provided in writing in the Contract, UNDP shall be entitled to all intellectual
property and other proprietary rights including, but not limited to, patents, copyrights, and trademarks, with regard to products, processes,
inventions, ideas, know-how, or documents and other materials which the Contractor has developed for UNDP under the Contract and
which bear a direct relation to or are produced or prepared or collected in consequence of, or during the course of, the performance of the

Contract. The Contractor acknowledges and agrees that
such products, documents and other materials constitute works made for hire for UNDP.
16.2 To the extent that any such intellectual property or other proprietary rights consist of any intellectual property or

other proprietary rights of the Contractor: (i) that pre-existed the performance by the Contractor of its obligations under the Contract, or (ii)
that the Contractor may develop or acquire, or may have developed or acquired, independently of the performance of its obligations
under the Contract, UNDP does not and shall not claim any ownership interest thereto, and the Contractor grants to UNDP a perpetual
license to use such intellectual property or other proprietary right solely for the purposes of and in accordance with the requirements of the
Contract.

16.3 At the request of UNDP, the Contractor shall take all necessary steps, execute all necessary documents and generally assist in
securing such proprietary rights and transferring or licensing them to UNDP in compliance with the requirements of the applicable law
and of the Contract.

16.4 Subject to the foregoing provisions, all maps, drawings, photographs, mosaics, plans, reports, estimates, recommendations, documents,
and all other data compiled by or received by the Contractor under the Contract shall be the property of UNDP, shall be made available for
use or inspection by UNDP at reasonable times and in reasonable places, shall be treated as confidential, and shall be delivered only to UNDP
authorized officials on completion of work under the Contract.

17. PUBLICITY, AND USE OF THE NAME, EMBLEM OR OFFICIAL SEAL OF UNDP OR THE UNITED NATIONS: The Contractor shall not advertise
or otherwise make public for purposes of commercial advantage or goodwill that it has a contractual relationship with UNDP, nor shall the
Contractor, in any manner whatsoever use the name, emblem or official seal of UNDP or the United Nations, or any abbreviation of the
name of UNDP or the United Nations in connection with its business or otherwise without the written permission of UNDP.

18. CONFIDENTIAL NATURE OF DOCUMENTS AND INFORMATION: Information and data that is considered proprietary by either Party or that is
delivered or disclosed by one Party (“Discloser”) to the other Party (“Recipient”) during the course of performance of the Contract, and that is
designated as confidential {“Information”), shall be held in confidence by that Party and shall be handled as follows:

18.1 The Recipient shall;

18.1.1 use the same care and discretion to avoid disclosure, publication or dissemination of the Discloser’s Information as it uses with its
own similar Information that it does not wish to disclose, publish or disseminate; and,

18.1.2 use the Discloser’s Information solely for the purpose for which it was disclosed.

18.2 Provided that the Recipient has a written agreement with the following persons or entities requiring them to treat the Information
confidential in accordance with the Contract and this Article 18, the Recipient may disclose Information to:

18.2.1 any other party with the Discloser’s prior written consent; and,

18.2.2 the Recipient’s employees, officials, representatives and agents who have a need to know such Information for purposes of
performing obligations under the Contract, and employees officials, representatives and agents of any legal entity that it controls, controls
it, or with which it is under common control, who have a need to know such Information for purposes of performing obligations under
the Contract, provided that, for these purposes a controlled legal entity means:

18.2.2.1 a corporate entity in which the Party owns or otherwise controls, whether directly or indirectly, over fifty percent (50%) of voting
shares thereof; or,

18.2.2.2 any entity over which the Party exercises effective managerial control; or,

18.2.2.3 for the United Nations, a principal or subsidiary organ of the United Nations established in accordance with the Charter of the United
Nations.
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18.3 The Contractor may disclose Information to the extent required by law, provided that, subject to and without any waiver of the
privileges and immunities of the United Nations, the Contractor will give UNDP sufficient prior notice of a request for the disclosure of
Information in order to allow UNDP to have a reasonable opportunity to take protective measures or such other action as maybe appropriate
before any such disclosure is made.

18.4 UNDP may disclose Information to the extent as required pursuant to the Charter of the United Nations, or pursuant to resolutions or
regulations of the General Assembly or rules promulgated thereunder.

18.5 The Recipient shall not be precluded from disclosing Information that is obtained by the Recipient from a third party without restriction, is
disclosed by the Discloser to a third party without any obligation of confidentiality, is previously known by the Recipient, or at any time is developed
by the Recipient completely independently of any disclosures hereunder.

18.6 These obligations and restrictions of confidentiality shall be effective during the term of the Contract, including any extension thereof, and,
unless otherwise provided in the Contract, shall remain effective following any termination of the Contract.

19. FORCE MAJEURE; OTHER CHANGES IN CONDITIONS:

19.1 In the event of and as soon as possible after the occurrence of any cause constituting force majeure, the affected Party shall give notice
and full particulars in writing to the other Party, of such occurrence or cause if the affected Party is thereby rendered unable, wholly or in
part, to perform its obligations and meet its responsibilities under the Contract. The affected Party shall also notify the other Party of any
other changes in condition or the occurrence of any event which interferes or threatens to interfere with its performance of the Contract.
Not more than fifteen (15)
days following the provision of such notice of force majeure or other changes in condition or occurrence, the affected Party shall
also submit a statement to the other Party of estimated expenditures that will likely be incurred for the duration of the change in
condition or the event of force majeure. On receipt of the notice or notices required hereunder, the Party not affected by the occurrence of a
cause constituting force majeure shall take such action as it reasonably considers to be appropriate or necessary in the circumstances, including
the granting to the affected Party of a reasonable extension of time in which to perform any obligations under the Contract.

19.2 If the Contractor is rendered unable, wholly or in part, by reason of force majeure to perform its obligations and meet its responsibilities
under the Contract, UNDP shall have the right to suspend or terminate the Contract on the same terms and conditions as are provided for in
Article 20, “Termination,” except that the period of notice shall be seven (7) days instead of thirty (30) days. In any case, UNDP shall be entitled
to consider the Contractor permanently unable to perform its obligations under the Contract in case the Contractor is unable to perform its
obligations, wholly or in part, by reason of force majeure for any period in excess of ninety (90) days.

19.3 Force majeure as used herein means any unforeseeable and irresistible act of nature, any act of war (whether declared or not), invasion,
revolution, insurrection, terrorism, or any other acts of a similar nature or force, provided that such acts arise from causes beyond the control
and without the fault or negligence of the Contractor. The Contractor acknowledges and agrees that, with respect to any obligations under the
Contract that the Contractor must perform in areas in which UNDP is engaged in, preparing to engage in, or disengaging from any peacekeeping,
humanitarian or similar operations, any delays or failure to perform such obligations arising from or relating to harsh conditions within

such areas, or to any incidents of civil unrest occurring in such areas, shall not, in
and of itself, constitute force majeure under the Contract.
20. TERMINATION:

20.1 Either Party may terminate the Contract for cause, in whole or in part, upon thirty (30) day’s notice, in writing, to the other Party. The
initiation of conciliation or arbitral proceedings in accordance with Article 23 “Settlement of Disputes,” below, shall not be deemed to be a “cause”
for or otherwise to be in itself a termination of the Contract.

20.2 UNDP may terminate the Contract at any time by providing written notice to the Contractor in any case in which the mandate of
UNDP applicable to the performance of the Contract or the funding of UNDP applicable to the Contract is curtailed or terminated, whether in
whole or in part. Inaddition, unless otherwise provided by the Contract, upon sixty (60) day’s advance written notice to the Contractor, UNDP
may terminate the Contract without having to provide any justification therefor.

20.3 In the event of any termination of the Contract, upon receipt of notice of termination that has been issued by UNDP, the Contractor shall,
except as may be directed by UNDP in the notice of termination or otherwise in writing:

20.3.1 take immediate steps to bring the performance of any obligations under the Contract to a close in a prompt and orderly manner,
and in doing so, reduce expenses to a minimum;

20.3.2 refrain from undertaking any further or additional commitments under the Contract as of and following the date of receipt of such notice;
20.3.3 place no further subcontracts or orders for materials, services, or facilities, except as UNDP and the Contractor agree in writing are
necessary to complete any portion of the Contract that is not terminated,;

20.3.4 terminate all subcontracts or orders to the extent they relate to the portion of the Contract terminated;

20.3.5 transfer title and deliver to UNDP the fabricated or unfabricated parts, work in process, completed work, supplies, and other
material produced or acquired for the portion of the Contract terminated;

20.3.6 deliver all completed or partially completed plans, drawings, information, and other property that, if the Contract had been completed,
would be required to be furnished to UNDP thereunder;

20.3.7 complete performance of the work not terminated; and,
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20.3.8 take any other action that may be necessary, or that UNDP may direct in writing, for the minimization of losses and for the protection
and preservation of any property, whether tangible or intangible, related to the Contract that is in the possession of the Contractor and in which
UNDP has or may be reasonably expected to acquire an interest,

204 In the event of any termination of the Contract, UNDP shall be entitled to obtain
reasonable written accountings from the Contractor concerning all obligations performed or pending in accordance with the Contract. In addition,
UNDP shall not be liable to pay the Contractor except for those Goods satisfactorily delivered and/or Services satisfactorily provided to
UNDP in accordance with the requirements of the Contract, but only if such Goods or Services were ordered, requested or otherwise provided
prior to the Contractor’s receipt of notice of termination from UNDP or prior to the Contractor’s tendering of notice of termination to UNDP.
20.5 UNDP may, without prejudice to any other right or remedy available to it, terminate the Contract forthwith in the event that:

20.5.1 the Contractor is adjudged bankrupt, or is liguidated, or becomes insolvent, or applies for a moratorium or stay on any payment or
repayment obligations, or applies to be declared insolvent;
20.5.2 the Contractor is granted a moratorium or a stay, or is declared insolvent;

20.5.3 the Contractor makes an assignment for the benefit of one or more of its creditors;

20.5.4 a Receiver is appointed on account of the insolvency of the Contractor;

20.5.5 the Contractor offers a settlement in lieu of bankruptcy or receivership; or,

20.5.6 UNDP reascnably determines that the Contractor has become subject to a materially adverse change in its financial condition that threatens
to substantially affect the ability of the Contractor to perform any of its obligations under the Contract.

20.6 Except as prohibited by law, the Contractor shall be bound to compensate UNDP for all damages and costs, including, but not limited to,
all costs incurred by UNDP in any legal or non- legal proceedings, as a result of any of the events specified in Article 20.5, above, and resulting
from or relating to a termination of the Contract, even if the Contractor is adjudged bankrupt, or is granted a moratorium or stay or is declared
insolvent. The Contractor shall immediately inform UNDP of the occurrence of any of the events specified in Article 20.5, above, and shall
provide UNDP with any information pertinent thereto.

20.7 The provisions of this Article 20 are without prejudice to any other rights or remedies of UNDP under the Contract or otherwise.

21. NON-WAIVER OF RIGHTS: The failure by either Party to exercise any rights available to it, whether under the Contract or otherwise, shall
not be deemed for any purposes to constitute a waiver by the other Party of any such right or any remedy associated therewith, and shall not
relieve the Parties of any of their obligations under the Contract.

22. NON-EXCLUSIVITY: Unless otherwise specified in the Contract, UNDP shall have no obligation to purchase any minimum
guantities of goods or services from the Contractor, and UNDP shall have no limitation on its right to obtain goods or services of the same kind,
quality and quantity described in the Contract, from any other source at any time.

23. SETTLEMENT OF DISPUTES:

23.1 AMICABLE SETTLEMENT: The Parties shall use their best efforts to amicably settle any dispute, controversy, or claim arising out of
the Contract or the breach, termination, orinvalidity thereof. Where the Parties wish to seek such an amicable settlement through conciliation,
the conciliation shall take place in accordance with the Conciliation Rules then obtaining of the United Nations Commission on International
Trade Law (“UNCITRAL"), or according to such other procedure as may be agreed between the Parties in writing.

23.2 ARBITRATION: Any dispute, controversy, or claim between the Parties arising out of the Contract or the breach, termination, or invalidity
thereof, unless settled amicably under Article

23.1, above, within sixty (60) days after receipt by one Party of the other Party’s written request for such amicable settlement, shall be referred
by either Party to arbitration in accordance with the UNCITRAL Arbitration Rules then obtaining. The decisions of the arbitral tribunal shall
be based on general principles of international commercial law. The arbitral tribunal shall be empowered to order the return or destruction of
goods or any property, whether tangible or intangible, or of any confidential information provided under the Contract, order the termination
of the Contract, or order
that any other protective measures be taken with respect to the goods, services or any other property, whether tangible or intangible, or of any
confidential information provided under the Contract, as appropriate, all in accordance with the authority of the arbitral tribunal
pursuant to Article 26 (“Interim measures”) and Article 34 (“Form and effect of the award”) of the UNCITRAL Arbitration Rules.
The arbitral tribunal shall have no authority to award punitive damages. In addition, unless otherwise expressly provided in the Contract,
the arbitral tribunal shall have no authority to award interest in excess of the London Inter-Bank Offered Rate (“LIBOR”) then
prevailing, and any such interest shall be simple interest only. The Parties shall be bound by any arbitration award rendered as a result
of such arbitration as the final adjudication of any such dispute, controversy, or claim.

24. PRIVILEGES AND IMMUNITIES: Nothing in or relating to the Contract shall be deemed a waiver, express or implied, of any of the
privileges and immunities of the United Nations, including its subsidiary organs.

25. TAX EXEMPTION:

25.1 Article Il, Section 7, of the Convention on the Privileges and Immunities of the United Nations provides, inter alig, that the United Nations,
including its subsidiary organs, is exempt from all direct taxes, except charges for public utility services, and is exempt from customs restrictions,
duties, and charges of a similar nature in respect of articles imported or exported for its official use. In the event any governmental authority
refuses to recognize the exemptions of UNDP from such taxes, restrictions, duties, or charges, the Contractor shall immediately consult
with UNDP to determine a mutually acceptable procedure.
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25.2 The Contractor authorizes UNDP to deduct from the Contractor’s invoices any amount representing such taxes, duties or charges, unless
the Contractor has consulted with UNDP before the payment thereof and UNDP has, in each instance, specifically authorized the Contractor to
pay such taxes, duties, or charges under written protest. In that event, the Contractor shall provide UNDP with written evidence that
payment of such taxes, duties or charges has been made and appropriately authorized, and UNDP shall reimburse the Contractor for
any such taxes, duties, or
charges so authorized by UNDP and paid by the Contractor under written protest.

26. MODIFICATIONS:

26.1 No modification or change in this Contract shall be valid and enforceable against UNDP unless executed in writing by the duly authorized
representatives of the Parties.

26.2 If the Contract shall be extended for additional periods in accordance with the terms and conditions of the Contract, the terms and
conditions applicable to any such extended term of the Contract shall be the same terms and conditions as set forth in the Contract, unless
the Parties shall have agreed otherwise pursuant to a valid amendment concluded in accordance with Article 26.1, above.

26.3 The terms or conditions of any supplemental undertakings, licenses, or other forms of agreement concerning any Goods or Services
provided under the Contract shall not be valid and enforceable against UNDP nor in any way shall constitute an agreement by UNDP
thereto unless any such undertakings, licenses or other forms are the subject of a valid amendment concluded in accordance with Article
26.1, above.

27. AUDITS AND INVESTIGATIONS:

27.1 Each invoice paid by UNDP shall be subject to a post-payment audit by auditors, whether internal or external, of UNDP or by
other authorized and qualified agents of UNDP at any time during the term of the Contract and for a period of three (3) years following the
expiration or prior termination of the Contract.

27.2 UNDP may conduct investigations relating to any aspect of the Contract or the award thereof, the obligations performed under the Contract,
and the operations of the Contractor generally relating to performance of the Contract at any time during the term of the Contract and for a period
of three (3) years following the expiration or prior termination of the Contract.

27.3 The Contractor shall provide its full and timely cooperation with any such inspections, post- payment audits or investigations. Such
cooperation shall include, but shall not be limited to, the Contractor's obligation to make available its personnel and any relevant
documentation for such purposes at reasonable times and on reasonable conditions and to grant to UNDP access to the Contractor's
premises at reasonable times and on reasonable conditions in connection with such access to the Contractor’s personnel and relevant
documentation. The Contractor shall require its agents, including, but not limited to, the Contractor's attorneys, accountants or other
advisers, to
reasonably cooperate with any inspections, post-payment audits or investigations carried out by UNDP hereunder.

27.4 UNDP shall be entitled to a refund from the Contractor for any amounts shown by such audits or investigations to have been paid by UNDP
other than in accordance with the terms and conditions of the Contract. The Contractor also agrees that, where applicable, donors to UNDP
whose funding is the source of, in whole or in part, the funding for the procurement of Goods and/or Services which are the subject of this
Contract, shall have direct recourse to the Contractor for the recovery of any funds determined by UNDP to have been used in violation of or
inconsistent with this Contract.

28. LIMITATION ON ACTIONS:

28.1 Except with respect to any indemnification obligations in Article 12, above, or as are otherwise set forth in the Contract, any arbitral
proceedings in accordance with Article 23.2, above, arising out of the Contract must be commenced within three years after the cause of action
has accrued.

28.2 The Parties further acknowledge and agree that, for these purposes, a cause of action shall accrue when the breach actually occurs,
or, in the case of latent defects, when the injured Party knew or should have known all of the essential elements of the cause of action, or in the
case of a breach of warranty, when tender of delivery is made, except that, if a warranty extends to future performance of the
goods or any process or system and the discovery of the breach consequently must await the time when such goods or other process or
system is ready to perform in accordance with the requirements of the Contract, the cause of action accrues when such time of
future performance actually begins.

29. ESSENTIAL TERMS: The Contractor acknowledges and agrees that each of the provisions in Articles 30 to 36 hereof constitutes an
essential term of the Contract and that any breach of any of these provisions shall entitle UNDP to terminate the Contract or any other contract
with UNDP immediately upon notice to the Contractor, without any liability for termination charges or any other liability of any kind. In addition,
nothing herein shall limit the right of UNDP to refer any alleged breach of the said essential terms to the relevant national authorities for
appropriate legal action.

30. SOURCE OF INSTRUCTIONS: The Contractor shall neither seek nor accept instructions from any authority external to UNDP in connection
with the performance of its obligations under the Contract. Should any authority external to UNDP seek to impose any instructions
concerning or restrictions on the Contractor’s performance under the Contract, the Contractor shall promptly notify UNDP and provide all
reasonable assistance required by UNDP. The Contractor shall not take any action in respect of the performance of its obligations under the
Contract that may adversely affect the interests of UNDP or the United Nations, and the Contractor shall perform its obligations under the
Contract with the fullest regard to the interests of UNDP.
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31. STANDARDS OF CONDUCT: The Contractor warrants that it has not and shall not offer any direct or indirect benefit arising from or
related to the performance of the Contract, or the award thereof, to any representative, official, employee or other agent of UNDP. The
Contractor shall comply with all laws, ordinances, rules and regulations bearing upon the performance of its obligations under the Contract. In
addition, in the performance of the Contract, the Contractor shall comply with the Standards of Conduct set forth in the Secretary
General’s Bulletin ST/SGB/2002/9 of 18 June 2002, entitled “Regulations Governing the Status, Basic Rights and Duties of Officials other than
Secretariat Officials, and Expert on Mission” and ST/SGB/2006/15 of 26 December 2006 on “Post-employment restrictions”, and shall also
comply with and be subject to the requirements of the following documents then in force at the time of signature of the Contract:

31.1 The UN Supplier Code of Conduct;

31.2 UNDP Policy on Fraud and other Corrupt Practices (“UNDP Anti-fraud Policy”);

31.3 UNDP Office of Audit and Investigations (OAl) Investigation Guidelines;

31.4 UNDP Social and Environmental Standards (SES), including the related Accountability Mechanism;

31.5 UNDP Vendor Sanctions Policy; and

31.6 All security directives issued by UNDP.

The Contractor acknowledges and agrees that it has read and is familiar with the requirements of the foregoing documents which
are available online at www.undp.org or at
http://www.undp.org/content/undp/en/home/operations/procurement/business;/. In making such

acknowledgement, the Contractor represents and warrants that it is in compliance with the requirements of the foregoing, and will remain in
compliance throughout the term of this Contract.

32. OBSERVANCE OF THE LAW: The Contractor shall comply with all laws, ordinances, rules, and regulations bearing upon the performance
of its obligations under the Contract. In addition, the Contractor shall maintain compliance with all obligations relating to its registration
as a qualified vendor of goods or services to UNDP, as such obligations are set forth in UNDP vendor registration procedures,

33. CHILD LABOR: The Contractor represents and warrants that neither it, its parent entities (if any), nor any of the Contractor’s subsidiary
or affiliated entities (if any) is engaged in any practice inconsistent with the rights set forth in the Convention on the Rights of the Child,
including Article 32 thereof, which, inter alla, requires that a child shall be protected from performing any work that is likely to be
hazardous or to interfere with the child’s education, or to be harmful to the child’s health or physical, mental, spiritual, moral, or social
development.

34. MINES: The Contractor represents and warrants that neither it, its parent entities (if any), nor any of the Contractor’s subsidiaries or affiliated
entities (if any) is engaged in the sale or manufacture of anti-personnel mines or components utilized in the manufacture of anti-personnel
mines.

35. SEXUAL EXPLOITATION:

35.1 |In the performance of the Contract, the Contractor shall comply with the Standards of Conduct set forth in the Secretary-
General's bulletin ST/SGB/2003/13 of 9 October 2003, concerning “Special measures for protection from sexual exploitation and
sexual abuse.” In particular, the Contractor shall not engage in any conduct that would constitute sexual exploitation
or sexual abuse, as defined in that bulletin.

35.2 The Contractor shall take all appropriate measures to prevent sexual exploitation or abuse of anyone by its employees or any other
persons engaged and controlled by the Contractor to perform any services under the Contract. For these purposes, sexual activity with
any person less thaneighteen years of age, regardless of any laws relating to consent, shall constitute the sexual exploitation and
abuse of such person. In addition, the Contractor shall refrain from, and shall take all reasonable and appropriate measures to prohibit its
employees or other persons engaged and controlled by it from exchanging any money, goods, services, or other things of value, for sexual
favors or activities, or from engaging any sexual activities that are exploitive or egrading to any person.

35.3 UNDP shall not apply the foregoing standard relating to age in any case in which the Contractor’s personnel or any
other person who may be engaged by the Contractor to perform any services under the Contract is married to the person less than the age of
eighteen years with whom sexual activity has occurred and in which such marriage is recognized as valid under the laws of the country of
citizenship of such Contractor’s personnel or such other person who may be engaged by the Contractor to perform any services under the
Contract.

36. ANTI-TERRORISM:  The Contractor agrees to undertake all reasonable efforts to ensure that none of the UNDP funds
received under the Contract is used to provide support to individuals or entities associated with terrorism  and
that recipients of any amounts provided by UNDP hereunder do not appear on the list maintained by the Security Council Committee
established  pursuant to Resolution 1267 (1999). The list can be accessed via

https://www.un.org/sc/suborg/en/sanctions/1267/aq_sanctions list. This provision must be included in all sub-contracts or sub-agreements

entered into under the Contract.
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