Empowered lives.
Resilient nations.

REQUEST FOR PROPOSAL (RFP)/ 3AMPOC HA NOAAYY NPEAJIOKEHMA (3N)

Conservation of globally important biodiversity and
associated land and forest resources of Western Tian Shan
mountain ecosystems to support sustainable livelihoods
(PID 00101450) /

CoxpaHeHue rnobanbHO 3HauMmMoro 6uopasHoobpasua M
CBA3A@HHbIX C HUM 3eMesibHblX M JIeCHbIX pPecypcos
3anagHoro TsaHb-llaHA 4Ana noAfep’ku  yYCTOMYMBBIX
cpeAacTs cywectBoBaHuA (Homep npoekta 00101450)
3-nouyTa: procurement.env.kg@undp.org

DATE: August 2, 2019/
JATA: 2 asrycta, 2019

Reference: RFP ENV 19/008 (re-tender): Development of
Information System “Specially Protected Natural Areas and
Monitoring of Biological Diversity”/

Ccbinka: RFP ENV  19/008 (nosTopHo): «Pa3paboTka
MHGOPMALMOHHOM cucTembl «Ocobo oxpaHAemble NPUPOLHbIE
TEPPUTOPUM U MOHUTOPUHT BUONOTMYECKOro pa3sHoobpasuna».

Dear Vendor /: YBaskaemblii1 MocTaBLLMK:

We kindly request you to submit your Proposal for development of Information System “Specially Protected
Natural Areas and Monitoring of Biological Diversity”/ lMpocum Bac npeactasutb cBoé MNpeanoskeHune Ha pa3paboTky
MHPOPMaLMOHHON cuctembl «Ocobo oxpaHsaemble NPUPOAHbIE TEPPUTOPUU U MOHUTOPUHT BMONOrMYECKOro

pa3Hoobpasuna».

Submission mode #1 - mail/courier:/ Cnoco6 nogaum Nel — noutoii/Kypbepom:

Your offer in one outer envelope with tender reference “RFP ENV 19/008 (re-tender): Development of
Information System” comprising of technical proposal and financial proposal, in separate sealed envelopes with
marking as “TECHNICAL PROPOSAL” and “FINANCIAL PROPOSAL” should reach on or before 16 August 2019, 13.30
pm (local time) by courier mail to the address below / Bawe npeasioxeHne O0MKHO COCTOATb U3 TEXHUYECKOW U
dMHaAHCOBOM 4YacTel, 3ameyaTaHHbIX B OTAE/bHbIX KOHBepTax Cc obosHavyeHMem «TEXHUYECKAA YACTb» wu
«ONHAHCOBASA YACTb», nomelLéHHbIX B OAWH BHELLIHUIA KOHBEPT C yKasaHvem RFP ENV 19/008 (nosTopHO):
«Pa3paboTka uHPOopMaLMOHHOI cucTemMbl”, KOTOPbIN A0/1XKeH 6bITb HanpasieH He no3aHee 16 aerycta 2019 roga,
13.30 yacoB(No MecTHOMy BpeMeHM) MOYTOBbIM KYPbePOM MO YKa3aHHOMY HUMKe afpecy:

United Nations Development Programme / Mporpamma Pa3sutusa OOH
160, Chuy Avenue, Bishkek / r. Buwkek, np. Yyi 160
720040, Kyrgyz Republic / 720040, Kbiproizckas Pecnybanka
Receipt of bids will be made only during working hours from 09.00 — 17.00 PM /
NPUEM AOKYMEHTOB — TO/IbKO B Te4eHMM paboumnx yacos ¢ 9.00 — 17.00

Submission mode #2 — email:/ Cnoco6 nogaun Ne2 — 3neKTPOHHOW MOYTO:

Your offer with tender reference “RFP ENV 19/008 (re-tender): Development of Information System”
comprising of technical proposal and financial proposal, in separate emails with marking as “TECHNICAL PROPOSAL”
and “FINANCIAL PROPOSAL” should reach on or before 16 August 2019, 13.30 pm (local time) via mail to the address
below / Balue npeanoskeHune A0NKHO COCTOATb U3 TEXHUYECKOMN U GUHAHCOBOM YacTen, OTNPaBAEHHbIX OTAENbHbIMM
3/IEKTPOHHbIMK NUCbMammn ¢ ob6o3HadeHnem « TEXHUYECKAA YACTb» n « DUHAHCOBASA YACTb», ¢ ykasaHnem RFP
ENV 19/008 (nosTopHO): «Pa3paboTka MHPOPMALMUOHHON CUCTEMBI”, KOTOPbIE A0/KHbI BbiTh HanpasAeHbl He
nosaHee 16 aerycra 2019 roga, 13.30 yacos (N0 MeCTHOMY BpeMeHM) Mo YKa3aHHOMY HUXKe afpecy:

email/anekTpoHHas nouta: tender.kgz@undp.org

Please be guided by the form attached hereto as Annex 2 and Annex 3, in preparing your Proposal/ Mpu noarotoske
MpeanoxeHna NCNonb3ymnte, noxanyicra, popmy Mpunoxkenns 2 n NMpunoxeHua 3.



Your Proposal must be valid for a minimum period of 120 days/ Bawe [lpeasioxeHne [OMKHO 6biTb
OENCTBUTENIbHBIM B TEYEHNE MUHMMANbHOTO Nneproga 120 gHeid.

In the course of preparing your Proposal, it shall remain your responsibility to ensure that it reaches the address
above on or before the deadline. Proposals that are received by UNDP after the deadline indicated above, for
whatever reason, shall not be considered for evaluation. / Mpu noarotoBke npeanosKeHuin, Bbl Hecéte
OTBETCTBEHHOCTb 3a TO, YTOObI 3aABKA [OCTUIIA A pecaTa B yKasaHHble CPOKK. MNpeanoxkeHus, noayverHHole MPOOH
nocsie yKasaHHOTO Bbllle CPOKa Mo /1toboi npuumHe, He ByayT paccmaTpmMBaTbCA.

Services proposed shall be reviewed and evaluated based on completeness and compliance of the Proposal and
responsiveness with the requirements of the RFP and all other annexes providing details of UNDP requirements. /
Mpepnaraemble ycnyrn 6yayT pacCMOTPEHbl U OLLEeHEHbl Ha OCHOBE WX MOJIHOTbI M COOTBETCTBMA TpeboBaHMAM
3anpoca Ha [lpeanoxeHus, a TaKKe COOTBETCTBMA TpeboBaHMAM BCEX APYIUX MPUIONKEHUN, COLEPXKaLLMX
noapobHblie TpebosaHus MPOOH.

The Proposal that complies with all of the requirements meets all the evaluation criteria and offers the best value
for money shall be selected and awarded the contract. Any offer that does not meet the requirements shall be
rejected. / KoHTpakT 6yaeT npucyxaéH asTopam Toro lpeanoxeHus, Kotopoe Hanbosiee COOTBETCTBYET BCEM
TpeboBaHMAM 3anpoca, y40BAETBOPAET BCEM KPUTEPUAM OLLEHKM U Nped/iaraeT Haubonee BbIroAHOE COOTHOLLEHME
LeHbl ¥ KadvectBa ycayr. Jlioboe [NpennoxkeHue, KOTOpoe He OTBeYaeT W3/10XKeHHbIM TpebosaHuam, Oyner
OTK/OHEHO.

Any discrepancy between the unit price and the total price shall be re-computed by UNDP, and the unit price shall
prevail, and the total price shall be corrected. If the Service Provider does not accept the final price based on UNDP’s
re-computation and correction of errors, its Proposal will be rejected. / /llo6oe pacxoxaeHne mesKay LEeHOW 3a
eaVNHULY M COBOKYMHOM LieHoM byaeT nepecyntaHo co cTopoHbl MPOOH, npu aTom NpUOPUTETHOM ABAAETCA LieHa 3a
eaMHULY, Ha OCHOBaHWWM KOTOPOW OyAeT ucnpasBiaeHa COBOKYMHasA LeHa. Ecan noctaBWMK ycayr He COraceH ¢
OKOHYATENbHOM CTOMMOCTbIO, MOYYEHHOM B pe3y/ibTaTe nepepacyéra U ucnpasaeHnin apudmeTnyeckmx olwmboK co
cTopoHbl MPOOH, To ero MNpeanoxkeHne 6yaeT OTKIOHEHO.

No price variation due to escalation, inflation, fluctuation in exchange rates, or any other market factors shall be
accepted by UNDP after it has received the Proposal. At the time of Award of Contract or Purchase Order, UNDP
reserves the right to vary (increase or decrease) the quantity of services and/or goods, by up to a maximum twenty-
five per cent (25%) of the total offer, without any change in the unit price or other terms and conditions. / Mocne
nonydyeHunsa MPOOH MpeanoxeHusa, He MPUHUMAIOTCS HUKAKME M3MEHEHMA COBOKYMHOW LEeHbl, BO3MOMHble B
pesynbTaTe pocTa LeH, UHPAALMK, KonebaHUI BaNOTHBIX KYPCOB, UK NOBbIX APYrMX PbIHOYHbLIX dakTopoB. Ha
MOMEHT NOAMNMCAaHMA KOHTPaKTa UM 3aKasa Ha 3akynky, MPOOH ocTaBaseT 3a coboi NpaBo U3MeHATL (yBENMYMBATD
WMAW yMeHblaTb) 06bem yCcAyr uaM TOBapoB A0 MaKCMMyM ABaAuaTM NATM nNpoueHToB (25%) oT obuero
npeanoxeHus, 6e3 Kaknx-1M6o U3MeHEHUIM LeHbl 33 eANHULLY UK APYTUX YCIOBUI U MONTOXKEHWA.

Any Contract or Purchase Order that will be issued as a result of this RFP shall be subject to the General Terms and
Conditions attached hereto. The mere act of submission of a Proposal implies that the Service Provider accepts
without question the General Terms and Conditions of UNDP, herein attached as Annex 6. / Ha 1106011 KOHTPaKT nau
3aKa3 Ha 3aKyrMKy, BblAaHHbIV N0 JaHHOMY 3anpocy Ha NoZayvy NpPeasioXKeHUi, pacnpocTpaHaeTca gencrene O6wmx
YCNOBUI M NONOXKEHUM KOHTPAKTA, MpuAaraemMblx K HacTtosawemy AOKymeHTy. Cam dakT nogaum MpepnoxkeHus
npeanosiaraeT, 4YTO MOCTaBWMK Yycayr 6e3ycfioBHO npuHUMaeT O6wue ycnosus u  nonoxeHusa [MPOOH,
copeprKawmeca B [punoxxeHmn 6.

Please be advised that UNDP is not bound to accept any Proposal, nor award a contract or Purchase Order, nor be
responsible for any costs associated with a Service Providers preparation and submission of a Proposal, regardless
of the outcome or the manner of conducting the selection process. / O6paTuTe, NoXanyicra, BHUMaHWe Ha To, YTo
HEe3aBMCMMO OT pe3y/bTaToB MKW MopaAKa npoBeaeHus npouecca otbopa, NMPOOH He HecéT 0653aTenbCTB MO
npuHATUIO Ntoboro MNpeanoKeHuns, Bblgaye KOHTPAKTa MAKM 3aKas3a Ha 3aKyrKy, a TaKKe He HeC&T OTBETCTBEHHOCTU
3a Ntobble pacxosbl, CBA3AHHbIE C MOATOTOBKON U NpeacTaBaeHmem MNpeanoKeHns nocTaBLLMKaMm YCAyT.

UNDP’s vendor protest procedure is intended to afford an opportunity to appeal for persons or firms not awarded
a Purchase Order or Contract in a competitive procurement process. In the event that you believe you have not
been fairly treated, you can find detailed information about vendor protest procedures in the following link:
http://www.undp.org/procurement/protest.shtml. / MNpoueaypa onpotectoBaHua Ana nocTaslimkos MPOOH
npegHasHavyeHa Ans NpefoCcTaBleHUs BOSMOXKHOCTU 06KanoBaHMA pe3y/bTaToOB KOHKYpPCa Anuam uam dupmam,



http://www.undp.org/procurement/protest.shtml
http://www.undp.org/procurement/protest.shtml

KOTOpble He NONYYNAN KOHTPAKT UM 3aKa3 Ha 3aKYMNKy B NpoLecce NnpoBeAeHMA TeHAepa Ha NpeaocTaBieHune yeayr.
B cnyyae, ecnv Bbl cumTaeTte, 4To ¢ Bamu noctynuam Hecnpasenanso, Bbl moxKeTe HaWTU NogpobHyo MHbopmaLmio
0 npoueaypax onpoTecToBaHua Ha canTe: http://www.undp.org/procurement/protest.shtml.

UNDP encourages every prospective Service Provider to prevent and avoid conflicts of interest, by disclosing to
UNDP if you, or any of your affiliates or personnel, were involved in the preparation of the requirements, design,
cost estimates, and other information used in this RFP. / TPOOH npu3biBaeT KaA0ro NoTeHLUnanbHOro NocTaslimKa
YCAYr K NpefoTBPaALLEHNIO BO3MOXKHOIO KOHGAUKTa MHTepecoB, NyTém npepoctasneHns NMPOOH nHdopmauumn o
TOM, 661711 11 Bbl, Nt0601 13 Balwmx napTHEPOB WAWM COTPYAHMKOB MPUYACTHbI K NOAroTOBKE TpeboBaHM AaHHOTO
3anpoca, ero NpoeKTa, CMeTbl PacXo40B U APYroi MHPopmaumm, cogeprKallenca B 3anpoce Ha MNpegnoxKeHue.

UNDP implements a zero tolerance on fraud and other proscribed practices, and is committed to preventing,
identifying and addressing all such acts and practices against UNDP, as well as third parties involved in UNDP
activities. UNDP expects its Service Providers to adhere to the UN Supplier Code of Conduct found in this link:
http://www.un.org/depts/ptd/pdf/conduct _english.pdf / MPOOH npuaepxunsaerTca MNOAUTUKM  abCONOTHOrO
HeNpMATMA  C/lyYaeB MOLUEHHMYECTBa WM APYrMx 3anpelléHHbIX BUAOB AeATeNbHOCTUM U BblpakaeT CBOW
NPUBEPKEHHOCTb Aeny NpeaoTBpalleHusn, BbIABAEHMA W pacciefoBaHMA BCeX MOAOOHLIX aKTOB WM C/yyaeB B
oTHoweHuu NMPOOH, a TakXe TpeTbuX CTOPOH, yvacTeyowmx B geatenbHoctn NMPOOH. NMPOOH HapgeeTtca, yTto eé
MOCTaBLLMKM ByayT npuaepkmnsaTbca Kogekca noseaeHuns noctasluimka OOH, nHpopmaLma o KOTOPOM AOCTYNHA Ha
cante: http://www.un.org/depts/ptd/pdf/conduct english.pdf

In responding to this RFP, UNDP requires all Proposers to conduct themselves in a professional, objective and
impartial manner, and they must at all times hold UNDP’s interest’s paramount. Proposers must strictly avoid
conflicts with other assignments or their own interests, and act without consideration for future work. All Proposers
found to have a conflict of interest shall be disqualified. Without limitation on the generality of the above, Proposers,
and any of their affiliates, shall be considered to have a conflict of interest with one or more parties in this solicitation
process, if they: / B otBeT Ha aaHHbii 3M, MPOOH TpebyeT, 4Tobbl BCe NOTEHLUMabHbIE YYaCTHUKK Benn ceba
npodeccmoHanbHO, 06BLEKTUBHO M BECNPUCTPACTHO, BCeraa CTaBA BO rasy yrna uHTepecbl MPOOH. YyacTHUKK
JO/KHbI B KECTKOM nopsaake wu3beratb KOHOAMKTOB C APYrMMM 33JaHUAMWU WAM CBOMMM COBCTBEHHbLIMM
MHTepecamu 1 paboTaTb, He paccymTbiBaa Ha byayLMe KOHTPaKTbl. ECM y ydacTHUKA ByaeT obHapyKeH KOHOAMKT
MHTEpecoB, To OH byaeT AnckBannduumMpoBaH. He orpaHnunBan o6t xapaKTep BblleCcKa3aHHOro, CYUTAETCA, YTO
YYACTHUK 1 Ntobble addUAMPOBAHHbIE NLLA UMEKOT KOHDIMKT MHTEPECOB C OLHOW UM HECKONbKMMU CTOPOHAMM B
AaHHOM npoLecce, eCN OHMU:

1. Are or have been associated in the past, with a firm or any of its affiliates which have been engaged UNDP
to provide services for the preparation of the design, specifications, Terms of Reference, cost
analysis/estimation, and other documents to be used for the procurement of the goods and services in this
selection process; / B npowaom mau HacTtoswem cBAzaHbl ¢ GUPMON Uan obbimu addUMPOBaHHbIMMU
NMLAMK, KOTOpble y4vacTBoBanu B npegoctasneHun ycayr NMPOOH B obnactv paspaboTkm ausaiiHa,
cneunduKaumnii, TEXHUYECKOro 3aJaHuA, aHann3a WU3LEeprKeK, COCTaBNEHWUS CMETHOM AOKYMEHTauuu wu
NPOYMX LOKYMEHTOB, HEOHXOAMMbIX A1 UCMONb30BaHUA NPUY 3aKyMNKe TOBAPOB U YC/IYT B paMKax AaHHOTO
oTbopoyHOro npotecca;

2. Were involved in the preparation and/or design of the programme/project related to the services
requested under this RFP; or / YyacTBoBanu B NoArotosKke U/wau AmsaiiHe nporpammbl UAW NPOEKTa B
OTHOLLEHWUN YCAYT, 3anpallnBaeMblx B paMkax Hactoawero 3[1; nau

3. Are found to be in conflict for any other reason, as may be established by, or at the discretion of, UNDP. /
Ecnn o0bHapyKeHO, YTO OHW HaXOAATCA B APYroi CUTyaLMu KOHPAMKTA MHTEPeCoB, KaK 3TO MOra1o bbiTb
yctaHosneHo NMPOOH naun coyTeHo No eé yCMOTPEHMIO.

In the event of any uncertainty in the interpretation of what is potentially a conflict of interest, proposers must
disclose the condition to UNDP and seek UNDP’s confirmation on whether or not such conflict exists. / B caydae
ntoboi HeonpeAen&HHOCTM B OTHOLIEHUW WHTepnpeTauMy MOTEeHLMANbHOTO KOHGAMKTA UHTEPECOB, YYaCTHUKM
AONIXKHbI coobwmTb 06 3ToM MPOOH ¥ NonyyYnTb NOATBEPKAEHME O CYLLECTBOBAHUM MU OTCYTCTBUM KOHIMKTA
WHTEpecoB.

Similarly, the Proposers must disclose in their proposal their knowledge of the following: / Mo Takomy e npuHumMny
YYACTHUKM 0653aHbl B CBOUX NPEASIOKEHUAX PACKPbITb CBOW 3HAHUA CNeayoLWero:

1. Thatthey are owners, part-owners, officers, directors, controlling shareholders, or they have key personnel

who are family of UNDP staff involved in the procurement functions and/or the Government of the country

or any Implementing Partner receiving services under this RFP; and / YT0 OHM - NO/IHblE UM YaCTUYHbIE
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BA1afAe/1blibl, AOMKHOCTHbIE ML, ANPEKTOPA MAM NPeaCcTaBUTENN UX K/HOYEBOro NnepcoHasa HaxoaATcs B
POACTBEHHbIX OTHOLWEHUAX C COTPyAHWKamu TMPOOH, 3aHuMalowmxca GYHKUMAMM 3aKynKM  u/uam
MpaBuUTeNbCTBa CTPaHbI MW PeaNn3yIoLLero NapTHEPa, NOYYatoLWMX YCIYTU B pamMKax HacTosLwero 3MM; u
2. All other circumstances that could potentially lead to actual or perceived conflict of interest, collusion or

unfair competition practices. / Bce npoune ob6cToATeNbCTBA, KOTOPbIE NOTEHLMANBHO MOTYT MPUBECTU K
daKTMyeckomy MM noapasymeBaemomy KOHOANKTY MHTEPECOB, CTOBOPY WK CUTYaLLMM HecnpaBesMBoOM
KOHKYPEHL MU,

Failure of such disclosure may result in the rejection of the proposal or proposals affected by the non-disclosure. /

HecnocobHOCTb PacKpbITb TaKy MHOOPMALMIO MOKET MPUBECTU K OTKJIOHEHWIO NPEAIONKEHNA UV NPEASIONKEHUN,

Ha KOTopble NOBAUAN GaKT TaKOro yTauBaHusa MHbopmauum.

Proposals submitted by two (2) or more Proposers shall all be rejected if they are found to have any of the following:
/ MNpepnoxeHuns, npegocrassieHHble AByma (2) unu bonee 3asasutenamum, ByAyT OTKAOHEHbI MPU OBHAPYKEHUU
OZHOTO M3 HUMKEeNepeuyncaeHHbIX AaCNEKTOB:

1. they have at least one controlling partner, director or shareholder in common; or / OHu umeloT Kak
MMHUMYM OHOTO 0BLLETr0 KOHTPOMPYIOLLErO NApPTHEPA, AMPEKTOPA UM aKUMOHEP]; UAUK;

2. any one of them receive or have received any direct or indirect subsidy from the other/s; or / o601 13
HWX MONYYaeT UK NOAYYaN NPAMYIO UK HEMPSAMYIO CybCuanio oT Apyroro; Uau;

3. they have the same legal representative for purposes of this RFP; or / [aa ueneit Hactosuero 3M y HUX
OZMH W TOT XKe IoPUANYECKUI NPeacTaBUTe b; UK;

4. they have a relationship with each other, directly or through common third parties, that puts them in a
position to have access to information about, or influence on the Proposal of, another Proposer regarding
this RFP process; / Mexay HUMM Hanpamylo wau depes obLWMe TPETbM CTOPOHbI YCTaHOBJ/IEHDI
B3aMMOOTHOLLEHUSA, KOTOpble CTaBAT MX B CUTyaUMIO AOCTyNa K MHPOPMALUMU O MpPemsoKeHUn WUau
BO3MOXXHOCTM MNOBAMATH HA NPEAJ/IOKEHWE APYroro y4acTHMKa B OTHOLLEHMM JaHHOTo npouecca 3M;

5. they are subcontractors to each other’s Proposal, or a subcontractor to one Proposal also submits another
Proposal under its name as lead Proposer; or / OHM fABAsOTCA cybnogpagYMKamu Apyr Apyra uam
cybnoapAaaYMK No 04HOMY NPEAIOKEHMIO TaKKe NOAAET OTAENbHOE NPESNOKEHNE NOL CBOUM UMEHEM B
KayecTBe BeAyLLero 3anaBuTeNs; Uan

6. an expert proposed to be in the team of one Proposer participates in more than one Proposal received for
this RFP process. This condition does not apply to subcontractors being included in more than one Proposal.
/ DKcnepT, Nnpeanaraemblil B COCTaBe KOMaH/bl O4HOrO0 y4aCcTHUKA KOHKYpCa, yyacTeyeT B 60/1ee Yem o4HOM
npesoXKeHnn, NoNYYeHHOro B pamKax Hactoswero npouecca 3M. [JaHHoe ycnoBvMe He NMPUMEHUMMO B
OTHOLLEHUN CybNoAPAAYMKOB, BKIOUYEHHbIX B BONee YeM 04HO NpeasoxKeHue.

If the Proposer is a group of legal entities that will form or have formed a joint venture, consortium or association
at the time of the submission of the Proposal, they shall confirm in their Proposal that : (i) they have designated one
party to act as a lead entity, duly vested with authority to legally bind the members of the joint venture jointly and
severally, and this shall be duly evidenced by a duly notarized Agreement among the legal entities, which shall be
submitted along with the Proposal; and (ii) if they are awarded the contract, the contract shall be entered into,
by and between UNDP and the designated lead entity, who shall be acting for and on behalf of all the member
entities comprising the joint venture. / Ecam yyacTHUK npeacTtasnseT coboit rpynny opuandeckmx nL, KoTopble Ha
MOMEHT NPeAoCTaB/feHnn npeanoxeHma chopmupytoT uanm  chopmmnpoBann COBMECTHOE Mpeanpuatue,
KOHCOPLMYM WAM accoumaLumio, TO OHM B CBOEM NPeaNONKEeHUW OO/KHbl NOATBEPAUTL caeaytouiee: (i) oHwu
Ha3HauMAM OJHY M3 CTOPOH B KayecTBe Beayllero HPUAMYECKOrO AuULa, COOTBETCTBYHOLWMM 0b6pasom
YNONHOMOYEHHOrO pUANYEecKN 0643bIBaTh Y1EHOB COBMECTHOIO NPeanpUATUA BMECTe UAKN MO OTAENbHOCTU, U 3TOT
bakT oduuManbHO NOATBEPXKAEH HOTApMaANbHO 3aBepeHHbIM CornaleHnem cpeau PUANYECKUX UL, KoTopoe
AOJIXKHO 6bITb MPeaoCTaBAEHO BMECTe € NpeanoKeHnem; 1 (ii) ecnm um npucy:KaéH KOHTPAKT, TO OH 3aK/to4aeTcs
mexay MPOOH 1 ynoNHOMOYEHHbIM FOPUANYECKUM NINLOM, LEMCTBYIOLLMM OT IMLLA BCEX HOPUANYECKUX INLL-Y/TIEHOB
COBMECTHOrO NpeAnpusaTUs.

After the Proposal has been submitted to UNDP, the lead entity identified to represent the joint venture shall not
be altered without the prior written consent of UNDP. Furthermore, neither the lead entity nor the member entities
of the joint venture can: / Nocne npeaocTtasnexHnsa NMPOOH npeanoxeHua opuamyeckoe MLo, KoTopoe 6bi1o
YNO/IHOMOYEHO NpPeacTaBAATb COBMECTHOE MNpeanpuatue, He MmeHseTca 6e3 nonyvyeHuAa npenBapuUTenbHOro
nucbmeHHoro cornacua MPOOH. bonee Toro, HY BeayLee OPUANYECKOE INLLO, HU APYTOE OPUANYECKOE INLLO-Y/IEH
COBMECTHOTO NPeAnpuUATUA HE MOTYT:

a) Submit another proposal, either in its own capacity; nor / ocTaBnaTb Apyroe npeanoxeHue ot



cBoero cobcTBeHHoOro nua; Anbo

b) As a lead entity or a member entity for another joint venture submitting another Proposal. /
BbicTynaTb B KayecTBe BeAyLLero OPUAMYECKOro /vuUa WAM YNeHa [JpYyroro noAatoLLero
npeanoXKeHne COBMECTHOTO NPeanpUATUA.

The description of the organization of the joint venture/consortium/association must clearly define the expected
role of each of the entity in the joint venture in delivering the requirements of the RFP, both in the Proposal and the
Joint Venture Agreement. All entities that comprise the joint venture shall be subject to the eligibility and
qualification assessment by UNDP. / OnucaHue opraHusaumm COBMECTHOTIO
npeanpuaTia/KoHcopuMyma/accoumanmm Kak B CaMoM MNpeasioxeHnu, Tak u B CornaweHum o COBMECTHOM
nNpeanpuATUM LOKHO YETKO OMNPefeNaTb OXMUAAEMYIO POJib KaKAOW M3 CTOPOH COBMECTHOIO MpeanpuAtus B
yaoBsneTsopeHun TpebosaHuii 3. Bce topuanyeckme nnua, GopMmmpytoLLne COBMECTHOE NpeanpuaThe, AONXKHbI
6bITb NPEAMETOM OLEHKM NPAaBOMOYHOCTM U KBaIMPUKALMOHHOM OLEHKM CO CTOPOHbI MPOOH.

Where a joint venture is presenting its track record and experience in a similar undertaking as those required in the
RFP, it should present such information in the following manner: / Ecin coBmecTHoe npeanpusatie npeacrasnser
MOC/Y}KHOM CMINUCOK U ONbIT AeATeNbHOCTU cornacHo TpebosaHuam 3, To nHbopmauma fonxHa bbiTe NpeacTaBaeHa
cnegyowmm obpasom:

a) Those that were undertaken together by the joint venture; and / Pa6oTa, BbinosiHeHHanA B KayecTse
COBMECTHOTO NPeAnpuUATUA; U

b) Those that were undertaken by the individual entities of the joint venture expected to be involved
in the performance of the services defined in the RFP. / PaboTa, BbiNo/IHEHHAA OTAENbHbIMM
IOPUONYECKMMW  NINLAMW  COBMECTHOTO MNpeanpuaTAa, KoTopble 6yayT ydyacTBOoBaTb B
npeaocTaBieHnm ycnyr, o6o3HauveHHbIx B 3[1.

Previous contracts completed by individual experts working privately but who are permanently or were temporarily
associated with any of the member firms cannot be claimed as the experience of the joint venture or those of its
members but should only be claimed by the individual experts themselves in their presentation of their individual
credentials. / MpeablAyLyme KOHTPAKTbI, OCYLLECTBAEHHbIE OTAE/IbHBIMM SKCMEPTamMM, KOTopble paboTasv B 4aCTHOM
nopsagKe, HoO KOTOpble NMOCTOSHHO W/IM BPEMEHHO CBA3aHbI C N1060I U3 KOMMNaHWIA — YIEHOB, He ABNSAIOTCA YaCcTbio
onbiTa COBMECTHOrO NPeanpuATUS UKW ero YNeHOB, HO ABAAKOTCA NMYHbIM OMbITOM CaMWX SKCNEPTOB, KOTAa OHU
NpeacTaBAAOT CBOM OTAE/bHble KBaMdUKaLUM.

If a joint venture’s Proposal is determined by UNDP as the most responsive Proposal that offers the best value for
money, UNDP shall award the contract to the joint venture, in the name of its designated lead entity. The lead entity
shall sign the contract for and on behalf of all other member entities. / Ecan npeasioxeHne COBMECTHOTO
npeanpuatma 6o onpegeneHo NMPOOH Kak Hanbonee noaxosliee npeanoxKeHve, Npeanaratoliee Hauayduee
KayecTBO Mo Haunydywel ueHe, 7o MPOOH npucykgaeT KOHTPAKT COBMECTHOMY MNPeanpuATUIO Ha UMS
YNO/IHOMOYEHHOIO BeAYLLErO IOPUAMYECKOro NLA. Beayuee opuanyeckoe ML NOANMUCbIBAET KOHTPAKT OT /iMua
BCEX A PYrMX Y1€HOB COBMECTHOTO NpeanpuaTUS.

Thank you and we look forward to receiving your Proposal. / Bnarogapto Bac 1 >kaém Balimx npeajoskeHni.

Sinceraly yours,
Saltanat Dospaeva, Officer in Charge /

CIO) cpmemnen

Cantanar Jocnaess, YoimetroseHs i MpeLcTasuTens


victor.gorovikov
Stamp


Description of Requirements / OnucaHue Tpe6oBaHMit

Context of the Requirement/
KoHTeKkcT TpeboBaHusA

Conservation of globally important biodiversity and associated land and forest resources of
Western Tian Shan mountain ecosystems to support sustainable livelihoods (PID 00101450)/
CoxpaHeHue rnobanbHO 3HAYMMOro 6MopPa3HO0BPA3NA U CBA3AHHbIX C HUM 3eMENbHbIX U NECHbIX
pecypcoB 3anagHoro TaHb-LUaHA 4na noaaepsKkM yCTOMYMBbIX CPeACTB cylecTBoBaHuA (Homep
npoekta 00101450)

Brief Description of the Required
Services!/KpaTkoe onucaHune
Tpebyemblix ycayr

Development of Information System “Specially Protected Natural Areas and Monitoring of
Biological Diversity”/ PaspaboTka nHdopmaLmoHHOi cuctembl «Ocob60 oxpaHAaemble NPUPOAHbIEe
TEPPUTOPUM U MOHUTOPUHT BUONOTMYECKOTO pa3Hoobpasns”

List and Description of Expected
Outputs to be Delivered /MepeueHb
Z onucaHue O¥KUAAEMbIX
pesy/ibTaToB

Please refer to the Terms of Reference (Annex 1)/ Moskanyitcta obpatnTecb K TEXHUYECKOMY
3agaHuto (MpunoskeHue 1)

Progress Reporting Requirements /
TpeboBaHMA OTYETHOCTM O XOAe
pabot

Please refer to the Terms of Reference (Annex 1) / Moxanyicta obpaTUTECh K TEXHUYECKOMY
3agaHuio (MpunoskeHue 1)

Location of work/
MecTo BbInoaHeHUs paboT

Kyrgyz Republic / Kbiprbiackas Pecny6avka

State Agency for Environment Protection and Forestry under the Government of the Kyrgyz
Republic (hereinafter referred to as the “SAEPF”) / FocymapCTBeHHOE areHTCTBO MO OXpaHe
OKpY*KaloLLei cpeapl U IeCHOTO X03aicTBa Npu MNpasutensbctee Kolprbisckoit Pecnybavku (ganee
FAOOCWJIX)

Expected duration of work
/NnaHnpyemasn ganTenbHOCTb
pabot

Within 10 months from the date of signing the contract (and lyear of technical support) / 8
TeyeHune 10 mecALEeB C MOMEHTa NOANMCAHMUA KOHTPaAKTa (+1 ros TEXHUYECKOTO CONPOBONXKAEHMA)

Target start date / MnaHnpyemas
AaTa Hayana

September - October 2019 / ceHTA6pb-0KTAGPL 2019 T.

Latest completion date / KpaiiHuii
CPOK 3aBepLieHus

June-July 2020 / nioHb-ntonb 2020 T.

Implementation Schedule
indicating breakdown and timing
of activities/sub-activities / Fpaduk
BbIMNO/IHEHUSA C Pa3bUBKON U
yKa3aHMeM CPOKOB BCEX BUA0B
pabot

Required / TpebyeTtca

Currency of Proposal / BantoTa
npeanoXKeHnn

XlUnited States Dollars (USS) / nonnapbl CLUA

Value Added Tax on Price Proposal/
HAC no dunHaHcoBOMY
NpeasioXeHno

For local contractors: Prices should be indicated in line with a letter of Ministry of Economy of
the Kyrgyz Republic Ne14-2/1119 dd. 28.01.2019 with regard to international organizations
enjoying preferential taxation in 2019 in the Kyrgyz Republic. / LleHbl 40oMKHbI 6bITb YKa3aHbl
cornacHo nucbMa MuHKUCTEPCTBA 3KOHOMMKM Kbiprbisckoi Pecnybivkmu Ne14-2/1119 ot
28.01.2019 B OTHOWEHUN MEXKAYHAPOAHbIX OPraHU3aLni, MoJb3yHLWMXCA NPaBOM JIbFOTHOIO
HanoroobnoxeHua Ha 2019 roa B Kbiprbi3ckoi Pecnybauke.

Offers with prices provided not in line with the Ministry of Economy’s letter as indicated above
are subject to rejection for further evaluation / MpeanoxeHua, B KOTOPbIX LLEHbl NPeA0CcTaB/eHbl
He B COOTBETCTBUM C BblLLEYyKa3aHHbIM MMCbMOM MUHUCTEPCTBA SKOHOMUKM He ByayT AONYLLEHbI
K mocneayloLiein oLeHKe.

Validity Period of Proposals
(Counting for the last day of
submission of quotes)/

Cpok AelncTema npeaioxexus (c
MoMeHma rocnedHe20 OHA

120 days / 120 aHeit

In exceptional circumstances, UNDP may request the Proposer to extend the validity of the
Proposal beyond what has been initially indicated in this RFP. The Proposal shall then confirm
the extension in writing, without any modification whatsoever on the Proposal. / B
UCKAOUYMTENbHBIX ciydaax MPOOH moxKeT NpocuTb KaHAMAaTa O NpoajieHuM CpPoKa AencTeua

L A detailed TOR may be attached if the information listed in this Annex is not sufficient to fully describe the nature of the work and other details
of the requirements. / Ecau ceedeHus, nepeyucseHHsie 8 Hacmosuwem [lpunoxeHuu, He A8a3tomcs AoCMamoYHeIMu O MOAHO20 ONUCAHUS
xapakmepa pabomel u Opyaux mpebosaHuli, Moxcem 6bimb npunoxeHo noopobHoe T3.




npedocmassieHUA PUHAHCOBbLIX
npesoXKeHni)

MpeanoxeHna, nepBoHavyaibHO yKa3zaHHOro B gaHHom 3M1. B TaKOM c/iyyae NpoaseHme CpoKa
MpeanoxKeHns NOATBEPKAAETCA B NUCbMeEHHOW dopme, 6€3 BHECEHUA KaKUX-TMHO U3MEHEHUN.

Pre-Bid conference /
MNpegsaputenbHasa BCcTpeya

Not applicable / He npumeHumo

Payment Terms/Ycnosus onnartbl

Please refer to the Terms of Reference (Annex 1). / Moxanyiicta obpatntecb K TEXHUYECKOMY
3agaHuio (Mpunoskenue 1).

Within thirty (30) days from the date of meeting the following conditions: UNDP’s written
acceptance (i.e., not mere receipt) of the quality of the outputs; and Receipt of invoice from the
Service Provider/B meuyeHue mpudyamu (30) OHell ¢ MOMEHMA 8bIMOAHEHUA CAe0yIWUX
ycaosuli: MucbmeHHbIl 0okymeHm o npuéme MNPOOH (m.e. He npocmo KeumaHyusa o6 onaame)
Kayecmea pe3ynbmamos; u lMosay4yeHue om [locmaswuKka ycaye cvema K onaame.

For local contractors in Kyrgyzstan UNDP shall effect payment in Kyrgyz Som based on the
prevailing UN operational rate of exchange on the month of payment. / [lna KoHTpaKTepos,
3aperncTpmMpoBaHHbIX B Kbiprbi3ckoi Pecnybmke, onnata 6yaeT NponsBoaUTbCA B KblPrbi3CKUX
comax no opuumanbHomy obmeHHoOMy Kypcy OOH, npumeHAEMbI B MOMEHT BbIMNIaThbI.

The prevailing UN operational rate of exchange is available for public from the following link:
http://treasury.un.org/operationalrates/OperationalRates.aspx/ ObunumnanbHblit 06MeEHHbI
Kypc OOH ny6aukyetca Ha: http://treasury.un.org/operationalrates/OperationalRates.aspx

Person to review/inspect/ approve
outputs/completed services and
authorize the disbursement of
payment //lnuo, oTBETCTBEHHOE 33
KOHTPO/Ib/NPOBEPKY/yTBEPKAEHME
pe3ynbTaToB M OKa3aHHbIX YCAYr, U
BblAayy paspelleHusa ob onsarte

UNDP Environment and DRM Team leader / Pykosoautenem Hanpasnenua MPOOH no
OkpyrKatowei cpege n YC

Type of Contract to be Signed/
Bua KoHTpaKTa, KoTopbil byaeT
noAanucaH

Contract for Goods and Services / KoHTpaKT Ha npeaocTasneHune Tosapos u Ycayr

Criteria for Contract Award/
Kputepum AN 3aKNYeHun
KOHTpaKTa

Highest Combined Score (based on the 70% technical offer and 30% price weight distribution);
/ HauBbicluas cOBOKyMHaa OUEHKa (Ha OCHOBe C/eAytlowero yaenbHOro pacnpeaeneHus
3HAYMMOCTU OLEHKK: TeXHUYecKoe npeasioxeHune (70%) n duHaHcosoe npeanoxexue (30%);
Full acceptance of the UNDP Contract General Terms and Conditions (GTC). Thisis a mandatory
criteria and cannot be deleted regardless of the nature of services required. Non-acceptance of
the GTC may be grounds for the rejection of the Proposal. / MonHoe npusHaHme O6uwmx ycioBumit
N NosoXKeHU KoHTpakToB MPOOH (OYMK). 310 aBnaeTca o0bA3aTesibHbIM KPUTEPUEM, KOTOPbIN
[OJ/IKEH NPUCYTCTBOBATb HE3aBUCMMO OT XapakTepa Tpebyembix ycayr. OTKas oT npuHatua OYNK
MOXET ObITb OCHOBAHWEM AN OTKAOHEHUs MpeanoKeHus.

Criteria for the Assessment of
Proposal/ Kputepuu OLLEHKM
MpeonoxkeHma

For JV/Consortium/Association, every Party separately should meet minimum eligibility criteria /

B cnyuae CIl/ KoHcopumyma/ accoumaLmm, Kaxapli yHaCTHUK B OTAE/bHOCTU AO/IXKEH OTBEYaTb

MWHUMaNbHbIM KPUTEPUAM NPABOMOYHOCTM YHaCTUA.

e Legal entity certificate from the relevant authority (enclose a copy) / CBuaetensctso o
perncTpalmm opuaANYecKoro 1ML OT COOTBETCTBYIOLLErO OpraHa (MPUAOKNUTL KOMUIO).

Technical Proposal (70%) / TexHuueckoe npeanoxenue (70%)

Expertise of the Firm (20%) / Oneim dupmbl (20%)

Methodology, Its Appropriateness to the Condition and Timeliness of the Implementation Plan
(30%) / MeTomonorus, eé cooTBeTcTBME YCA0BUAM U cpoKam MpadurKka BoinonHeHua (30%)
Management Structure and Qualification of Key Personnel (20%) / CTpyKTypa ynpasieHus u
KBanMpUKauma KatoyeBoro nepcoHana (20%).

For JV/Consortium/Association, all Parties cumulatively should meet technical requirements/ B
cnyydae Cr/ KoHcopuuyma/ accoumauum, BCce CTOPOHbI B COBOKYMHOCTM [AO/XHbl OTBEYaTb
TEXHUYECKUM TPpeboBaHUAM.



http://treasury.un.org/operationalrates/OperationalRates.aspx/
http://treasury.un.org/operationalrates/OperationalRates.aspx/
http://treasury.un.org/operationalrates/OperationalRates.aspx
http://treasury.un.org/operationalrates/OperationalRates.aspx

Financial Proposal (30%)/®uHaHcoBoe npeanoxeHue (30%)

To be computed as a ratio of the Proposal’s offer to the lowest price among the proposals received
by UNDP / PaccumTbiBaeTcs Kak OTHOLWEHWE LeHbl [peasioxXeHns K camon HU3KOM LeHe cpeau
BCEX NpeasoKeHUN, noayyeHHbIx MPOOH.

UNDP will award the contract to/
MPOOH 3aKAOYNT KOHTPAKT C:

One and only one Service Provider / OaHMM 1 TONbKO OAHMUM MMOCTaBLLMKOM yCayr

Conditions and Procedures for
electronic submission and opening
of documents /

YcnoBus 1 NopagoK 3N1eKTPOHHOM
NoAaun 1 BCKPbITUA AOKYMEHTOB

= Official Address for e-submission
nogaun: tender.kgz@undp.org

=  Free from virus and corrupted files/ CBo6oaHbIi OT BUPYCOB U NOBPEXKAEHHbIX paiinos

= Format/®opmar: PDF files only/ Tonbko PDF-daitnbi.

=  The quotation should be protected with separate password (please see instructions on/
MpeanorxKeHne AONKHO ObITb 3aWMLLEHO OTAENbHBIM NAPOAEM (CMOTPUTE UHCTPYKLUU
Mo CCbl/IKe

=  http://wwwimages.adobe.com/content/dam/Adobe/en/products/acrobat/pdfs/adobe-
acrobat-xi-protect-pdf-file-with-permissions-tutorial-ue.pdf)

=  Password must not be provided to UNDP until the date and time of Bid Opening as
indicated in Section “Instruction for Electronic Submission” below/ Maposb He 4oAKeH
6bITb NpeaocTtaBneH MPOOH fo BpeMeHu 1 AaTbl BCKpbITUA MNpeasorKeHuni, Kak ykasaHo
B pasgene «MHCTPYKUMA ANA SNEKTPOHHOIO NpeAcTaBieHuna" Huxe:

= Max. File Size per transmission: 10 MB/ Makc. Pasmep ¢alina 3a nepegaun: 10 M6;

= Max. No. of transmission: unlimited /Makc. Konnuectso nepeaay: HeorpaHNMYEHHO.

= Virus Scanning Software to be Used prior to transmission/ lMporpammHoe obecneyeHune
CKaHWMPOBAHWUA HA BUPYCbI AO/IKHO BbITb MCNOIb30BAHO A0 PACCHIIKM.

J/odunumnanbHbiii 3/IEKTPOHHOM

agpec Aans

Instruction for Electronic Submission/ MHCTpYKLMA A8 31€KTPOHHOW Nogaun:
=  Having prepared the Quotation in paper format the entire quotation should be scanned
into .pdf (Adobe Acrobat) format file and attached to one or more e-mail(s). /
MoarotoBuB npeanioxkeHne B bymaxkHom dopmaTte. TexHUYecKoe npeasoKeHue
[OMKHO BbITb OTCKaHMpoBaHo B ¢popmate .pdf (Adobe Acrobat) daiin popmarta un
NPUKPEneH K 04HOMY AU HECKONIbKMM 3/1EKTPOHHOM NMUCbMam).
|}
Please set-up a password to secure your tehnical and financial proposal, which the Offeror should
provide via e-mail on 16 August 2019, from 13:40 to 14:00 pm local time (GMT+6). Password for
financial part shall be provided only after official application from UNDP/ Moskanyiicra,
YyCTaHOBUTE NApPO/b A/1A 3aLLMTbI BALLIEro TEXHUYECKOro 1 GUHAHCOBIo NPeAsIoKeHUA, NaPoIb Ha
TEXHMYECKYHO YacTb NOCTABLLMK AO/IXKEH NpeaoCcTaBUTb MO 3N1eKTPOHHOW noyte 16 asrycta 2019
roga c 13.40 go 14.00 yacos no mectHomy BpemeHu (GMT+6). Maponb Ha GMHAHCOBYIO YacTb
[O/IKEH byaeT npeAocTaB/ieH TObKO Nocie oduLanbHOro 3anpoca co ctopoHbl MPOOH.

Conditions and Procedures for
courier submission / Ychosua u
npoueaypbl HapPyYHOro
npeAcTaB/ieHna AOKYMEHTOB

The quotations in a sealed envelope with marking “RFP ENV 19/008 (re-tender): Development of
Information System” may be submitted to the address below: / MNpeanoxeHus B 3aneyataHHOM
KoHBepTe c nomeTkoi “RFP ENV 19/008 (nosTopHO): «Pa3paboTka MHGOPMaLMOHHON CUCTEMbI»
MOryT 6bITb NPeACTaBAEHbI MO YKAa3aHHOMY HUXKe agpecy:

United Nations Development Programme / Mporpamma Pa3sutua OOH
160, Chuy Avenue, Bishkek / r. Buwkek, np. Yy 160
720040, Kyrgyz Republic / 720040, Kbiprbiackaa Pecnybauka

Receipt of bids will be made only during working hours from 09.00 — 17.00PM /
npuem AOKYMEHTOB — TOJIbKO B TedeHue paboumx yacos ¢ 9.00 — 17.00
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Required Documents that must be
Submitted to Establish
Qualification of Proposers /
[OKymeHTbl, KOTOpbIE A0/KHbI
6bITb NOAaHbI ANA
noaTeep:KAeHUA KBanudpuKkaumum
MpeteHaeHTOB

Duly Accomplished Form as provided in Annex 2 and 3 and also all supporting documents
requested in Annex 2 and 3, and in accordance with the list of requirements in Annex 1; /
JonkHbiM 06pasom 3anosiHeHHble ¢opmbl MpunoxkeHnin 2 1 3, a TaK¥Ke CONyTCTBYHOLLME
OOKYMEHTbI, Tpebyemble B MpuaoKeHusax 2 n 3, B COOTBETCTBMU C MnepeyHem TpeboBaHUI B
MpunoxkeHnu 1;

Offeror’s Information Form (Annex 4) / Unbopmauma 06 YuactHuke Topros (Mpunoxkeruve 4);
Joint Venture/Consortium/Association Information Form if applicable (Annex 5) / ®opma
OaHHbIX O COBMECTHOM  npeanpuatTUM/KoHcopuuyme/accoumaumm  ecam  NPUMEHUMO
(MpunorkeHwue 5);

Legal entity certificate from the relevant authority (enclose a copy) / Ceuaetenscrso o
perncTpaumm lopuanYecKkoro nLa oT COOTBETCTBYIOLWLEro opraHa (MpUaoKMTb KOnuio);

Minimum 2 contracts in the development of software products and databases over the past 5
years (attach a description of the latest contracts with the contact details of the customer) / OnbiT
paboTbl B UCMOSHEHUN MUHUMYM 2 KOHTPAKTOB B cdepe pa3paboTKM NPOrpammMHbIX NPOAYKTOB U
6a3 gaHHbIX 32 nocnegHue 5 neT (MPUNoKUTL ONMCaHME NOCAEAHMX KOHTPAKTOB C KOHTAKTHbIMM
AaHHbIMW 3aKasunKa);

Experience in conducting minimum 2 trainings on ICT / OnbIT B npoBeAeHUM MUHUMYM 2
TpeHuHros no UKT.

Experience in completion of mimimum 1 project on integration of GIS technology into
information systems. Corresponding brief description and links to the developed existing WEB-
resources should be attached to the design proposal. / OnbIT B McnoneHeHUU MUHUMYM 1 npoeKTa
no uHTerpaumm texHonornn TMC B MHPOpMaLMOHHbIe cucTembl. COOTBETCTBYHOLLEE KpaTKoe
OMNMCaHUE U CCbIIKU Ha pa3paboTaHHbie aelicTeytowme WEB-pecypcbl AOMKHbI ObITb MPUIOMKEHDI
K MPOEKTHOW 3asBKe.

Methodology and Timeliness; / MeTogonorus n BpeMeHHble PpaMKu;

Curriculum vitae of specialists who will be involved in completing the services (minimum: 1
Head of the Development Team, 1 Leading Developer of Information Systems, 1 DBMS Expert) /
Pestome KBanMPUUMPOBAHHOTO nepcoHana (Kak MWHMMYyM 1 PykoBoAuMTeNb KOMaHAbI
pa3paboTku, 1 Begywmii paspaboTtumk nHGopmaLmMoHHbIX cuctem, 1 Cneumannct no CYB/).
Other relevant documents, as requested in the Terms of Reference. / pyrue Heobxoanmbie
[OKYMEHTbI B COOTBETCTBMM C TPeHOBaHWAMM TEXHUYECKOTO 3aaHUS.

Annexes to this RFP/ MpunosxeHus
K 3M

Detailed TOR (Annex 1); / Moapo6Hoe T3 (Mpunoskerune 1);

Form for Submission of Technical Proposal (Annex 2); / ®opma 3asBKM npeacTaBAeHUN
TexHuueckoro Mpeanoxenus (Mpuaoxkenune 2);

Form for Submission of Financial Proposal (Annex 3); / ®opma 3asBKM npeacTasieHus
duHaHcooro MNpeanoxenus (MpunoxkeHue 3);

Offeror’s Information Form (Annex 4) / UHbopmaums 06 yyacTHuKe Topros (Mpunoxkerwve 4);
Joint Venture/Consortium/Association Information Form if applicable (Annex 5) / ®opma
OaHHbIX O  COBMECTHOM  NpeanpuATUM/KoHCOpLMyme/accoumaumm  ecam  NPUMEHUMMO
(MpunokeHue 5);

General Terms and Conditions / Special Conditions (Annex 6); / O6ume ychosus u
nonoskeHus / Ocobble ycnosua (MpunoskeHue 6).




Format proposals/®opmar
npeanoXeHumn

Your offer in one outer envelope comprising of technical proposal and financial proposal, in
separate sealed envelopes, the envelopes should be clearly marked “TECHNICAL” and
“FINANCIAL” and should not be combined. / Bawe npeafnoeHWe [OOMKHO COCTOATb M3
TEXHUYECKON M PUHAHCOBOM YacTel, 3anevyaTaHHbIX B OTAE/bHbIX KOHBEPTax, MOMELLEHHbIX B
OZIVH BHELHWNI KOHBEPT, KOHBEPTbI A0/1KHbI 6bITb YETKO 0603HauYeHbl « TEXHUYECKAA YACTb» n
«®PUHAHCOBAA YACTb» 1 He AO/MKHbI NOAABATLCA B O4HOM KOHBEpPTE.

The operational and technical part of the Proposal should not contain any pricing information
whatsoever on the services offered. Pricing information shall be separated and only contained in
the appropriate Price Schedules. / Pabouas n TexHuyeckas yactv MpeanosKeHus He AO/IXKHbI
cofepyKaTb HUKAKOM LLeHOBOW MHPOPMaL MM No npeanaraembim ycayram. LleHosasa nHdopmaums
[0MKHa BbITb NpescTaBNeHa OTAENBHO M TONbKO B COOTBETCTBYOW e CmeTe.

Note: if the inner envelopes are not sealed and marked as per the instructions in this clause, UNDP
will not assume responsibility for the Proposal’s misplacement or premature opening. /
MpuMMeyaHue: ecnn BHYTPEHHME KOHBEpPTbl He 3aneyaTaHbl M He 0603HAYeHbl COracHoO
MHCTPYKUMAM 3ToM cTatbu, MPOOH He HecéT OTBETCTBEHHOCTU 3a HeBepHoe lNpeaoxKeHne nam
npexAeBpeMeHHOe BCKPbITHE ero.

Liquidated Damages / [lorosopHas
HeyCcToMKa

0.5% of contract value for every day of delay, up to a maximum duration of calendar 20 calendar
days. Thereafter, the contract may be terminated. / 0,5% 0T cyMmMbl KOHTPaKTa 3a Ka)Kablil AeHb
NPOCPOYKM MaKCUMaNbHOW AAUTeNbHOCTbIO A0 20 KaneHgapHbix gHen. MNocne aToro gencrene
KOHTPaKTa MOeT 6bITb NPeKpaLLeHo.

Contact Person for Inquiries
(Written inquiries only) /
KoHTaKTHOE nnyo ana
nHdopmaumm (Tonbko ana
NMMUCbMEHHbIX BOMPOCOB)

Email/E-mail: procurement.env.kg@undp.org

Any delay in UNDP’s response shall be not used as a reason for extending the deadline for
submission, unless UNDP determines that such an extension is necessary and communicates a
new deadline to the Proposers. / /lio6aa 3agepska ¢ 0TBETOM €O CTOPOHbI [TPOOH He aokHa
MCNONb30BaTLCA B KAYeCTBE NPUUMHbBI 414 NPOA/IEHNA CPOKA A48 NPEACTaBNeHUA NPEA/IOKeHUs,
3a MWCKA4YeHWem cayyaes, Korga MMPOOH onpegenset, 4To Takoe MNpoA/JeHue ABAseTcs
HeobxoaMMbIM M coobLLaeT KaHAMAATaM HOBbIM CPOK.

Evaluation and comparison of proposals / OueHka u cpaBHeHUe NpeaoXKeHNi

A two-stage procedure will be utilized in evaluating the proposals with evaluation of the technical proposal being
completed prior to any financial proposal being opened and compared. / MpeanoskeHna NPONAYT ABYXITaMHYHO
OLLeHKY, C NePBOHAYA/IbHOM OLLEHKOWM TEXHUYECKOM YaCTU NPeJ/I0KEHUA 4,0 BCKPLITUA 1 paccMOTpeHUs GUHAHCOBOM
4acTU NPeaNoXKEHHUS.

Final evaluation will be based on the methodology of cumulative analysis/ ®uHanbHas oueHka byaeT ocHoBaHa Ha
MeToZe KYMyNATUBHOrO aHanu3a:
Total score=Technical Score + Financial Score/
Obuw,as oyeHKa=mexHU4YeCcKasa OUeHKa + hUHaHCOB8AA OUeHKa.

Technical Criteria weight - 70%, 700 scores maximum / Mepa TexHuyeckux Kputepues - 70%, 700 MakCMManbHbIX
6annos.
Financial Criteria weight - 30%. 300 scores maximum / Mepa ¢urHaHcoBbIX KpuTepmes - 30%. 300 MakcMMasibHbIX
6annos.

Only companies obtaining a minimum of 490 from 700 points in the Technical part of evaluation would be considered
for the Financial Evaluation as per the following formula:
P=Y*(L/Z), where
P=points for the financial proposal being evaluated
=maximum number of points for the financial proposal
L= price of the lowest price proposal
Z=price of the proposal being evaluated

TonbKo KOMNaHuu, noayymslume mmHumym 490 6annos 13 700 6annoB B TEXHUYECKOM OLEHKe ByayT pacCMOTPEHbI
Ana GUHAHCOBOM OLLEHKM, NPY 3TOM A5 pacyéToB byaeT npumeHeHa cneaytowas ¢opmyna:
P=Y*(L/Z), 20e



P=6annbl 3a oueHMBaemoe pUHAHCOBOE NpPeasioKeHne

Y= MaKcMmanbHoe KonmyecTso 6anios 3a GMHAHCOBOE NpeasioxKeHne
L= MMHMManbHoe GUHAHCOBOE NpessoKeHne

Z= LieHa paccmaTpmBaemoro GUHaHCOBOrO NPeaNoKeHUs

The contract will be awarded to the Offeror who obtains the maximal points combined scope of Technical and
Financial proposals / KoHTpakT 6yaeT npucyskAeH KOmMnaHuW Habpaslel MaKcMMmasibHbid 6ann cymmbl
®UHAHCOBOTO M TEXHUYECKOTO NPeaOKEeHUN.

Minimum Eligibility Criteria / MuHumanbHble KpUTEpMUM NPABOMOUYHOCTU yYaCcTUA

UNDP shall examine the Proposals to determine whether they are complete with respect to minimum documentary
requirements, whether the documents have been properly signed, whether or not the Proposer is in the UN Security
Council 1267/1989 Committee's list of terrorists and terrorist financiers, and in UNDP’s list of suspended and
removed vendors, and whether the Proposals are generally in order, among other indicators that may be used at
this stage. UNDP may reject any Proposal at this stage. / TPOOH n3y4aeT npeanoskeHus 418 onpeaeneHus, 4To OHK
MO/HOCTbIO  COOTBETCTBYHOT ~ MWHMMANbHbIM ~ OOKYMEHTa/lbHbIM  TpeboBaHUAM, 4YTO  AOKYMEHTbl  6blau
COOTBETCTBYIOWMM 06pa3om MNOAMNMCaHbI, YTO YYaCTHUKM HE COCTOAT B CMUCKE TEPPOPUCTOB M (GUHAHCUCTOB
Teppopuama Coseta besonacHoct OOH 1267/1989, a Takske B crnucke MPOOH 3anpeuéHHbIX UAM BpemeHHOo
OTCTPAHEHHbIX MOCTABLLMKOB, YTO MPEeAsOXKEHMA B OOLWEM HAXOAATCA B MOPAAKE, a TaKXKe YA40BAETBOPAOTCA U
Apyrve WMHAMKATOPbl, KOTOpble MOFYT MCMNO/Mb30BaTbCA HAa AaHHOM ctaguu. NMPOOH MOXKeT OTKNOHWUTL ntoboe
npegsioXKeHne Ha AaHHOM 3Tane.

Prior to technical evaluation all proposals will be thoroughly screened against below eligibility criteria (minimum
qualification requirements): / Bce npeasioXeHUs OO0 TEXHUYECKOW OUEHKM OyayT OueHeHbl Ha npeamer
COOTBETCTBMSA CNEAYIOLMM MUHUMANbHBIM KPUTEPUAM:

e Legal entity certificate from the relevant authority (enclose a copy) / CsuaeTenbctso O perucrpauun
IOPMAMYECKOTO /IMLA OT COOTBETCTBYHOLLEro OpraHa (MPUAoXKKUTb KOMNKIo).

For JV/Consortium/Association, every Party separately should meet minimum eligibility criteria / B cayyae Crn/
KOHCOpuMyMa/ accoumauumn, Kaxabll y4aCTHUK B OTAENbHOCTU AOJIKEH OTBeYaTb MMHUMAsIbHbIM KPUTEPUAM
NPaBOMOYHOCTM y4aCTHA.

Evaluation of the technical proposal being completed prior to any financial proposal being opened and compared.
The price proposal of the Proposals will be opened only for submissions that passed the minimum technical score of
70% (490) of the obtainable score of 700 points in the evaluation of the technical proposals. / OueHka TexHU4ecKoro
NpPeaoXKeHNA NOANEKNT 3aBEePLUEHUIO A0 BCKPbITUA U cpaBHeHMA Ntoboro puHaHcoBoro npeasoxeHusa. LleHosoe
npessioXKeHne BCKPbIBAETCA TONAbKO MNPW MOAYYEHUU MUHUMANBHOFO TexHWyeckoro 6anna 70% (490) w3
[OCTUHRUMbIX 700 MYHKTOB B OLLEHKE TEXHUYECKOTO NPea/IOKEeHUS.

Technical Evaluation / TexHuuecKas oueHKa

Technical proposal is evaluated on the basis of its responsiveness to the ToR (Annex 1) and based on the following
«Technical Proposal Evaluation» Form (for JV/Consortium/Association, all Parties cumulatively should meet
technical requirements): / TexHudyeckoe npeanoxKeHve 6yaeT PACCMOTPEHO COrMIAacHO CoOTBeTCTBMIO T3
(Mpunoskenne 1), Ha ocHoBe cneaytowen dGopmbl «OueHKa TexHMYeckoro npeanoxeHusa» (B cayyae Crl/
KOHCcOpLMyMa/ accoLmaLmm, Bce CTOPOHbI B COBOKYMHOCTU AO/IKHbI OTBEYATb TEXHUYECKUM TpeboBaHUAM):

Summary of Technical Proposal Evaluation Forms Score Points Company /
Weight Obtainable Other Entity
A|B|C|D|E
Expertise of the Firm / OnbIT dupmbl 20% 200
Methodology, Its Appropriateness to the Condition and Timeliness of the
Implementation Plan / MeToabl, COOTBETCTBME YC/AOBMAM M CPOKam 30% 300

lpaduKa BbinonHeHus

Management Structure and Qualification of Key Personnel / CTpykTtypa
ynpaBieHnsa U KBaAnpUKaumMa KAo4eBoro nepcoHana 20% 200

Total 700




Technical Proposal Evaluation
Form 1

Points
obtainable

Company /
Other Entity

Al B[ c|D|E

Expertise of the Firm/OnbIT dupmbl

1.1 | Minimum 2 contracts in the development of software products and databases over the
past 5 years (attach a description of the latest contracts with the contact details of the
customer) / OnbIT paboTbl B UCMOJHEHUU MUHUMYM 2 KOHTPAKTOB B chepe paspaboTku
NPOrpamMmmMHbIX NPOAYKTOB M 633 AaHHbIX 33 nocnegHue 5 net (NPUAoXKUTb onucaHue
NnocnefHNX KOHTPAKTOB C KOHTAKTHbIMW AaHHbIMU 3aKa3yuKa);

For each contract — 20 points, but no more than 100 points / 3a Ka#Obili KOHMpPAKmM-
20 6annos, umoao He bosnee — 100 6annos.

100

1.2 | Experience in conducting minimum 2 trainings on ICT / OnbIT B NpoBeAEHUM MUHUMYM
2 TpeHuHros no MKT.

For each training — 10 points, but no more than 40 points in total / 3a ka il
mpeHuHe-10 6annos, Ho He 6onee — 40 6annos

40

1.3 | Experience in completion of mimimum 1 project on integration of GIS technology into
information systems. Corresponding brief description and links to the developed
existing WEB-resources should be attached to the design proposal / OnbiT B
ucrnoseHeHMn muHMMym 1 npoeKkta no wuHTerpauum TexHonorum [UC B
MHPOPMaLMOHHbIe cucTembl. COOTBETCTBYIOLLEE KpaTKOe OMuMCaHMe WM CCbIIKM Ha
paspaboTaHHble paelictBytowme WEB-pecypcbl  A0/MKHbI  ObiTb  NPUIOXKEHbI K
NPOEKTHOM 3anBKe.

For each project — 20 points, but no more than 60 points / 3a kaObili npoekm 20
6an108, umozo He bosee — 60 6ann08.

60

200

Technical Proposal Evaluation
Form 2

Points
Obtainable

Company /
Other Entity

AlB[c|D|E

Methodology, Its Appropriatene9ss to the Condition and Timeliness of the Implementation Plan / Metogabl, coots

ycnosuam u cpokam Mpaduka BoinosHeHma

eTrcrsue

2.1 | How well-elaborated and well-developed is the methodology of implementation? /
Hacko/sibKo xopoLo npogymaHa 1 paspabotaHa MeToA010rMA BbINONHEHWUA 3a4aHUA:

- The proposed methodology contains approaches, tools and evidence-based
methods that will be used in the performance of the task / NMpeanoxeHHan
METOLONOMMA COLEPHKUT MOAXOAbI, MHCTPYMEHTbI M HAay4HO-0O6OCHOBAHHbIE
MeTozbl, KoTopble ByAyT MCNONb30BaTLCA NPW BbINOJHEHUW 3a4aHNA

- Proposed methodology includes the reporting conditions and quality
assurance mechanisms that will be put in place; / MNpeanoskeHHas
METOLO00r1A BKAOYAET YCNOBMA MO OTYETHOCTU U MeXaHM3Mbl obecneyeHuns
KayecTBa, KOTopble byayT BHeAPEHbI;

- Developed realistic weekly detailed calendar plan of actions to implement all
activities within TOR which meets the assignment timeframe. / PaspabotaH
[eTaNn3MpPUPOBaHHbI NO HeAeNAM KafeHAapHbIM NiaH No peanv3aumm Bcex
MeponpuATMIA B pamkax T3 KOTOPbIM COOTBETCTBYET MPOAO/KMUTENBHOCTM
3afaHuA.

100

100

50

2.2

- The proposed methodology briefly describes the mechanisms for ensuring the
sustainability of informational system/ MNpeanoskeHHas MeToA0N0rMA KPaTKO
ONUCbIBAET MEeXaHW3Mbl N0 obecrevyeHno ycToMuMBOCTU MHGOPALMOHHON
cucTembl

50

300




Technical Proposal Evaluation
Form 3

Points
Obtainable

Company /
Other Entity

AlB|c|D|E

Management Structure and Qualification of Key Personnel /
CTpyKTypa ynpaBaeHna U KBaaudUKaLma KN4YeBOro nepcoHana

31

Head of the Development Team /PykoBoauTenb KOMaHAbl pa3paboTku

80

at least 3 years experience of managing the development of information projects in
open source software/ onbIT PyKOBOACTBA Pa3paboTKoM MHGOPMALMOHHBIX NPOEKTOB
B 0671aCTU NPOrpammHOro obecneyeHms ¢ OTKPbITbIM UCXOAHbIM KOLOM He MeHee 3-X
net

For each year more than 3 — 10 points but not more than 30 in total / 3a kaxObil 200
b6onbwe yem 3 — 10 6annos, Ho He bonee 30 6annos.

30

30

Knowledge of the principles of automation of interaction between information systems
/ 3HaHMe NPUMHUMNOB aBTOMAaTU3aLMM B3aMMOAENCTBUA MeXAY MHPOPMALLMOHHbBIMM
cucTemamm.

20

3.2

Leading Developer of Information Systems/ Beayuuii paspaboTtumk MHGOPMaLMOHHbIX
cuctem:

60

at least 3 years experience in development of information systems based on WEB
applications with GIS support and implementation of multi-level differentiation of
access for users to the system, in development of open source applications. / OnbIT
pa3paboTkM MHGOPMALMOHHBIX cUcTeEM Ha ocHoBe WEB-NpUAOKEHUI ¢ NoaaepKKOM
TMC n peanusaumelt MHOTOYPOBHEBOrO pPasrpaHUMYeHUs AOCTyna nosib3oBaTenei K
cucteme, npuaoxkeHuii Open Source He meHee 3-X neT.

For each year more than 3 — 10 points but not more than 20 in total / 3a kaxdsili 200
b6onbwe yem 3 — 10 b6ansnos, Ho He bonee 20 6ann08.

20

20

Experience in designing, coding and integrating GIS technology with WEB-applications
and DBMS / OnbIT NpoeKTMpOBaHUA, KOAMPOBAHUA U MHTerpaumm TexHonormm MMC ¢
WEB-npunoxeHnamm n CYB/A.

20

3.3

DBMS Expert / Cneumanuct no CYB/

60

at least 3 years experience in designing the structure and composition of databases,
creation of queries, maintenance, data backup, setting up DBMSs, assignment of user
rights and ensuring security of the organization’s databases/ OnbIT B npoeKkTMpoBaHnu
CTPYKTYpbI M cocTaBa 6a3 AaHHbIX, CO34aHUM 3aNpOCOB, 0O6CNYKMBAHMM, B PE3EPBHOM
KOMMPOBAHMWU [OaHHbIX, HacTpoihke CYB/[, HasHayeHMA npaB no/b3oBaTena Wu
6e3onacHOCTM 6a3 AaHHbIX OPraHM3aLnmM He MeHee 3-X neT

For each year more than 3— 10 points but not more than 20 in total / 3a Kaxcdblili 200
b6onbwe yem 3 — 10 b6ansnos, Ho He bosnee 20 6ann08.

20

20

Experience of working with open source applications /
OnbIT paboTbl ¢ npuaoxKeHnamm Open Source

20

200




Annex 1 / Mpunoxexune 1

GENERAL REQUIREMENTS FOR OFFERORS: / OBLUME TPEBOBAHUA K MOCTABLLUKAM:

UNDP encourages every prospective Vendor to avoid and prevent conflicts of interest, by disclosing to
UNDRP if you, or any of your affiliates or personnel, were involved in the preparation of the requirements, design,
specifications, cost estimates, and other information used in this RFQ. / MPOOH npu3sbiBaeT Ka)aoro
NOTEHLUMANbHOrO MOCTaBLMKa K NpeaoTBPaLLeHNi0 BO3MOXKHOIO KOHOIMKTA MHTepecoB, NyTem npeaocTaB/ieHuA
MPOOH nHdopmaunm o Tom, 6b111 an Bbl, Ntoboi U3 Balimx napTHEPOB UM COTPYAHUKOB MPUYACTHbI K NOATOTOBKE
TpeboBaHWI JaHHOrO 3anpoca, ero NPOEeKTa, CMeTbl PACX0A0B W Apyrol nHGopmaL MK, UCnoib3yemoit B 3anpoce.

UNDP implements a zero tolerance on fraud and other proscribed practices, and is committed to identifying
and addressing all such acts and practices against UNDP, as well as third parties involved in UNDP activities. UNDP
expects its suppliers to adhere to the UN Supplier Code of Conduct found in this link
http://www.un.org/depts/ptd/pdf/conduct _english.pdf / MPOOH npuaep»unBaeTca NOAUTUKM  abCONOTHOrO
HENpPUATUA  CAyYaeB MOLLEHHMYECTBA W APYruX 3anpeleHHbIX BUAO0B LEATENbHOCTM U BbIPAXKAET CBOHO
NPUBEPKEHHOCTb Aesy NpefoTBpalleHus, BbIABAEHUA W pacciefoBaHMA BCEX NOAOOHLIX aKTOB WM C/y4yaeB B
oTHoweHuu NMPOOH, a Tak»Ke TpeTbuX CTOPOH, yyacTeyowmx B geAatenbHocty NMPOOH. MPOOH HageeTca, yto ee
nocTaBLWMKM ByayT npuaepxuBatbca Koaekca noseaeHus noctaswmka OOH, MHPopmaLma 0 KOTOPOM AOCTyMNHa
Ha caiTe: http://www.un.org/depts/ptd/pdf/conduct_english.pdf

In responding to this RFQ, UNDP requires all Offerors to conduct themselves in a professional, objective and impartial
manner, and they must at all times hold UNDP’s interests paramount. Offerors must strictly avoid conflicts with
other assignments or their own interests, and act without consideration for future work. All Offerors found to have
a conflict of interest shall be disqualified. Without limitation on the generality of the above, Offerors, and any of
their affiliates, shall be considered to have a conflict of interest with one or more parties in this solicitation process,
if they: / B cooTBetctBum ¢ gaHHbiMm 3KM, MPOOH Ttpebyet, utobbl BCe YHacTHUKK Benn cebs npodeccmoHanbHo,
HenpeaybexXaeHHO W HenpeaB3ATO, BCerga Npu3HaeasA raBeHcTBO MHTepecoB MPOOH. MoapaaYvKkn O0KHbI
nsberatb KOHOAMKTA MHTEPECOB KacaTe/lbHO APYrMx paboT WMAM KacaTenbHO CBOMX COBCTBEHHbLIX WMHTEPECOoB U
AeNcTBoBaTb, He MPUHMMAn BO BHMMaHWe byayliyto paboTty. ECim BbIACHUTCA, YTO Y KOro-nMbo m3 Y4yacTHMKOB
MMmeeTca KOHOMKT MHTEepPecoB, Takon YuacTHUK ByaeT aucksannduumposaH. MoMMMO BbleNepeyncieHHbIX B
JAHHOM NYHKTE 06LWMX NONOXMKEHUN, YUACTHUKM U Ntobble UX LOYEPHWE MU 3aBUCUMMblE Npeanpuatua byayT
CYMTaTbCA UMEILWMMU KOHOAUKT MHTEPECOB C OAHOM UNM HECKONbKMMW CTOPOHAMM B paMKax AaHHOro npotecca
npvema TeHAEPHbIX NPEeANOKEHUN, €CIN OHU:

e Are, or have been associated in the past, with a firm or any of its affiliates which have been engaged UNDP to
provide services for the preparation of the design, Schedule of Requirements and Technical Specifications, cost
analysis/estimation, and other documents to be used for the procurement of the goods and related services in
this selection process; / cBA3aHbl 1AM BbIAK CBA3AHbI B NPOLLIOM C GUPMOI 1an NbbiM U3 ee GUNMaNos,
KoTopble Oblnn npuenedeHbl MPOOH ana npepoctaBieHMsa ycayr no noArotoBke MpoekTta, [MepeyHs
TpeboBaHUA U TeXHUYECKUX crneumdbuKaumii, aHanaMsa CTOMMOCTU/PaAcYeToB W APYruxX [OKYMEHTOB,
HeobXo0AMMbIX A/1A 3aKYMNKW TOBApPOB M COMYTCTBYHOLLMX YCAYT, NPMObpeTaembix B paMKax AaHHOro npouecca
oT60pa;

e Were involved in the preparation and/or design of the programme/project related to the goods and related
services requested under this RFQ; or / yyactBoBanu B NoarotoBke u/unv paspaboTke nporpammbl/NpoeKTa,
CBA3AHHOIO C TOBapaMu M CONYTCTBYIOWMMM YCAYramm, 3anpaiMBaemMbiMmn B pamKkax gaHHoro 3KIM; uam

e Arefound to be in conflict for any other reason, as may be established by, or at the discretion of UNDP / ecau
BbIACHAETCA, YTO MMeeTCA KOHOAMKT MHTepecoB MO KaKoW-IMbo MHOM NpuUUYMHe, KOoTopas MOXKeT ObiTb
yctaHosneHa MPOOH unun cuntatbea TakoBoM no ycmoTtpeHuto MPOOH.

In the event of any uncertainty in the interpretation of what is potentially a conflict of interest, Offerors must disclose
the condition to UNDP and seek UNDP’s confirmation on whether or not such conflict exists. / B chydae npucytcraus
KaKoW-1Mbo cTeneHn HeonpeLeneHHOCTU B TOJIKOBAHWUM TOTO, YTO NOTEHLMANLHO ABAAETCA KOHONUKTOM UHTEPECOB,
YYacTHWUKM LOIKHbI PAacKpbITb AaHHYO MHbopmaumio MPOOH u ctpemuTbes nonyunts oT NMPOOH noaTeepKaeHue
CYLLEeCTBOBAHMA UMW OTCYTCTBUA TAKOro KOHIMKTA MHTepecoB


http://www.un.org/depts/ptd/pdf/conduct_english.pdf
http://www.un.org/depts/ptd/pdf/conduct_english.pdf
http://www.un.org/depts/ptd/pdf/conduct_english.pdf
http://www.un.org/depts/ptd/pdf/conduct_english.pdf

Similarly, the following must be disclosed in the Offer: / Nogo6HbIM 06pa3zom, creaytollas MHGOPMaLMA A0/KHA
6bITb PAcKpbITa B NPEAIOKEHUN:

e Offerors who are owners, part-owners, officers, directors, controlling shareholders, or key personnel who are
family of UNDP staff involved in the procurement functions and/or the Government of the country or any
Implementing Partner receiving the goods and related services under this RFQ; and / YuacTHuKu, KoTopble
ABNAOTCA COBCTBEHHMKAMM, YACTUUYHBIMKU COBCTBEHHWKAMM, COTPYAHUKAMMU, OUPEKTOPAMM, AeprKaTensimu
KOHTPO/IbHOTO MaKeTa aKuui MAW BegyLMMW COTPYAHWKAMM, CBA3AHHbIMW POACTBOM C COTPYAHUKaMM
MPOOH, 3aHMMaOLWMMUCA 3aKYMKaMK, U/UAKN CBA3AHHBIMM POACTBOM C COTPYAHMKAMMU NPABUTEIbCTBA CTPAHbI
uan ¢ nobbim MNMapTHEPOM MO peanusaumm, NOJyHatoWMmMM TOBapbl U CONPOBOAUTE/NbHbIE YCAYTN B paMKax
paHHoro 3KIM; n

e  Others that could potentially lead to actual or perceived conflict of interest, collusion or unfair competition
practices / UmetoTcsi MHble GpaKTOpbl, KOTOPbIE MOTYT MOTEHLMA/IbHO NPUBECTMU K AeNCTBUTE/IbHOMY KOHBIUKTY
WHTEPECOB, CrOBOPY AN HeA0H6POCOBECTHON KOHKYPEHLMN.

Failure of such disclosure may result in the rejection of the Offer. / CokpbiTve nogobHoi nHbopmaunum mosket
MPUBECTU K OTKIOHEHUIO NPELNONKEHUS.

Offer submitted by two (2) or more Offerors shall all be rejected by UNDP if they are found to have any of the
following: / MpeanoxeHus, nogaHHble 2 (aByma) v 6onee YuacTHUKaMM, A0/KHbI 6bITb OTKAOHEHbI TPOOH, ecan
06HAPYXKUTCA, YTO K HUM OTHOCUTCA YTO-MBO M3 Caeaytowero:
a) they have at least one controlling partner, director or shareholder in common; or / Y Hux nmeeTcs no KpaitHe
Mepe 0AMH 06U KOHTPOAMPYIOLWMIA MapTHEP, AMPEKTOP UM aKLMOHEp; Nan
b) any one of them receive or have received any direct or indirect subsidy from the other/s; or / o601 U3 Hux
nosyyaeT Uav NoayYn NPAMble UAN HEMpPAMble CybCUaMM OT APYroro/apyrux; uam
c) they have the same legal representative for purposes of this RFQ; or / OHM MMeloT 0AHOro M TOro e
npeacrasutensa ana aaHHoro 3KI; nam
d) they have arelationship with each other, directly or through common third parties, that puts them in a position
to have access to information about, or influence on the Offer of, another Offerors regarding this RFQ process;
/  Mexay HMUMM MMEKTCA B3aMMOOTHOLLEHMSA, MPAMbIE MAM Yepe3 oblime TPeTbM CTOPOHbI, KOTOpble
NO3BONAIOT TAKMM YYACTHUKAM MMETb A0CTYN K MHGOPMALLMM O APYromM YUacTHUKE UM BO3MOXKHOCTb BAUATD
Ha Npea/sioXeHne APYyroro Y4acTHUKA B X04e AaHHOTo TeHAEePHOro npoLecca;
e) they are subcontractors to each other’s Offer, or a subcontractor to one bid also submits another Offer under
its name as lead Offeror; or / OHu ABAAOTCA cybnoapaAYMKaMM B OTHOLIEHWM NPEASIONKEHWUIA APYT Apyra, Uau
ecan cybnoapaauMK o4HOro NpeasioKeHna nofgaeT Apyroe TeHAEpPHOe NpejJsioXKeHUe OT CBOero MMeHU B
KayecTBe BeAyLLero YYacTHUKA; Uau
f) an expert proposed to be in the Offer of one Offerors participates in more than one Offer received for this RFQ
process. This condition does not apply to subcontractors being included in more than one Offer. / 3kcnepr,
NpessIoXKeHHbIN K y4acTUio B peaioxeHMM 04HOro YUacTHMKa, y4acTByeT B 6o1ee Yem OAHOM NPESSIOKEHUM,
nonyyeHHoOmM B pamkax pgaHHoro 3KM. [daHHoe ycnoBMe He pacnpocTpaHsaeTca Ha cybnoapsaumkos,
BKNHOYEHHDBIX bOslee YyeM B O4HO NPesoKeHne

If the Offeror is a group of legal entities that will form or have formed a joint venture, consortium or association at
the time of the submission of the Offeror, they shall confirm in their Offer that : (i) they have designated one party
to act as a lead entity, duly vested with authority to legally bind the members of the joint venture jointly and
severally, and this shall be duly evidenced by a duly notarized Agreement among the legal entities, which shall be
submitted along with the Offer; and (ii) if they are awarded the contract, the contract shall be entered into, by and
between UNDP and the designated lead entity, who shall be acting for and on behalf of all entities that comprise the
joint venture. / Ecnn YuyacTHUK npeacTaBnseT cobol rpynny HOpUAMYECcKUMX UL, KoTopas byaeT ABAATbCA UM
ABNAETCA COBMECTHbIM NPeAnpUATUEM, KOHCOPLIMYMOM WM accolmaLmen B MOMEHT NOSAUYMN NPeaioXKeHUA, TO 3Ta
rpynna AoKHa NOATBEPAUTL B CBOEM MPeANOXKeHUU, YTo: (i) oHM BbIGpPann oA4HOrO y4acTHWKaA, KOTOpbl byaeT
BbICTYNaTb B KayecTBe BeAyL,Ero y4aCTHMKA C MOJIHOMOYMAMM CBA3bIBATb Y/IEHOB COBMECTHOrO MpeanpuUATUA
npaBoBbiMK 06A3aTENLCTBAMU, YTO ByAeT A0KHbIM 06pa30M, 3aCBMAETE/NIbCTBOBAHO HOTAaPMANbHO 3aBEPEHHbIM
CornaweHnem Mexay STUMMU PUAMYECKMM /IMLAMKU, KOTOPOe AO/IKHO nojasaTbCcA BmecTe C TeHAepHbIM
npeanoxennem; wu (ii) ecnm Mm NPUCYKOaeTcA KOHTPAKT, 3TOT KOHTPAKT AO/IKEH 3aKitodaTbea mexay NMPOOH u
BblIOPaHHbIM BeAyLMM YYaCTHUKOM (IOPUANYECKUM INLLOM), KOTOPbIM OyaeT BbiCTynaTb 33 WM OT /uua BCeX
IOPUANYECKUX UL, BXOAALLMX B COCTAaB COBMECTHOMO NPeanpuaTHA.

After the Offer has been submitted to UNDP, the lead entity identified to represent the joint venture shall not be
altered without the prior written consent of UNDP. Furthermore, neither the lead entity nor the member entities
of the joint venture can: / Nocne nogaun TeHaepHoro npeanoxkexna s MPOOH Beayuiee 1opuanyeckoe nuLo,



n3bpaHHoe npeacTaBiATb COBMECTHOE NpeanpuATMe, He MOXKeT OblTb M3meHeHo 6e3 npeaBapuUTENbHOMO
nucbmeHHoro cornacma NMPOOH. bonee Toro, HU Beadyllee LPUANYECKOE NIMLO, HU ApYrUe puamnyeckme nmua-
YYaCTHUKM COBMECTHOIO NpeanpuATUA HE MOTYT:

c) Submit another Offer, either in its own capacity; nor / NoaaBaTh elie 0AHO NpeasioXKeHue, BbICTynas HU B
CcOBCTBEHHOM KayecTBe; HU

b) As alead entity or a member entity for another joint venture submitting another Offer/ B kauecTse Beaylero
IOPUANYECKOTO UL WM OLHOTO U3 HOPUAUYECKUX NNL-YY4aCTHUKOB APYroro COBMECTHOro npeanpuatus,
NoJatoLLEero Apyroe npeasosKeHue.

The description of the organization of the joint venture/consortium/association must clearly define the expected
role of each of the entity in the joint venture in delivering the requirements of the RFQ, both in the Offer and in the
Joint Venture Agreement. All entities that comprise the joint venture shall be subject to the eligibility and
qualification  assessment by UNDP. / OnucaHue  OpraHM3aLMOHHOW  CTPYKTYpbl  COBMECTHOrO
npeanpuaTia/KoHcopumyma/ accoumaumm 4OIKHO YETKO ONPeaenaTb NPeArnoaraemyto PoJsib Kax40ro BXoAALWero
B COBMECTHOE MpeanpuaTe puaNYeckoro Mua B NpefocTaBleHUn TOBapoB coracHo TpebosaHuam 3KM, yto
[OOJIXKHO BbITb OTPAXKEHO KaK B NPeANoXKeHnn, Tak 1 B CornalieHnn coBMecTHOro npeanpuatus. Bee topuanyeckme
Anua, KOTopble BXOAAT B COCTAaB COBMECTHOrO npeanpuAtua, nognexkat oueHke MMPOOH Ha npeamer wux
COOTBETCTBUA TPEHOBAHMAM U HA NPegMET HaAnuna HeobXxoaMMol KBaMbUKaLUu.

Where a joint venture is presenting its track record and experience in a similar undertaking as those required in the
RFQ, it should present such information in the following manner: / B Tex ciiyyasx, Korga COBMeCTHoe npeanpuatne
npeacTaBnfeT pesynbTaTbl NPOLWJIOW AEATENbHOCTUM WM OMUCaHWe OnbiTa BbIMNOJHEHUA PaboT, CXOMKUX C
yKasaHHbiMu B 3KI1, 3TO COBMeCTHOe npeanpuaTue A0/KHO NPeAcTaBUTb NOA06HY MHGOPMALMIO Caeayrowum
obpasom:

a) Those that were undertaken together by the joint venture; and / Pa6oTbl, KOTOpble 6blAN BbINOAHEHbI
YYaCTHUKAMM COBMECTHOIO NPeANpPUATUA COBMECTHO; U

b) Those that were undertaken by the individual entities of the joint venture expected to be involved in the
performance of the services defined in the RFQ / Pa6oTbl, KOTOpble 6blAM BbINOSHEHbI OTAE/bHbLIMU
IOPUANYECKMMWN NNLAMM, ABAAIOWMMUCA YAEeHAaMU COBMECTHOrO NpeanpuATUs, 1 KoTopble ByayT y4acTBOBaTb
B NpefocCTaB/IeHNM yCayr, ykasdaHHbIx B 3KTI1.

Previous contracts completed by individual experts working privately but who are permanently or were temporarily
associated with any of the member firms cannot be claimed as the experience of the joint venture or those of its
members, but should only be claimed by the individual experts themselves in their presentation of their individual
credentials. / MpeablayLime KOHTPAKTbI, UCMOAHEHHbIE OTAE/bHbIMM 3KCNepTamu, KOTopble paboTanun B YaCTHOM
nopagKe, HoO Npu 3Tom pPaboTann Ha NOCTOSHHOW WM BPEMEHHOM OCHOBE B KaKOoW-Mbo M3 dupm, BXOAALMX B
COCTaB COBMECTHOTO MPeAnpuUATUA, HE MOTYT CYUTATbCA OMNMbITOM COBMECTHOIO NPEeANpPUATUS UAN BXOAALLMX B HEFO
YNEHOB, a@ MOryT 3aABAATbCA TO/MIbKO CaMUMWM 3KCMepTamu Mpu  MNpeaoCcTaBAeHUM CBeAeHU O CBOeW
npodeccnoHanbHoOM KBanudpuKaumu.

If the Offer of a joint venture is determined by UNDP as the most responsive Offer that offers the best value for
money, UNDP shall award the contract to the joint venture, in the name of its designated lead entity, who shall sign
the contract for and on behalf of all the member entities. / Ecan npeano)KeHne COBMECTHOro NpeanpuaTus
onpegeneHo MPOOH kak npeanoxeHve, Hanbonee yaosnetsopsiollee npeabaABasembiM TpeboBaHMAM W
npegnaratoliee Hauayyllee COOTHOLIEHME LeHbl M KavectBa, [MPOOH npucyauT KOHTPaAKT STOMY COBMECTHOMY
npeanpuATUIO B NIMLE HAa3HAYEHHOro Beayllero HPUAMYECKOro /Mua, ydacteytowero B gaHHom CIM, u Takoe
IOPUANYECKOE NNLO NOANULLET KOHTPAKT 33 U OT MMEHM BCEX IOPUANYECKMX UL, yHacTByowmx B CI.



Terms of Reference / TexHuyecKkoe 3agaHue
for Development of Information System “Specially Protected Natural Areas
and Monitoring of Biological Diversity” /
Ha pa3paboTKy MHGOPMALMOHHOM CUCTEMDI
«0cob60 oxpaHsemble NPUPOAHbIE TEPPUTOPUN
M MOHUTOPUHI BMONOrMYECKOro pa3Hoobpasma» 2

2 This document was prepared in accordance with / Hacrosiumit 1oxymMeHT paspaboTaH B COOTBETCTBUH C:

1. GOST / T'OCT 34.602-89.
2. Requirements to Protection of Information Contained in Databases of State Information Systems (approved by Resolution of the

Government of the Kyrgyz Republic No. 762 dated 21.11.2017 / TpeGopanusmu k 3amute nHOOPMALIIH, COACPIKALICICS B Oa3ax JaHHBIX
rOCyIapCTBEHHBIX HHPOPMAMOHHBIX crcTeM (yrBeprxkaeHsl [loctanosnenuem [Ipasutensctea KP Ne762 ot 21.11.2017 1.)



1. GENERAL INFORMATION / OGLUME CBEAEHUA
1.1. Name of the system / HaumeHoBaHue cuctembl
1.1.1. Full name of the system / lNoaHoe HaumeHosaHue cucmemsl

Information system of the State Agency for Environment Protection and Forestry under the Government of the
Kyrgyz Republic “Specially Protected Natural Areas and Monitoring of Biological Diversity” / UHdopmaumoHHas
cuctema FocyZapCTBEHHOTO areHTCTBa OXPaHbl OKPYKatowen cpefbl U IeCHOro X03slcTBa npu NpaBuTenbCcTee
Kbiprbiackoit Pecnybamnkn «0Ocobo oxpaHsiemble MPUPOLAHbIE TEPPUTOPMU U MOHWUTOPUHT BMOIOrMHECKOro
pa3Hoobpasua».

1.1.2. Short name of the system / Kpamkoe HaumeHo8aHuUe cucmemsi
IS “SPNAs and Monitoring of BD”, IS / C «OOMT 1 moHuTOpUHT BP», UC
1.2. Grounds for the work / OcHoBaHusa ana nposegeHua pabot

These Terms of Reference (TOR) have been developed in accordance with the approved Concept “Information
System of the State Agency for Environment Protection and Forestry under the Government of the Kyrgyz Republic”
/ OaHHOe TexHu4yecKoe 3agaHue pa3paboTaHo B COOTBETCTBUM C yTBepKAeHHOoW KoHuenumneln «MHopmaumoHHasn
cuctema FocyapCTBEHHOTO areHTCTBA OXPaHbl OKPY»KaloLWel cpebl U 1IECHOTO X03AMCTBa».

The following documents serve as a legal basis for the development of the IS / NpasoBoit ocHoBo A pa3paboTku
NC asnatoTca:

- Law of the Kyrgyz Republic dated December 28, 2006 No.213 “On Access to Information Controlled by State
Agencies and Local Self-Government Bodies of the Kyrgyz Republic” / 3akoH Kbiprbizckoit Pecnybavku ot 28 aekabps
2006 roga Ne 213 «O goctyne K MUHGOpMaL MK, HaXoAALLEeNCA B BeAEHUM rOCYAapPCTBEHHbIX OPraHOB M OPraHoB
MEeCTHOro camoynpassieHns Kbiprbi3ackon Pecnybankmny»;

- Law of the Kyrgyz Republic dated July 15, 2017 No.127 “On Electronic Government” / 3akoH Kbiprbizckoi
Pecny6aunkum ot 15 ntona 2017 r. N2 127 «O6 3n1eKTPOHHOM ynpaBAeHUm»;

- Resolution of the Government of the Kyrgyz Republic dated November 21, 2017 No.762 “On Approval of
Requirements to Protection of Information Kept in Databases of State Information Systems” / MocraHosneHue
Mpasutenbctsa Kbiproisckon Pecnyb6amnkm ot 21 Hosbpa 2017 r. Ne762 «O6 yTBepKaeHuUn TpeboBaHMi K 3aumTe
MHbOpPMaLMK, coaeprralLelica B 6a3ax AaHHbIX FOCYAapPCTBEHHbIX MHPOPMALMNOHHBIX CUCTEMY;

- Resolution of the Government of the Kyrgyz Republic dated April 11, 2018 N0.200 “On Approval of Requirements
to Interaction of Information Systems in “Tunduk” Interdepartmental Electronic Interaction System” /
MoctaHosneHue MNpasutensctea KP Ne 200 ot 11 anpena 2018 roga. O6 ytBep:aeHnn TpeboBaHMi K
B3aMMOLENCTBUIO MHPOPMALLMOHHBIX CUCTEM B CUCTEME MEKBELOMCTBEHHOIO 3/IEKTPOHHOrO B3aMMOAENCTBUA
«TYHAYKY;

2. PURPOSE OF THE SYSTEM AND GOALS OF SYSTEM CREATION / HASHAYEHUE U LIEJIU CO30AHWNA CUCTEMBbI

2.1. System purpose / HazHaueHue cuctembi

- Automation of collection, accumulation, processing and transfer of information on the state of the environment,
use of natural resources and nature protection activities between SAEPF, its subdivisions and subordinate
organizations / ABTomaTm3auuma cbopa, HakonaeHusa, 06paboTkM 1 nepegaym MHGOPMaLIUMU O COCTOAHUM
OKpY’KatoLLLel cpesbl, UCMO/1b30BaHMA MPUPOAHbIX PECYPCOB M NMPUPOLOOXPAHHON AEATENbHOCTU MEXKAY
FTAOOCwWJIX, ero nogpasgeneHnamm n noasef0MCTBEHHbIMW OpPraHM3auMAMU.

- Automation of information exchange between SAEPF and other state agencies as part of “Tunduk” IEIS /
ATOoMaTM3aLma MHGOPMaLMOHHOro obMeHa mexay FTAOOCK/IX 1 ApYrMMM rocyAapCTBEHHBIMU OpraHaMm B paMmKax
CM3B «TyHOYK».

- Provision of access to information on the state of the environment and activities of SAEPF for all concerned
organizations and the public / Mpeaoctasnexre gocrtyna K MHGOPMAaLMM O COCTOAHUN OKPYXKatoLLLEn cpeabl 1
peatenbHoctv TAOOCKU/IX AN1a BCeX 3aMHTEPECOBaHHbIX OpraHM3aumnii n obL,ecTBEeHHOCTU.

2.2. Goals of system creation / Llenu cosganus cucrembl

The IS is created to achieve the following goals / 1C cosgaeTcs ¢ uenbio:

- ensuring collection and primary processing of initial information which is necessary for preparation of reporting
submitted by the subdivisions and subordinate organizations / o6ecneuenns c6opa 1 nepsuyHoi 06paboTku
NcxoaHon nHdopmaummn, HeobxoAMMoM Ana NoArOTOBKM OTYETHOCTM NPeaoCcTaBAfseMOol nogpasaeneHnamm n



NoABEAOMCTBEHHbIMW OPraHM3aLMaMu;
- digitization of the reporting system for all SAEPF subdivisions and subordinate organizations / nepesosa 8
umdpoBon popmaT cUCTEMbl OTYETHOCTU A Bcex nogpasgeneHmnn TAOOCK/IX M NoAYMHEHHbIX OpraHM3auuii;

- improvement of the information quality (fullness, precision, reliability, relevance, consistency) and security /
MOBbILLIEHMA KayecTBa (NONHOTbI, TOYHOCTH, JOCTOBEPHOCTU, CBOEBPEMEHHOCTU, COFIAaCOBAHHOCTM) U COXPAHHOCTH
nHbopmaLmu;

- automation of interdepartmental exchange with other state agencies / aBTomaTu3aLUy MeXXBEAOMCTBEHHOTO
obmeHa ¢ ApYrMMM rocyapCTBEHHbIMU OpraHamu;

- raising awareness of the state agencies and civil sector on issues related to the state of the environment,
biological diversity and current activity of SAEPF / noBbiweHna MHGOPMMPOBAHHOCTM rOCYAAPCTBEHHbIX OPraHoB U
rPa*kAAHCKOro cekTopa B 06/1aCT COCTOAHMA OKPY»KatoLLel cpesbl, BOOrMYECcKoro pasHoobpasuns 1 TEKyLLEN
aeatenbHoctn FTAOOCK/IX;

- digitalization of the accumulated information (archives) / nepesoaa nmetoLelica HakonIeHHoW nHbopMaLLMn
(apxuBoB) B unMdposoit popmar.

In the result of creation of the “Monitoring” database values, of the following indicators should be improved / B
pesynbTaTe co3gaHma B, MOHUTOPUHT A0MXHbI 6bITb YAyULLEHbl 3HAYEHUA CieayoLLMX NoKasaTenein:

- time required for collection and primary processing of initial information / Bpems c6opa v nepsuyHO
06paboTKM UcxogHOM MHDOPMALUK;

- process of transfer of information from SAEPF subdivisions, subordinate organizations (territorial subdivisions,
departments, reserves, forestry administrations), other involved organizations (for example, hunting providers,
National Statistical Committee, Ministry of Internal Affairs, etc.) / npouecc nepeaaun nHdopmatmm ot
noapasgenennin TAOOCK/IX, noaBeAOMCTBEHHbIX OpraHu3aLmii (TeppuTopuranbHble NoapasaeneHums,
AenapTameHTbl, 3aNoBeAHUKHN, 1eCX03bl), MPOUYMX BOB/IEYEHHbIX OpraHM3aLuii (Hanpumep, OXoTNoIb30BaTENM,
Haucrtatkom, MB v ap.).

- amount of information used for preparation of analytical reports / Konn4ecTBo AaHHbIX, UCNOAb3YEMbIX AJ15
NOAFOTOBKMW aHA/IMTUYECKOW OTYETHOCTH;

- time spent for information-gathering and analysis / Bpems, 3atpauvsaemoe Ha MHGOPMALMOHHO-
aHA/IMTUYECKYIO AEeATENbHOCTD;

- easier access for concerned organizations and citizens of the Kyrgyz Republic to information related to
environmental protection / ynpolieHve goctyna 3anHTEPeCcoBaHHbIX OpraHM3aumii u rpaxaand KP k nidopmauun 8
06.1aCTN OXPaHbl OKPY»KatOLLEN cpeapbl.



3. CHARACTERISTICS OF AUTOMATION OBJECTS / XAPAKTEPUCTUKA OEBEKTOB ABTOMATU3ALNNA

SAEPF is a state body operating in the executive branch of the Government which ensures implementation of a
uniform policy in the area of environmental protection, conservation of biological diversity, rational nature use,
development of forestry and hunting, and provision of environmental security of the state within the scope of its
powers / TAOOCU/IX ABNAETCA rocyAapCTBEHHbIM OPraHOM B CUCTEME UCMOIHUTEIbHOM BACcTU, obecneunBatowmm
OYHKUMM  No  peanu3auuM  eAMHOW MOMUTMKM B 06/11acTM  OXpaHbl OKpyXKalolwel cpeapl, COXpaHeHuA
6uopasHoobpasma, paLMoOHaNbHOTO MPUPOAONOAb30BaAHMA, PA3BUTUA NECHOrO W OXOTHUYbEro XO3AWCTBA W
obecneyeHns aKonorMyeckoi 6e3onacHoCTM rocyaapcTea B npesenax npefocTaBieHHbIX NOTHOMOUMIA.

3.1. General structure of SAEPF / O6wian ctpyktypa TAOOCKJIX

Central administration and departments /
LenTpanbHblii anmapat yrnpaBJieHUs! O OTAEIbI

Department for Conservation of Biological Diversity and Specially
Protected Natural Areas / JlenapravMent coxpanenus
I"| GropazHoobpa3ns 1 0co60 OXpaHAEMBIX TPUPOAHBIX TEPPHUTOPHI

Funds for Nature Protection and Forestry Development /
— DoHIbI OXpaHbl IPUPOJIBI U PA3BUTHS JIECHON OTpacau

Department for Development of Forest Ecosystems /

R lican / PecniyGunkanckuii
JlenapTaMeHT pa3BUTHS JIECHBIX SKOCUCTEM epublican / Yy :

Local (7) / Mecrasie (7)

Center for State Regulation in the area of Environmental Protection|
H and Ecological Security / LlenTp rocyapcrseHHOro

State protected territories / ['ocyapcTseHHbIe OXpaHsieMbie

peryauposanus B chepe OOC u sKon0rHuecKoii 6e3omacHocTn ] TEppUTOPHH
State Institution “Kyrgyzlesokhotustroistvo” /
H ocynapcrBentoe yupexuenue «KbIpreiznecoxoTycTpoicTBoy | Reserves (10) / 3anose i (10)

| Natural parks (13) / ITpuponssie napku (13)

Directorate of Biosphere Territory “Issyk-Kul” / Jlupexius |— Sanctuaries (64) / 3axasnnku (64)

i Grocheproit Tepputopii «Mecbik-Kyib» | Forest protection stations (?) / Cranumu saursi neca (?)

| Forest administrations (42) / Jlecxo3sr (42)

Territorial departments (7) / | Forestry departments (8) / Jlecuuuectsa (8)

Teppuropuanbiste ynpassenis (7) |— Forestry and hunting administrations (1) / Jlecooxornuusu xo3siictsa (1)

L— Hunting farms (3) / Oxorxo3ssiicrsa (3)

The specially protected natural areas (SPNAs) with a special access mode and limited possibility of using natural
resources are divided into three categories: natural reserves, natural parks and wildlife sanctuaries. In 1998
biosphere territory “Issyk-Kul” was established / Cetb ocobo oxpaHaembix MNpupoaHbix Tepputopuii (OOMT),
MMetoLMX 0COBbIN PEXUM A0CTyMNa U OFrpaHUYEHHYI0 BO3MOXHOCTb MCMO/1b30BaHMA NPUPOAHbIX PECYPCOB, AENNTCA
Ha TpW KaTeropuu: NpUMpoAHble 3anoBeAHWKW, NPUPOAHbIE MapKM M 3aKasHuKM. C 1998 r. 6bina obpasoBaHa
6rocoepHan TeppuTopms «MUccbik-Kynby».

The issues related to protection of the natural environment and biological diversity are controlled by the SPNAs and
the State Forestry Service subdivisions. In total, there are 42 forestry administrations, 8 independent forestry
departments and 1 forestry and hunting administration. / Kpome OO[MT Bonpocamu oxpaHbl NPUPOAHON Cpesbl 1
6uonornyeckoro pasHoobpasns 3aHMMaOTCA NoApasaeeHNA rocyAapCcTBEHHON NeCHOM cnyXKbbl. Bcero no ctpaHe
cywectByeT 42 necxo3a, 8 CaMoCTOATE/IbHbIX IECHMYECTB U 1 1€COOXOTHMUYbE XO3ANCTBO.

3.2. Location of the developed system and automation objects / Mecto paspa6atbiBaemoii cuctembl U 06bEKTbI
aBTOMaTU3auuun

The automation objects will be the processes in the following areas of SAEPF activity / O6bektamu aBTomaTm3aLmm

6yayT ABNATLCA NPOLLECChl MO CneAyloWmnm HanpasaeHnsam geatenbHoctu FTAOOCK/IX:

- collection and processing of information on the state of the wildlife in the Kyrgyz Republic based on results of
seasonal registration of game and protected kinds of animals / c6op 1 06paboTka MHGOPMAaLIMM O COCTOAHUM
YKMBOTHOTO mMpa KP no pesynbTaTam Ce30HHbIX y4ETOB MPOMbICIOBbIX Y OXPAHAEMbIX BUAOB KMBOTHbIX;

- preparation and coordination of reports submitted by territorial subdivisions, affiliate organizations, and
hunting providers / noarotoska M corfacoBaHue OTY4ETOB TePPUTOPUANbHBLIX NOAPA3LAENEHUN U A0YEePHUX
OpraHuM3aumi, a TakKe OXOTNO/Ib30BaTeNEN;



The

recording of information on licenses issued for the use of biological natural resources (flora and fauna) / yuer
MHPOPMALMM MO BbIAABAEMbIM JIMLEH3UAM Ha WMCMNOJb30BaHME OMONOrMYECKUX MPUPOAHbLIX PECypcoB
(06bEKTOB KMBOTHOTO U PACTUTE/ILHOTO MMUPA);

provision of general information on the state of the environment, SPNAs and biological diversity to all concerned
organizations and the civil society / npesoctasneHmne obuieil MHGOPMALMU O COCTOSHUMN OKPYKatoLLeln cpesbl,
OOMNT n 6uonornyeckoro pazHoobpasma BCcem 3aMHTEPECOBAHHBIM OPraHU3aLMAM U FpaXkKaaHCKOMY obLLecTsy;
provision of state services / npegoctasneHune rocy4apCcTBEHHbIX YCAYT;

preparation and tracking documents on nature protection measures (elimination of illegal capture of biological
resources, illegal use of land resources, etc.) within the competence of SAEPF and its subdivisions / obopmneHue
M OTCNEXMBAHME [ABMMKEHUS LOKYMEHTAUMW MO OXPaHHbIM MeponpuATUAM (NpecevyeHne He3aKOHHOro
NPOMbICaa BUOOrMYECKUX PECYPCOB, HE3AKOHHOIO MCMO/Ib30BAaHUA 3eME/bHbIX PECYPCOB U T.4,.) B Npeaenax
komneteHunn FTAOOCKJIX 1 ero nogpasaeneHui;

interdepartmental exchange of information with other information systems of state agencies /
MeKBEAOMCTBEHHbI 06MeH WHpopmaumen ¢ Apyrumn MHOOPMALMOHHBIMU CUCTEMAMMU TOCYAAPCTBEHHbIX
OpraHos;

preparation of various analytical materials / noarotoska aHanMTUYECKMX MaTepPUasioB Pas/IMHHOrO XxapakTepa;
digitalization of archived and retrospective information on the themes stated above / nepesog apxvsHoi1 1
PEeTPOCNEKTUBHOM MHDOPMALLMM MO BbllLeyKa3aHHbIM HanpaBaeHUsaM B LmbpoBoit popmar.

processes stated below are the processes characteristic for the SAEPF activity. As part of such activity

information is analyzed, and corresponding conclusions on the possibility of automation of such processes are drawn
/ Huske nepeuncneHsl cneaytouime npouecch! B aeatenbHoctv FAOOCK/IX, B pamKax KOTOPbIX MPON3BOAUTCA aHaNn3
MHGOPMaLMM 1 BbIHECEHbI COOTBETCTBYIOLLME BbIBOAbI O BO3SMOMKHOCTM MX aBTOMAaTU3aLMUK:

- Decision on
Possibility of .
X automation as part of
No. automation / ,
the project /
/ Ne Process / HaumeHoBaHue npouecca BO3MOXHOCTb
PeweHue 06
n/n aBTOMAaTU3-
aBTOMAaTU3aLuu B
auum
XoZ4e NpoekKTa
State statistical reporting / locyzapcTBeHHas cTaTUCTMYECKan OTYETHOCTb
1. |No.2 TP (TN) (Hunting) “Report of a Hunting Farm” / No2 Tl (Oxora) «Otuet| Possible / Will be automated /
OXOTHWYLErO X03ANCTBA Bo3morkHa byaet
aBTOMATU3MPOBaAH
2. |No.1-Reserve “Report on Reserves and National Parks” / Ne1-3anoseaHuk Possible / Will be automated /
«OTYeT No 3anoBeAHMKaM U HAUMOHANbHbIM NapKam» Bo3mokHa bypet
aBTOMATU3MPOBaAH
Information on the subdivisions / UHdopmauus o noapasaeneHusx
3. |Registration Certificate of a Subdivision (SPNAs, forestry administrations, Partially Will be automated /
hunting farms, etc.) / Nacnopt nogpasaenexus (OOMT, necxo30s, possible / byaet
OXOTXO3AMCTB U T.A.) YactnyHo aBTOMATU3MPOBaAH
BO3MOKHA
4. |Maps of the territory, zoning / KapTbl TeppuTOpUm, 30HMpOBaHME Possible / Will be automated /
Bo3moHa bypet
aBTOMAaTU3MPOBaAH
5. |Management plans / MnaHbl ynpasieHus Partially Will be automated /
possible / Bynet
YactmyHo aBTOMaTU3MpPOBaH
BO3MOKHA
6. [Nature records / Jletonucb npupoabl Partially Will be automated /
possible / Byaer
YactnyHo aBTOMAaTU3MPOBaAH
BO3MOKHA
7. |Form No. record-1: Data on the area of hunting farms and a list of hunting Possible / Will be automated /
areas over a year / ®opma Ne yuet-1: CBeAeHUA N0 NIOLAAN XO3ANUCTB U Bo3amokHa bypet
SKCM/IMKALLMM OXOTYrogamin 3a roz, aBTOMATU3MPOBaAH




8. [Tourist routes / TypucTuyeckre mapLupyTbi Possible / Will be automated /
Bo3mokHa bypet
aBTOMaTU3MpPOBaH

Biological diversity monitoring / MoHWUTOpUHT 6-Mo0rMYeckoro pasHoobpasus

9. |Card of registration of wild ungulate animals / Kaptouka yueTta gukux Possible / Will be automated /
KOMbITHBIX }KMBOTHbIX Bo3MorKHa bynet

aBTOMaTU3MpPOBaH

10. |Consolidated data on the registered number of groundhogs in hunting Possible / Will be automated /
areas over a year. Completed on the basis of cards of registration of Bo3moxkHa byget
groundhogs / CBoaHble cBeAeHMs yHeTa YNCEHHOCTU CypKa B OXOTYroAbsAX aBTOMAaTU3MPOBaAH
3a rofl. 3ano/iHAeTca Ha OCHOBE KapToueK yyeTa CYpKoB

11. |Consolidated data on the fall registration of the number of muskrats in Possible / Will be automated /
hunting areas over a year. Completed on the basis of “Route Record Sheet» | Bo3smoxxHa byaet
/ CBOAHbIE CBEAEHWA OCEHHErO yYeTa YNCAeHHOCTV OHAATPbI B aBTOMATU3MPOBaAH
OXOTYroAbAxX 3a rof,. 3anonHAeTcA Ha OcHoBe «BegomocTu yyeTta
MapLIpyTOB»

12. |[Form No. record-4: Data on the number of the main game animals and Possible / Will be automated /
animals on the endangered species list living in the territory of a hunting Bo3morkHa byaet
administration as of the beginning of the year / ®opma No yuér-4: aBTOMATU3NPOBAH
CBeAeHMA NO YNCIEHHOCTU OCHOBHbIX OXOTHUYBbUX M 3aHECEHHDBIX B
KpacHYo KHUTY }KMBOTHbIX, 0BUTAIOLMX HA TEPPUTOPUMN OXOTXO3AMNCTBA HA
Hauyano roga

13. |Form No. record-2: Registration card for the winter route census of the Possible / Will be automated /
number of the main game animals and animals on the endangered species | Bo3moxHa byaet
list registered using animal tracks / ®opma Ne yuér-2: YyetHas kapToyka rno aBTOMATU3NPOBAH
3UMHEMY MapLLPYTHOMY YYETY YNCNEHHOCTU OCHOBHbIX OXOTHUYBbUX U
3aHECEHHbIX B KPaCHYH KHUTY }KUBOTHbIX, Y4UTbIBAEMbIX MO CAeLam

14. [Form No. record-3: Registration card for the winter route census of the Possible / Will be automated /
main game animals registered using a visual method / ®opma Ne yyér-3: Bo3moxHa byaet
YyeTHaa KapTouKa No 3MMHEMY MapLIPYyTHOMY YYETY YNCIEHHOCTU aBTOMAaTU3MPOBaAH
OCHOBHbIX OXOTHUYBWX }KUBOTHbIX, Y4UTbIBAEMbIX MO BU3YaNbHO

15. |Form No. record-5: Data on the number of <animal type> in a hunting Possible / Will be automated /
farm(s) over a year / ®opma Ne yuét-5: CBeAeHMA Mo YNCIEHHOCTU <BUZ, Bo3moxHa byaer
YKMBOTHOrO> B OXOTX03AMCTB(e)ax 3a rog, aBTOMAaTU3MPOBaAH

16. |[Form No. record-6: Consolidated data on the number of the main game Possible / Will be automated /
animals and animals on the endangered species list living in hunting farms Bo3morkHa Byaet
<a hunting farm or a regional department of the Main Hunting aBTOMATU3MPOBaH
Administration> as of the beginning of the year / ®opma N yuér-6:

CBO/AHbIE CBEAEHMSA MO YNCNEHHOCTU OCHOBHbIX OXOTHUYBbUX U 3aHECEHHbIX
B KpacHYH KHUTY }KUBOTHBbIX, OBUTAIOLLMX B OXOTHUYBMX XO3AUCTBAX
<OXOTXO3ANCTBO MW perMoHasbHoe ynpasaeHue [N1aBoxXoTbl> Ha HavYano
roga

17. |Form No. record-6: Data on the age and gender composition of wild Possible / Will be automated /
ungulate animals in hunting areas of a <hunting provider> as of the Bo3morkHa byaet
beginning of the year / ®opma No yuért-6: CeegeHmna no nonoso3pacTtHomy aBTOMaTU3MPOBaH
COCTaBY AMKMX KOMbITHBIX }KMBOTHBIX B OXOTYroAbax (y4acTkax)
<OXOTMO/Ib30BaTENA> Ha HaYaso ro4a

18. |Entering into the IS the information on points of observation of animals Possible / Will be automated /
from GPS-receivers / BHeceHue B UC nHdpopmaLmm o ToUuKax HabaaeHus Bo3mokHa byget
*KMBOTHbIX ¢ GPS-npremHuKos aBTOMaTU3MpPOBaH

19. |Formation of habitats / MocTpoeHue apeanos pacnpocTpaHeHus Possible / Will be automated /

Bo3mokHa bygpet

dBTOMAaTU3NPOBaH




20. |List of fauna species living in the territory of the Kyrgyz Republic / Automated / Will be integrated
MNepeyeHb 06BEKTOB }KMBOTHOMO MMpPaA, BCTpeYatolwmxcs Ha Tepputopun KP |  ABTOomaTtusmpo into the IS / Byaet
BaHO MHTEerpmposaH B UC
21. |List of flora species growing in the territory of the Kyrgyz Republic / Possible / Will be automated /
MepeyeHb 06HEKTOB PaCTUTE/IbHOrO MUPa, NPOM3PACTAOLLMX Ha Bo3morKHa byaet
Tepputopumn KP aBTOMATU3MPOBaAH
Depletion of biological resources (hunting, collection of plants, etc.) / U3baTue 6uonormyeckux pecypcos (oxota, cbop
pacTeHuit n T1.4.)
22. |Determination of limits for depletion of resources / Onpeaenexne numutos| Possible / Will be automated /
Ha U3bATUE Bo3moxHa bypet
aBTOMAaTU3MPOBaAH
23. |Establishing quotas for depletion of resources / YcraHoBieHve KBOT Ha Possible / Will be automated /
006bI4y Bo3moxkHa byget
aBTOMATU3MPOBaAH
24. |License for depletion of fauna and flora species / /lnueH3ua Ha gobbivy Possible / Will be automated /
06BbEKTOB KMBOTHOTO M PACTUTE/ILHOMO MUPA Bo3morkHa byaet
aBTOMAaTU3MPOBaAH
25. |Payment for licenses / Onnata avueH3ui Possible / Will be automated /
Bo3amokHa bypet
aBTOMAaTU3MPOBaAH
26. |Request from a hunting provider for obtaining a permit for hunting Possible / Will be automated /
groundhogs for a season / 3asBKa 0XOTMNO/Ib30BATENA Ha MOIyHEHNE Bo3mosKHa byner
pa3peLleHns Ha MPOMbICEN CYpPKa Ha Ce30H aBTOMATU3MPOBaAH
27. |Request from a hunting provider for obtaining a permit for hunting Possible / Will be automated /
muskrats for a season / 3asBKa 0X0TNo/Ab30BaTENIA Ha NOMYyYEHNE Bo3morKHa byaet
paspeLleHns Ha NPOMbICEN OHAATPbI HA CE30H aBTOMATU3MPOBaAH
28. |Report on captured animals / OTyeT Mo A06bITLIM KMBOTHbIM Possible / Will be automated /
Bo3mokHa bypet
aBTOMAaTU3MPOBaAH
29. |Register of hunting licenses (including regular evaluation) / Peectp Possible / Will be automated /
OXOTHUYBbUX BUNETOB (BKOYAA peryasapHble aTTectauum) Bo3morkHa byaet
aBTOMAaTU3MPOBaAH
30. [Trophy list / TpodeiiHbin anct Possible / Will be automated /
Bo3mokHa bypet
aBTOMATU3MPOBaAH
31. |Personalized hunter’s card / UmeHHas oTcTpesiouHan KapToyka Possible / Will be automated /
Bo3mokHa bypet
aBTOMATU3MPOBaAH
32. |Report of the Hunter and Fishermen’s Association for a quarter (on a Possible / Will be automated /
cumulative total from the beginning of the year) / Otuet o6uiecTea Bo3moxHa byaet
OXOTHWKOB M PblI6ONOBOB 3a KBapTa (C HapacTaloLWMM UTOFOM C Havyana aBTOMAaTU3MPOBaAH
roga)
33. |Animals registered to a hunter / }XnBOTHble, 3aperncTpupoBaHHbIe Ha Possible / Will be automated /
OXOTHWKA Bo3moHa bypet
aBTOMATU3MPOBaAH
34. |Hunting weapons registered to a hunter / Opyskue, 3apernctpupoBaHHoe Possible / Will be automated /
Ha OXOTHMKA Bo3mokHa byget
aBTOMATU3MPOBaAH
Protective measures / OxpaHHble MeponpuaTus
35. |Registration of detention of an offender / ObopmneHne 3agepaHus Possible / Will be automated /
npaBoHapyLwmTena Bo3mokHa bypet

dBTOMAaTU3NPOBaH




36. |[Checking the offender’s name against the State Register of Offenses / Possible / Will be automated /

MpoBepKa NpaBoHapyLWMTena No rocyAapCTBEHHOMY peecTpy Bo3morKHa byaet
npaBoHapyLeHnit aBTOMaTU3MPOBaH
37. [Tracking judgement and enforcement of court judgement / OtcnesxxkusaHue | Possible / Will be automated /
BbIHECEHWA 1 UCMOSIHEHWNA NOCTAHOBEHWUI cyaa Bo3morKHa byaet
aBTOMaTU3MpOBaH
38. |Registration of payments for claims and fines / YueT onnatbl Mckos u Possible / Will be automated /
wrpados Bo3morkHa bypet
aBTOMaTU3MpOBaH
39. |Flow of seized illegal trophies and offensive weapons / guskeHune nsbatbix | Possible / Will be automated /
He3aKOoHHbIX Tpodees 1 opyAnii MpaBoHaPYLLEHUS Bo3morKHa byner
aBTOMaTU3MPOBaH
40. [Certificate for the Right to Use a Plot of Land (with a map of the territories Possible / Will be automated /
and borders / YaocTtoBepeHue Ha NpaBo No/ib30BaHMA 3eMe/IbHbIM Bo3morKHa byaet
y4acTKOM (comepskallee KapTy C TeppuTopueit u rpaHuLamm) aBTOMaTU3MPOBaH

Provision of state services / NpesocrasneHne rocy4apcTBEHHbIX YCayr

41. |Provision of information on areas in the recreational zone to potential Possible / Will be automated /
lessees (including maps) / NpeaocrasneHve nHbopMaLMmM Mo y4acTkam B Bo3moxkHa byaet
peKpeaLMoHHON 30He A/1A NOTEHLMANbHbIX apPeHAATOPOB (BKAtOYasA KapTbl) aBTOMATU3MPOBaAH

42. [Register of visits of SPNAs and hunting farms (system of electronic tickets) /| Possible / Will be automated /
Peectp noceweHns OOMT 1 0XOTX03AMCTB (CMCTEMA SNEKTPOHHBIX BuieToB)| Bo3moskHa bypet

aBTOMAaTU3MPOBaAH

Other processes / lNpouue npouecchbl

43. [Register of research works / Peectp HayuHo-MccnenoBaTenbCkMx paboT Possible / Will be automated /
Bo3amoxHa bypet
aBTOMAaTU3MPOBaAH
44. |Analytical and statistical information sampling and grouping / Possible / Will be automated /
AHanUTUYECKanA M CTaTUCTUYECKan BbIBOpKa M rpynnupoBKa MHbopmaLmm Bo3morkHa byaet
aBTOMATU3MPOBaAH
45. |Preparation and uploading to the SAEPF website of maps and diagrams Possible / Will be automated /
illustrating habitats of animals with the possibility of selection of certain Bo3morkHa Bbyaet
display parameters / MoaroTtoska v BbiBoA, Ha callT TAOOCK/IX KapT U aBTOMaTU3MpPOBaH

[varpamm pacnpocTPaHEHUs KUBOTHbIX, C BbIGOPOM TeX UM UHbIX
napameTpoB oTobpaKeHUs

46. |Browsing of public information on the state of biological diversity on the Possible / Will be automated /
SAEPF website / [pocMOTp OTKPbITOM A/ WMPOKOro PacnpoCcTpaHeHus Bo3mokHa bypet
MHbOPMaLMM O COCTOSIHMM BUOpa3HO0bpa3unsa Ha caiite TAOOCK/IX aBTOMATU3MPOBaH

47. |Addition of cartographic layers for display of those on maps / lo6asneHne | Possible / Will be automated /
KapTorpadpuyeckux cnoes 418 oTobpaxKeHMs Ha KapTax Bo3moxkHa Bynet

aBTOMAaTU3NPOBAH

48. |Information editing, correction and deletion / PegakTtuposatue, Possible / Will be automated /
ncnpasneHue n yganeHne nHpopmaumm Bo3mokHa byget

aBTOMAaTU3NPOBAH

49. |Electronic coordination of documents and tracking of document flow / Possible / Will be automated /
S1EeKTPOHHOE COrNIacoOBaHMe 1 OTC/IEXKMBAHME CPOKOB NMPOXOXKAEHUA Bo3moxkHa bypet
[IOKYyMeHTOB aBTOMATU3MPOBaH

For each listed process, all sample documents and approved document forms that are subject to automation within
the framework of the created information system should be analyzed.
Most of the listed documents are on paper. Data on the registration of animals for the last 5 years are contained in
the database “PAs and biodiversity”/ o Kaxaomy nepedyncieHHOMY NpoLeccy A0/KHbI BbiTb NPOaHaNN3UPOBaHbI
BCE TUMOBble [OKYMEHTbl W YyTBEpXAEeHHble GOpMbl AOKYMEHTOB, NojJjexaliMe aBTOMaTu3auMM B pamax
cozgaBaemoit MC. Bosblian YacTb NepeymcieHHbIX JOKYMEHTOB COAEPKMUTCA Ha ByMaKkHbIX HoCUTensx. JaHHble No
yYeTy }KMBOTHbIX 33 nocneaHune 5 net coaeprkatca 8 b, « OOMNT n 6GuopasHoobpasmer.



4. REQUIREMENTS FOR THE SYSTEM / TPEEOBAHUA K CUCTEME
4.1. Requirements for the system as a whole / Tpe6oBaHusa k cucteme B Lenom

4.1.1. Requirements for the system structure and operation / TpeboeaHus kK cmpykmype u hyHKYUOHUPOBAHUH
cucmemol

The IS “SPNAs and Monitoring of BD” should meet the following requirements / MC «OOMNT 1 MOHUTOPUHT BP»

[JOJIXKHa 0TBeYaTb CreayoWwmnm TpeboBaHUaM:

- it should be centralized, i.e. all data should be kept in the central data repository / 6biTb LeHTpaM30BaHHOM,
T.e. BCe AaHHble JOKHbI pacrnonaraTbCa B LeHTPaibHOM XpaHWUMLLE.

- have multi-level architecture of the access to data / umeTb ypoBHEBYH apXUTEKTYPY AOCTYMa K AaHHbIM.
ensure physical redundant data storage (RAID), as well as incorporate tools to restore system health and data
integrity in the event of technical or software failures/ o6ecneunsath dur3nyeckoe M3bbLITOUHOE XpaHeHMeE
AaHHbIX (RAID), a TakKe MMeTb B CBOEM COCTaBe CPeACTBA BOCCTAHOB/AEHUA PaboOTOCNOCOOHOCTU CUCTEMDI U
LLeNIOCTHOCTM AaHHbIX B C/ly4ae TEXHUYECKUX UM NPOrpaMmHbIX cboes.

- ensure a 24-hour system operation mode / obecneunBatb KpPyr10CyTOUHbIA PEXUM OYHKLUMOHMPOBAHMSA
cucTeMbl.

- ensure a reliable protected user connection and work both with the use of the local network channels of SAEPF
and public Internet channels (for subdivisions and other organizations) / o6ecneunBath HagexHoe,
3aWMLLEHHOE NOAKAOYEeHNE M paboTy Nonb3oBaTeNel Kak NO KaHanam iokanbHoi cetn TAOOCUK/IX, Tak 1 no
KaHanam obLero nosb3oBaHus Internet (419 noapasfeneHnn U NPOYUX OPraHn3aLmii).

- meet other requirements to the security of information kept in databases of the state information systems /
OTBEYaTb MHbIM TpeboBaHMAM, NPeabABAAEMbIM K 3awwmTe nHGopMaLmmn, cogepKallelica B 6asax AaHHbIX
rocyAapCTBeHHbIX MHPOPMALMOHHbIX cucTem?®,

It is suggested to allocate the following functional subsystems in the IS “SPNAs and Monitoring of BD” / B UC «OOMNT

M MOHUTOPUHT BP» npegnaraerca BblAeAUTb cieaytolime GYHKUMOHAIbHbIE NOACUCTEMDI:

- a subsystem for data collection, processing and uploading intended for implementation of processes of data
collection from systems-data sources, bringing the data to the form required for filling the data storage
subsystem / nodcucmema cbopa, 06pabomku u 3a2py3KU OAHHbIX, KOTOpaa NpeaHasHayeHa A4 peanmsaumm
npoueccos cbopa AAaHHbIX U3 CUCTEM UCTOYHUKOB, NPUBEAEHMUA YKa3aHHbIX AaHHbIX K BUAY, HEOOX0AMMOMY AN5
Hano/IHEHWA NOACUCTEMbI XPaHEHMA AAHHDBIX;

- asubsystem for data storage intended for data storage in structures aimed at making decisions / nodcucmema
XpaHeHUs OaHHbIX, KOTOpasA NpeAHa3HaYeHa A1 XPaHEeHUs JaHHbIX B CTPYKTypax, HaLeNeHHbIX Ha NpuHATME
peleHui;

- a subsystem for preparation and visualization of SAEPF reporting intended for preparation of various forms of
reporting for the own needs of SAEPF / nodcucmema cpopmuposaHua u eusyanusauyuu omyemHocmu
FAOOCu/IX, KoTopas npegHasHavyeHa AnAa GOPMUPOBAHUA Pas3NUYHbLIX POPM OTYETHOCTU ANA COOCTBEHHbIX
Hy»g FTAOOCK/IX.

- a subsystem for output of data to the official SAEPF website intended for visualization and preparation of
information about the state of biological diversity in the Kyrgyz Republic with such information to be free for
viewing by other organizations and the civil society / nodcucmema 8b1800a OaHHbIX HA OGUUUAILHBIU catim
FAOOCuU/IX, KoTopasa npegHa3HayeHa ANA BM3yanusaumm u GOpPMMPOBAHUA MHPOPMALMM O COCTOAHUM
6uonornyeckoro pasHoobpasua B KP ana cBoboaHOro A0CTyna CTOPOHHWMX OPraHM3auuii M rpaxaaHCKoro
obuecTsa.

- asubsystem for general management and maintenance intended for provision of IS operation and data integrity
/ modcucmema obuwjezo ynpaesneHuUs U MexHUYecKo2o 06CAYyHUBAHUSA, NpeaHasHadeHHan aia obecneyeHus
dYHKUMOHMpoBaHuA UC 1 LenoCTHOCTM AaHHbIX.

It is necessary to use the TCP/IP protocol as a protocol of interaction between the components of the IS “SPNAs and
Monitoring of BD” at the transport and network level / B kauectBe npoTOKO/a B3aVMOLENCTBUA MENKIY
komnoHeHTamm UC «OOMNT M MOHUTOPUHT BEP» Ha TpPaHCNOPTHO-CETEBOM YpPOBHE HEObXoAMMO WMCMOAb30BaTb
npoTtokon TCP/IP.

In order to organize user access to the protected areas and monitoring of the BD and information exchange between
the components of the information system, special application-level protocols should be used, such as: NFS, HTTP
and its extension HTTPS using session encryption at a level not lower than 128 bit/ [ns opraHusauuu goctyna

3 Requirements for Security of Information Kept in Databases of State Information Systems (approved by Resolution of the
Government of the Kyrgyz Republic No.762 dated 21.11.2017 / Tpe6oBaHuamm K 3aliute nHGopmaLmu, coaepskalieiica B 6asax
[AHHbIX TOCYAAPCTBEHHbIX MHPOPMALMOHHBIX cucTem (yTBep:KaeHbl NocTaHoBneHrem MpaBuTenbctBa KP Ne762 ot 21.11.2017

r)



nonb3osatenent K UC «OONT 1 MOHUTOPUHT BP» N MHGOpMaLMOHHOTrO 0b6MeHa mexay KomrnoHeHTamu UC 40MKHbI
MCMNO0/Ib30BaTbCA CNeLnanbHble MPOTOKOAbI MPUKNAAHOMO YPOBHA, Takue Kak: NFS, HTTP un ero pacwupeHue HTTPS ¢
MCMNO/Ib30BaHMEM WNPPOBAHUA CeaHCa Ha YPOBHE He Huxke 128 bit.

To organize the access of users to the IS "SPNAs and Monitoring of BD", the HTTP presentation level protocol and its
extension HTTPS should be used / [na opraHusaumm goctyna nosbsosatesnein K UC «OOMNT U MOHUTOPUHT BP»
LOJ/IKEeH UCNoab30BaTbCA NPOTOKO Npe3eHTauMoHHoro yposHA HTTP un ero pacwupenne HTTPS.

The related systems for the IS “SPNAs and Monitoring of BD” include the official website of SAEPF, which serves as
a primary interface placement point (access point) for the access of third party authorized and unauthorized users
to the IS “SPNAs and Monitoring of BD”, and the Forest Management Information System (ISUL) which serves as an
agent for data exchange within SAEPF / CmexHbimu cuctemamu gis UC «OOMT 1 moHuTopuHr BEP» asnserca
odbuumanbHbin cakt TAOOCKU/IX, KOTOPbIA CAYXKUT MEPBUYHOM MNOLWLAAKON pasmelleHns uHTepdelica (Touku
[OCTyna) gaa [ocTyna CTOPOHHUX aBTOPM30BAHHbLIX M HEaABTOPM30BAHHbIX Mosib3oBaTesnert K UC «OOMNT wu
MOHUTOPUHI BP», 1 UHPopmaLmoHHaa cuctema ynpasneHus necamu (MCYJ), B KauecTBe areHTa gaa obmeHa
AaHHbIMK BHYTpU TAOOCK/IX.

Access of authorized users located in the SAEPF building should be carried out directly via the agency’s internal local
network/[JocTyn aBTOpM30BaHHbIX NoNb30BaTeNel, Haxoasawmxca B 3aaHmum FTAOOC/IX JOMKeH OCyLLecTBAATbCSA
HanpAMYyo, MO BHYTPEHHEeN /I0OKa/IbHOW CeTU areHTCTBa.

The IS “SPNAs and Monitoring of BD” should support the following modes of operation / MC «OOMNT 1 MOHUTOPUHT

BP» fo/KHa noaaepKuneaTh cneaytowme pexkumbl GyHKLMOHUPOBAHUA:

- the main mode, as part of which the IS subsystems perform their main functions / OcHosHoli pexcum, B KoTopom
noacuctembl UC BbINONHAIOT BCE CBOU OCHOBHbIE QYHKLUN.

- the prophylactic mode, as part of which one or all IS subsystems do not perform their functions /
Mpogunakmuyeckuli pexcum, B KOTOPOM OZHa UK BCe noAcucTembl MC He BbINOAHAIOT CBOUX GYHKLMIA.

When operating in its main mode, the IS should ensure / B ocHoBHOM pexume dyHKUMOHUPOBaHMsa UC gosxHa

obecneynBaTb:

- the work of users in the 24/7 mode / paboTy nonb3oBaTesnell B pexnme — 24 4aca B CyTKM, 7 AHEN B HEAENt0
(24x7);

- performance of its functions — data collection, processing and uploading; data storage, submission of reporting,
etc. / sbinonHeHne cBomx GyHKLMIM —cbop, 06paboTKa 1 3arpy3Ka AaHHbIX; XpaHeHWe AaHHbIX, NpeaocTasaeHme
OTYETHOCTU U T.A.

When operating in the prophylactic mode, the IS should ensure performance of the following works / B

npodunaktnyeckom pexknume UC gonkHa obecrneymBaTb BO3SMOMXKHOCTb MPOBEAEHMA Clieaytowmx paboT:

- maintenance / TexHnyeckoe obcayKMBaHME;

- modernization of the hardware and software complex / moaepHu3auuio annapaTtHO-NMPOrPaMmmHOro
KOMMNAEKCa;

- elimination of emergency situations / yctpaHeHue aBapuiiHbIX CUTYaLLUIA.

The total period of prophylactic works should not exceed 5% of the total operation period of the system in the main
mode / O6wee Bpems nposeaeHWs NPOGUNAKTUYECKMX PaboT He LO/IKHO MpeBbiwaTte 5% oT oblero BpemeHu
paboTbl CUCTEMbI B OCHOBHOM PEXMUME.

To ensure high reliability of IS operation, both of a system as a whole and of its individual components, it is necessary
that the requirements for diagnostics of the state of the system are met / [1na obecneyeHuns BbICOKON HaZEKHOCTM
dyHKUMOHMpoBaHMA MC KaK cUCTEMbI B LLEJIOM, TaK U €€ OTAEe/bHbIX KOMMOHEHTOB, AO/KHO obecrneynBaTbes
BblNo/HEHMEe TpeboBaHM N0 ANArHOCTUPOBAHUIO €€ COCTOAHMA.

- The diagnostics of the IS should be carried out using the following standard means and tools provided as

part of the supplied software set / [uarHoctrposanme UC [0/IKHO OCYLLECTBAATHCA CAEAYIOWMMMU LWTATHBIMM

CpeAcTBaMM, BXOAALLMMMU B KOMMIEKT NOCTaBKM NporpammHoro obecnevyeHus:

- integrated DBMS / BcTpoeHHble cpeactea CYB/;

- means for diagnostics of the server operating system level / cpeactsa avarHOCTUKM YPOBHA onepaLmuoHHOM
cucTemMbl cepeepa

- the own means of the IS for monitoring of activity of system users / cpeactsa camoit VIC no MOHUTOPUHTY
aKTMBHOCTU NO/Ib30BaTesIel CUCTEMDI

It is mandatory to keep a log of incidents in the electronic form. It is also required to ensure regular and continuous
monitoring of the state of the system and its maintenance / O6sA3atenbHO BefeHUe KypPHaN0B UHLUMAEHTOB B



3/IEKTPOHHOM popme. [ANnA BCeX TEXHUUYECKMX KOMMOHEHTOB HeobxoanMmo obecrneunTb peryiapHbIi U NOCTOSHHbLIN
KOHTPO/Ib COCTOAHMA U TEXHUYECKOE 06CyKMBaHME.

4.1.2. Requirements for the number and qualification of the system staff and work hours / TpebosaHus K
YucAeHHOCMU U KEAAUGUKALUU NepcoHand cucmemsl U pexcumy e2o pabomer?

4.1.2.1. Requirements for the staff number / Tpe6osaHus K YyucaeHHocMu nepcoHana

The composition of the staff necessary to ensure the IS operation within the relevant SAEPF subdivisions should
include the following responsible persons / B coctas nepcoHasna, HeobxoaAnmoro Ana obecneyeHuns sKcnayataumm
MNC B pamKkax cooTBeTcTBYOLWMX nogpasgeneHnii TAOOCK/IX, HeobxoAMMO BblAeNeHUe cieayoWmxX OTBETCTBEHHbIX
N

- Head of the Operating Unit — 1 person / PykoBoauTe b 3KCNyaTUPYHOLWEro noapasaenerus - 1 uenosex.

- System Administrator — 2 persons / CUCTEMHbI aAMUHUCTPATOP - 2 Ye/I0BEKa.

These persons should perform the following functional duties / [aHHble Anua A0KHbI BbINOAHATL CleayloLie

bYHKUMOHANbHbIE 06A3aHHOCTY.

- the Head of the Operating Unit provides overall management of the operation process throughout the IS
operation / Pykogodumesib 3KCrayamupyowe2o nodpasoesneHus - Ha BCeM MPOTANEHUN GYHKLMOHUPOBAHUA
NC obecneunsaeT obuiee pyKoBOACTBO NPOLLECCOM IKCMayaTaLuu.

- the System Administrator throughout the operation provides hardware and software operation of the IC,
including routine maintenance to restore the system in case of a failure, and regular data backup / Cucmemneiii
aOMUHUCMPAMOpP - Ha BCEM MPOTAMEHUM IKCMayaTaumMum obecrnedymBaeT anmnapaTtHoe M nporpaMmmHoe
byHKUMOHMpOBaHMe MUC, BKAOYan perfiameHTHble paboTbl MO BOCCTAHOB/IEHMIO PabOTOCNOCOBHOCTM CUCTEMDI B
cnydyae cboes M perynspHoe pe3epBHOE KOMMpPOoBaHWe AaHHbIX.

4.1.2.2. Requirements for staff qualification / Tpe6osaHus K K8AAUGUKAYUU MepcoHana

The qualification of the staff working with the IS “SPNAs and Monitoring of BD” should meet the following
requirements / K kBanudukaumm nepcorana, akcnayatmpytowero MC «OOMT n moHUTOpUHT BP», npeabasasioTcs
cnepgyowme TpeboBaHus.

- Authorized SAEPF user — good knowledge in the corresponding field; capability of working with a computer at
the level of an ordinary user, skills of working with WEB-applications / Aemopu3sosaHHsiii nons3osamers
FTAOOCu/IX - 3HaHWe COOTBETCTBYHOLLEN MpeamMeTHOM obnacTm B npegenax CBOEro Hanpas/eHUA; YyMeHue
paboTaTb C KOMMNbIOTEPOM Ha YPOBHE 0BbIMHOrO NOb30BATENSA, HAaBbIKM PaboTbl ¢ WEB-NpUaoKeHUAMU.

- Authorized third-party user - good knowledge in the corresponding field; capability of working with a computer
at the level of an ordinary user, skills of working with WEB-applications / Aeémopu3osaHHbiii noss3osamers
CMopoHHel op2aHU3ayuU - 3HaHWe COOTBETCTBYIOLLEN NpeaAMeTHOM 061acTv B npesenax CBOero HanpasieHus;
ymeHue paboTaTb € KOMMbIOTEPOM Ha YypoBHe O6bIYHOrO Monb3oBaTens, HasblkM paboTbl ¢ WEB-
NPUNONKEHUAMMN.

- System Administrator - in-depth knowledge of DBMSs; experience in administering servers and DBMSs;
knowledge and skills of performing archiving and data recovery operations; knowledge and skills of optimization
of DBMS operation, skills of development of additional forms of data presentation/output in DBMSs, skills of
testing and troubleshooting information networks LAN and WAN, skills of remote administration of server
systems and providing technical support to users / CucmemHsili admuHucmpamop - rnybokue 3Hanua CYB/;
ONbIT aAMUHUCTPUPOBaHUA cepBepoB U CYB/; 3HaHME 1 HAaBbIKM ONepaLLnii apXMBUPOBAHMA Y BOCCTAHOBAEHUSA
AaHHbIX; 3HAHWE W HaBblKM ONTMMM3aLMKM paboTbl CYB[, HaBblKM pa3paboTKM AOMNOAHUTENbHbLIX GOpPM
npeacTasieHna/ebiBoaa AaHHbIX B CYB[], HaBblKM TECTUPOBAHUA M YCTPAHEHUS HEeMoaaf0K MHPOPMALMOHHbIX
ceteit LAN n WAN, HaBblKM yAaNEHHOIo aAMUHUCTPUPOBAHNUA CEPBEPHbIX CUCTEM M OKa3aHMA TEXHUYECKOM
NoAAEPKKMU NoNb3oBaTes1ein.

- Unauthorized third-party user — general skills of working with WEB-applications and browsers /
Heasmopu308aHHbIl cmopoHHuUl nons3oeamens — oblme HaBblkM pabotbl ¢ WEB-npuaoxKeHnamun u
6paysepamu.

4.1.2.3. Requirements for staff work hours / TpebosaHus K pexcumam pabomel nepcoHana

The staff working with the IS “SPNAs and Monitoring of BD” and performing its maintenance should work as follows
/ MepcoHan, pabotatowmini ¢ UIC «OOMNT U MOHUTOPUHT BP» 1 BbINOAHAOWMA GYHKUUM €€ COMPOBOMKAEHMA U
ob6cnyKMBaHUA, f0MKeH paboTaTh B CIEAYOLLMX PEXKUMAX:

4 These requirements for personnel, provides SAEPF. The developer takes into account these requirements when developing a
system and technical documentation, conducting personnel training and subsequent technical support. / [laHHble TpeboBaHuA K
nepcoHany, obecneunsaet FAOOC/IX. Pa3paboTumK yunUTbIBAEeT AaHHble TpeboBaHMA NPU paspaboTKe CUCTEMbI U TEXHUYECKOM
OOKYMEeHTauuu, nposeaeHnm obyyeHns nepcoHana U nocaenyoweit TEXHUYECKoM noaneprKKe.



- Authorized SAEPF user — in accordance with the main work schedule of SAEPF subdivisions / AemopuzogarHsiii
nonszosamesns TAOOCU/IX - B COOTBETCTBUM C OCHOBHbIM pabounm rpadpukom nogpasgeneHunin TAOOCUX.

- Authorized third-party user — according to a flexible work schedule, within his/her competence /
Asmopu308aHHbIl Mosnb308amesns cmopoHHel opeaHu3ayuu — cBoboHbIN rpaduk paboTel ¢ UC, B npegenax
CBOEN KoOMMeTeHLUMN.

- System Administrator —in accordance with the main work schedule. In case of an emergency situation —irregular
hours. / CucmemHebili aOmuHucmpamop — B COOTBETCTBMM C OCHOBHbIM pabouum rpadukom. B cnydae
BO3HWMKHOBEHWA aBapUIMHOM CUTyaL MM — HEHOPMUPOBAHHO.

4.1.3. Purpose indicators / [Nokazamenu HazHayeHus

4.1.3.1. Requirements for system adaptability to changes / TpebosaHus Kk npucrnocobagemocmu cucmemsl K
UsMeHeHUAM

Adaptability of the IS at the design stage should be ensured by / O6ecneuenne npucnocobnsemoctt UC Ha aTane

pa3paboTKM AOMKHO BbINOJHATHCA 33 CYET:

- the use of open source standards for the design of information systems, including provision of the Client with
the initial software code / icnosib30BaHMA OTKPbITbIX CTaHAaPTOB pPa3paboTkM MHGOPMALMOHHBIX cucTem (open
source), BK/toYan npeaocTaBAeHnsa 3aKa3unKy MCXOL4HOMO NPOrpamMmMHOro Koaa;

- detailed system documentation at the stage of its development to facilitate further modernization /
MoapobHOro AOKYMEHTUPOBAHUA CUCTEMbl Ha CTaguu pas3paboTkM ana obnerdyeHua nocieaytouen

MOAEPHU3aLMM;
- maximum use of free supporting software and applied software subsystems of other developers /
MaKCMManbHOro  MCNo/sb30BaHMSA CBOBOAHO  PAcNpPOCTPAHAEMOro BCMOMOraTesIbHOro  NpPorpammMmHoOro

obecnevyeHua un MCNOJZIb3yeMbIX NPOrpamMmmHbIX NOACNCTEM CTOPOHHUX pa3pa6OTLIVIKOB.

Adaptability of the IS at the operation stage should be ensured by means of / O6ecneueHve npucnocobasemoctu

MNC Ha aTane QyHKLMOHMPOBAHMA AOXKHO BbINONHATLCA 33 CYET:

- full access through the system interface to all administration functions / MonHoro goctyna yepes uHtepdeic
cucTeMbl Ko Bcem GYHKUMAM aAMUHUCTPUPOBAHUS;

- a possibility of modernization of data collection, processing and uploading processes in accordance with new
requirements / B0O3MOXHOCTM MoOAEpHM3aUMM npoueccoB cbopa, 06pPabOTKM M 3arpysKM [AaHHbIX B
COOTBETCTBMM C HOBbIMW TPEOOBAHUAMM;

- apossibility of modification of the procedures of access and data presentation to end users and addition of new
functions with minimization of the duration of the system out-of-service period / BoamoskHocT1 Moanbuxkaumm
npoueayp A0CTyna M NpeacTaBAeHMA AaHHbIX KOHEYHbIM NO/Ab30BaTeNAM M A06aBAEHUA HOBbIX GYHKUMIA C
MWHMMM3aLMEN NPOCTOA CUCTEMDI;

- availability of setup and configuration files in the software of the subsystems / Hanuumna HacTpoeuHbIx K
KoHdUrypaumoHHbIx pannos y MO nogcuctem;

4.1.3.2. Requirements for maintaining system operability in various probable conditions / TpebosaHus coxpaHeHuro
pabomocrnocobHocmu cucmemsl 8 Pa3AUYHbIX 8EPOAMHbIX YC08USAX

Depending on various probable conditions the system should meet the requirements stated in the table / B
3aBUCMMOCTU OT Pa3/IMYHbIX BEPOATHbIX yCﬂOBMVI Cuctema AON1XKHa BbINOJIHATb Tpe6OBaHMﬂ, npueBegeHHble B
Tabavue.

Probable condition / BeposaTtHoe ycnosue

Requirement / Tpe6osaHue

Malfunctions of the external electric supply system of
the server equipment for up to 60 minutes /
HapyweHus B  paboTe  cucTembl  BHELHeEro
3N1eKTPOCHAbXKeHNs  cepBepHoro  0bopyaoBaHWA
NPOLOIKUTENBHOCTBIO A0 60 MUH.

Full operation of the system. Notification of the System
Administrator / ®yHKLMOHMpPOBaHME B NOJIHOM 06beme.
YBeaom/ieHne CUCTEMHOTO aAMUHUCTPaTOpa

Failure of the data storage subsystem server / Bbixog,
13 CTPOA cepBepa NoACUCTEMbI XPaHEHWNA AaHHbIX

Notification of the system administrator and the head of the
operating unit / YeegomsieHve cUCTEMHOIO agMUHKUCTPaTOpa
PYKOBOAMTENA SKCMIyaTUPYIOLLLEro noapa3aeneHus

Software failure / MporpammHbliit c6oit

Notification of the System Administrator

Notification of authorized users about system instability/
YBeaoM/IeHME CUCTEMHOTO agMUHUCTPaTOPa
YBeaom/ieHne aBToOpM30BaHHbIX N0/b30BaTes el 0
HecTabubHOCTU CUCTEMDI.




Failures in the operation of communication channels / Notification of the System Administrator. Notifying the
HapyweHue paboTocnocobHOCTM KaHaNoB CBA3M connected authorized user about the disconnection and
switching to the local operation mode.

Caching of the entered information on the side of the authorized
user with the subsequent synchronization of the entered data
after the restoration of the work of communication channels. /
YBeaoM/IeHMEe CUCTEMHOTO agMUHUCTPaToPa

YBeaom/ieHne NoAK/IYEHHOrO aBTOPUM30BaHHOrO No/b30BaTeNs
0 pa3pbliBe CBA3M U MEepexose B PeXUM 10KabHOM paboTbl.
KellnpoBaHue BBOAMMOM MHGOPMALMK Ha CTOPOHE
aBTOPW30BAHHOIO NO/Ib30BATENA C NOCAeAYoLLeN
CUMHXPOHU3aLMel BBEAEHHbIX A4aHHbIX MOC/e BOCCTAHOB/IEHMSA
paboTbl KaHa/I0B CBA3W.

4.1.4. Requirements for reliability / Tpe6osaHus k HadexHocmu

4.1.4.1. The content of reliability indicators for the system as a whole / Cocmas nokazameneli HadexHocmu 0714
cucmembsl 8 Yes1om

The required reliability level should be achieved by a combined use of organizational, organizational-technical
measures, and software and hardware / YpoBeHb HaflesKHOCTY [0/1I3KEH A0CTUTaTbCA COrNIacoOBaHHbIM MPUMEHEHUEM
OpPraHU3aLUMOHHbIX, OPraHN3aLMOHHO-TEXHUYECKMX MEPONPUATUIA U MPOTrPaMMHO-annapaTHbIX CPeaCTs.

Reliability should be achieved by / HaaexHocTb AonxHa obecrniedmBaThes 3a CUeT:

- theuse of hardware, and system and basic software which correspond to the appropriate class of server systems
for corporate databases / npumeHeHWA TEXHMYECKMX CPEACTB, CUCTEMHOTO M 6a30BOro MPOrPamMMHOrO
obecneyeHuns, COOTBETCTBYIOLLMX KACCy CEPBEPHbIX CUCTEM A5 KOPMOpPaTUBHbIX 633 AaHHbIX;

- timely completion of administration processes / CBOEBPEMEHHOrO  BbINOJIHEHWUA  MPOLECCOB
aAMUHUCTPUPOBAHUS;

- following the rules of operation and maintenance of software and hardware / cobniogeHus npasun
3KCMNyaTaLMmM Y TEXHUYECKOTO 0BC/YKMBaHMUA NPOrpaMMHO-annapaTHbIX CPeACTB;

- priortraining of users and staff / npeasapuTenbHoro obyyeHus nonb3osarteneil U 06C/yKMBAOLLENO NepcoHasna.

4.1.4.2. List of emergency situations on the basis of which requirements to reliability are regulated by / lNepeyeHb
asapuliHbix cumyayuli, Mo KomopeiM pe2aameHmupytomcsa mpebosaHusa K Ha0exHocmu

An emergency situation implies abnormal termination of a process of a certain subsystem of the IS “SPNAs and
Monitoring of BD” and “freezing” of this process / Moz aBapuitHOM cuTyaumeil NoHMaeTca aBapuitHoe 3aBeplieHmne
npouecca, BbINoJHAEMOro Toi unn nHoi nogcuctemoit UC «OONT M MOHUTOPUHF BEP», a TaK:Ke «3aBMCaHUE» 3TOrO
npovecca.

During the system operation the following emergency situations may occur, which have an influence on the

reliability of the system operation / MNpu pabote cucTembl BO3MOXHbI CIeAyoLIMe aBapUiiHble CUTYaLMK, KOTOpble

B/IMAIOT Ha HAZEKHOCTb PaboTbl CUCTEMBI:

- failure in the electrical power supply of the server / c60i1 B anekTpocHabkeHumn cepsepa;

- failure of a work station of users of the IS “SPNAs and Monitoring of BD” / c6oi pabouyeir craHuuM
nosnb3osateneint NC «OOMT n MOHUTOPUHT BP»;

- failure in electrical power supply of the local network (breakdown of the local network of SAEPF) / c6oi1 B
3N1eKTPOCHabKeHMn obecneyeHnn IOKaAbHOM ceTn (NosIoMKa NoKanbHol cetu TAOOCUK/X);

- failure of communication channels used for connection to the IS “SPNAs and Monitoring of BD” via the Internet
/ cboi1 B KaHanax cBA3M, UCNOb3yeMbIx AN noaxaodeHmsa K MC «OOMT n moHuTopuHr BP» yepes Internet

- errorsin the IS “SPNAs and Monitoring of BD” not identified during system debugging and testing / owmn6xun NC
«OONT 1 MOHUTOPUHT BP», He BblABNEHHbIE NPWU OTAaLKe N UCMIbITAHUU CUCTEMDbI;

- server software failures / c6ou nporpammHoro obecneverus cepsepa.

4.1.4.3. Requirements for reliability of hardware and software / Tpe60o8aHUS K HAOEXHOCMU MEXHUYECKUX
cpedcmes u npo2pammHo20 obecriedeHus”

The requirements to reliability of equipment are the following / K HadexHocmu 060pydosaHus npedvbasaaomcsa
cnedyroujue mpebosaHusA:

5The hardware part is to be provided by SAEPF. The developer takes into account this hardware when software
implements the relevant functions for managing the IC/Annaparnyro uacts o6ecnieqnsaet TAOOCIIX.
Pa3pa60Tqm< YYUTBIBACT TaHHOC aIllapaTHOC 06ecneqem/re npu HpOFpaMMHOﬁ peamm3anu COOTBETCTBYIOIIUX
¢ynkuwmii o ynpasnenuto MC



hardware platforms should be made with the use of products with improved reliability (server-class equipment)
/ B KauyecTBe anmapaTHbIX NAaTGOPM [O/IKHbI MCMO/b30BaTbCA CPEACTBA C MOBbILWEHHOW HAAeHOCTbIO
(cepBepHbIt Knacc obopyaosaHUA);

it is necessary to use auxiliary hardware which corresponds to the class of the tasks to be solved / npumenerune
BCMOMOraTe/IbHbIX TEXHUYECKUX CPEACTB COOTBETCTBYHOLLMX KNAcCy pellaemblx 3a4a4;

hardware and software complex of the IS “SPNAs and Monitoring of BD” should have a standard possibility of
restoration in case of a failure / annapaTHo-nporpammubiit komnaekc UC «OOMT U MOHUTOPUHT BP» AoKeH
MMeTb LUTATHYIO BO3MOKHOCTb BOCCTaHOB/IEHMSA B C/lyYasx cboes;

The requirements placed upon reliability of electric power supply include the following / K HagexHocTu
3/IEKTPOCHAbXeHMA NpeabABAAOTCA caeayouwme TpeboBaHuA:

to increase the fault tolerance of the system as a whole, it is necessary to provide the server with an
uninterruptible power supply capable of ensuring autonomous system operation for at least 60 minutes / c
Lenblo MOBbILWEHNA OTKAa30yCTOMYMBOCTM CUCTEMbI B LLeJIOM Heobxoauma obs3aTesibHas KOMMNEKTaLums
cepBepa UCTOYHMKOM BecnepeboliHOro NUTAHWA C BO3MOMXKHOCTbIO aBTOHOMHOM paboTbl cucTeMbl He MeHee 60
MWHYT;

the system should be equipped with a subsystem capable of notifying administrators about switching of the
system to the autonomous mode of operation / cuctema [0MKHbI 6bITb YKOMMIEKTOBAHA MOACUMCTEMOMN
onoBeLLeHnsa ALMUHUCTPATOPOB O Nepexoe B aBTOHOMHbIN pexxunm paboTbi;

the system should be equipped with agents of automatic shutdown of the operating system in case a power
outage period exceeds 60 minutes / cuctema A0/KHbI BbITb YKOMIM/IEKTOBAHA areHTamm aBTOMaTUYecKom
OCTaHOBKM OMEPaLMOHHON CUCTEMbI B C/lyYae, eciv nepeboit SNeKTPonMTaHnA npesbiwaeT 60 MUHYT;

an uninterruptable power source should be provided for the active SAEPF local network equipment and the
equipment required for connection of the system to external communication channels within 60 minutes /
[O/KHO ObiTb 0becneyeHo HecnepeboiiHOe NUTaHME aKTUBHOMO CeTeBOro 0bopyZoBaHWA JIOKA/NIbHOW CeTU
FTAOOC/IX n 0bopya0BaHUA NOAKIOYEHNA CUCTEMbI K BHELUHUM KaHaam CBA3M B Te4eHUn 60 MUHYT.

in case the system switches to the autonomous electric power supply, active users working in the system should
be automatically notified about the fact that in 60 minutes the system will become temporarily unavailable / 8
C/lyyae nepexona CUCTEeMbl HAa aBTOHOMHOE 3/1EKTPOMUTAHWE AOKHO OblTb 0becneyeHO aBTOMATMYECKOE
OMOBELLEHME aKTMBHbIX NO/Ib30BaTeNEN, PabOTalOWMX B CUCTEME, O HACTYNAEHUM BPEMEHHOW HELOCTYNHOCTU
cucTembl Yyepes 60 MUHYT.

five minutes prior to the automatic shutdown of the operating system, active users should be again reminded
about the forced temporary shutdown of the system in the stated time / 3a naTb MMHYT [0 aBTOMATUYECKON
OCTAaHOBKM OMEPALMOHHON CUCTEMbl AO/IKHO MPOM3BOAMTLCA MOBTOPHOE aBTOMATMYECKOe OMoBeLLeHue
aKTUBHbIX NO/MIb30BaTe/Iel O BPEeMEHHOM NPUHYAUTENbBHOM NpeKpaLeHum paboTbl CUCTEMbI Yepes YKaszaHHoe
Bpems.

Reliability of hardware and software should be ensured by the following organizational measures / HagexHocTb
annapaTtHbIX W MNPOTrPaMMHbIX CPeACTB [O/KHA obecneumBaTbCA 3@ CYET C/EeAYIOLWMX OPraHM3aLUMOHHbIX
MeponpuUATUNA:

timely completion of administration processes / CBOEBpPEMEHHOro BbIMOJIHEHWUA  MPOLECCOB
aAMUHUCTPUPOBAHUS;

compliance with the rules of hardware and software operation and maintenance / cobnoaeHusa npasun
3KCN/yaTaLMm U TEXHUYECKOro 06CNYKMBaHUA NPOrpaMmMHO-annapaTHbIX CPeACTB;

prior training of users and technical staff / npeasaputensHoro obyueHna nonb3osarteneit u 06CayKMBaKOLLETO
nepcoHana;

timely and regular performance of procedures of data backup to long-term storage carriers / ceoespemeHHoe
W perynsapHoe BbiNOSIHEHUE MNPOLEeAyp Pe3epPBHOr0 KOMMPOBAHUA AAHHbLIX HAa HOCUTENW AONATOBPEMEHHOro
XpaHeHusA.

Reliability of software of the subsystems should be provided by means of / HageHocTb nporpammHoro
obecnevyeHnsa noacncTem A0/KHa obecnevymBaTbCsa 3a CUET:

reliability of system-wide software and software developed by the Developer, including such procedures as
completion of transactions during data input and modification in the IS / HagexHocTn obuecuctemHoro MO u
MO, pa3pabaTtbiBaemoro PaspaboTunmkom, BKItOYAsA TakMe CpescTBa Kak obecneveHne TpaH3akLmMii Npu BBOAE U
MmoanduKaummn gaHHbix B UC;

a set of measures, including debugging, searching for errors and error elimination / nposegeHviem Komniekca
MeponpuUATUIA OTNIAAKM, MOUCKA U UCKIIOYEHMA OLLUMBOK;

maintenance of logs of system messages and errors on subsystems for the further analysis and configuration
changes / BegeHuem »ypHanoB CUCTEMHbIX COOBLLEHWUI M OWMBOK MO noacucteMam A/s Moc/ieaytoLLero
aHa/M3a n U3MeHeHMA KoHbUrypaLmu.



4.1.4.4. Requirements for methods of assessment and control of reliability indicators at various stages of system
creation in accordance with current regulatory and technical documents / Tpe6osaHus k Memodam ouyeHKU u
KOHMPpPOoniAa nokasamesneul Ha0ex Hocmu Ha PA3HbIX cmaousax co30aHUA CUCMeMbl 8 cOOmM8emcmauu ¢
delicmeyrouumMu HOPMAMUBHO-MEXHUYECKUMU OOKYMeHmMamu.

Verification of compliance with reliability requirements should be conducted at the design stage using the
calculation method, and at testing and operation stages — using the Developer’s method agreed with the Client and
SAEPF / MpoBepKa BbINoNHEHUA TpeboBaHMI NO HAZEKHOCTU AO/IKHA NPOM3BOANUTLCA Ha 3Tane NPOeKTMPOBaHMA
pacyeTHbIM MyTem, a Ha 3Tanax MCMbITaHWI W 3KCAyaTauuu - Mo MeToaMKe Pa3paboTuMKa, COrnacoBaHHOM C
3akasumkom n FTAOOCuJIX.

4.1.5. Requirements for ergonomics and technical aesthetics / Tpe6oeaHusa Kk 3pzoHOMUKe U MexHU4YecKoi
acmemuke

All subsystems of working with data and formation/visualization of data reporting should provide a user-friendly
interface  which meets the requirements stated below / Bce noacuctembl paboTbl € AaHHbIMKA U
bopmmnpoBaHma/Bn3yanmnsaLmMmM OTYETHOCTM AaHHbIX AO0/MKHbI  obecneumBaTb YAOGHbIM 418  KOHEYHOro
nonb3oBaTens nHTepdenc, oTBeYaOLWMIA HUKeCAeAyOWNM TpeboBaHUAM.

With regard to external design / B yactv BHewHero obopmieHus:

- interfaces of the subsystems should be typed in accordance with the actual standards in the area of designing
such systems, including names, composition and location of various menus, control elements, etc. /
MHTepdencbl noacncTeM LONKEH ObITb TUNMM3MPOBAHbLI B COOTBETCTBMU CO CTAaHAAPTaMM, CNOKUBLUMMUCS Ae-
bakTo B 06MacTN pa3paboTKM NOLOOHbLIX CUCTEM, BKAHOYAA HA3BaHWA, COCTAB M PACMOIOKEHME PA3/IMYHbIX
MEH!0, 3/1EMEHTOB YNpPaBAeHNUA U T.4.;

- alocalized user interface should be available in both Russian and Kyrgyz languages / fo/kHo 6biTb 06ecneyeHo
Ha/ZMune No0KaAN30BaHHOro MHTepdeica Noab3oBaTeNA Ha PYCCKOM U KblPrbI3CKOM A3bIKax;

- the general design of the interfaces of the subsystems which unauthorized users work with should correspond
to the design of the official website of SAEPF, and should be based on it / 06uee obopmnerne nHrepdeicos
MOACUCTEM, C KOTOPbIMM B3aMMOAEWNCTBYIOT HEaBTOPM30BAHHbIE NO/Ib30BATENM [OJIKHO COOTBETCTBOBATb
odopmneHuto opuumnanbHoro canta FAOOCK/IX n 6a3npoBaTbCA HA HEM.

- the design of generated standard regular reports and documents should correspond to the officially approved
reporting templates used in SAEPF, its subdivisions and subordinate organizations as well as the National
Statistical Committee of the Kyrgyz Republic/ opopmneHmne reHeprpyembix CTaHAapTHbIX PErYAAPHBIX OTYETOB
N OOKYMEHTOB, ALO/IXKHO COOTBETCTBOBATb OQULMANBHO YTBEPKAEHHbIM 06pa3L,am OTYETHOCTU, UCMO/Ib3YEMOW
B TAOOCW/IX ero nopgpasgeneHusx W NOABEAOMCTBEHHbIX OpraHuMsauui, a Takxke HauuoHanbHOM
CcTaTucTMyecKkom KomurteTe KP

- the design of other analytical, reference reports, maps intended for both internal use and displayed on the
SAEPF website to be used publicly should contain the SAEPF logo or corresponding notes (links) referring to
SAEPF / odopmneHve npoumx aHaAUTUYECKMX, CMpaBOYHbIX OTYETOB, KapT, Kak Aasa BHYTPEHHero
MCMO/Ib30BaHWA, TaK U BbIBOAMMbIX Ha caT TAOOCKU/IX ana obuiero Aoctyna AO/IKHO COAEprKaTb JIOroTuUn
FTAOOCK/IX nnmn cooTBETCTBYHOLLME NOMETKM(CCbINIKK), YKa3biBatowme Ha TAOOCKH/1X.6.

- apossibility should be provided to display (on the screen) or print each report in the Russian or Kyrgyz languages
at the user’s choice, unless otherwise is stated in the approved forms of state reporting / gonxHa 6biTb
npeaycMoTpeHa BO3MOXHOCTb BbiBOAA (Ha 3KpaH M Ha MeyaTb) KaXKAOro OT4eTa Ha PYCCKOM U KbIPrbiI3CKOM
A3blKax Mo BbI6OPY NO/Sb30BaTENA, €C/IU MHOE HE perameHTUpyeTcs oduLMaNbHO YTBEPKAEHHBIMU GOPMaMM
rocyJapcTBeHHOM oTyeTHoCTH

With regard to the dialogue with the user / B yactu ananora c nonb3osaTtenem:
- access to the system (entry point) should be provided through a corresponding section of the official website of
SAEPF with a possibility of working with the system in the following modes / gocTtyn k cucteme (Touka BXxoaa) A0/IKeEH
NPOMCX0ANTb Yepes COOTBETCTBYOWMIA pa3aen obmumansHoro caita TAOOCKJIX 1 coaepaTb BO3SMOKHOCTb
paboTbl C CMCTEMOM B CAeAYOLWMX PEXMMAX:
1. authorized access for users of SAEPF and its subdivisions — possibility of working with a set of tools and
forms within the competence (official duties) and corresponding level of the user access. The access is

6 The marked items can be transferred to section 4.1.7 / lMomeueHHbIe NyHKTbI BO3MOXKHO nepeHecTy B pasaen 4.1.7

7 For example, state statistical reporting forms No.1 LKh (/1X) “Report on the Work of Forestry Administrations”, No.2 TP (TN)
(Hunting) “Report of the Hunting Administration” and No.1-Reserve “Report on Reserves and National Parks” are already
provided in two languages / Tak, Hanpumep, GopmMbl rocyaapcTBeHHOM ctatucTuyeckoi otdyetHoctn Nel JIX «Otyet o paboTe
necHoro xosancrea», Ne2 TIM (Oxota) «OTyeT OXOTHMYbEro xossaictea M Nol-3anoBegHuk «OTyeT MO 3anoBefHMKaAm U
HaLMOHA/IbHbIM MapKam» yxKe ABAAIOTCA 4BYA3bIYHbIMM,



provided through the Internet or the local network of SAEPF (if a server is located inside the SAEPF building)
/ asmopu3sosaHHbili docmyn 04 nosne3zosameneli TAOOcu/IX u e2o nodpaszdeneHuli — BO3MOMNKHOCTb
paboTbl ¢ HABOPOM MHCTPYMEHTOB M GOpM B Mpegenax KoOMNeTeHUMU (L40MKHOCTHbIX 06sa3aHHOCTEN) U
COOTBETCTBYIOLLEro ypoBHA A0CTyNa nosib3osatend. Ocyliectsnaerca Yepes Internet nnm nokanvHyto cetb
FTAOOCWK/IX (npu pasmeLleHnn cepeepa BHYTpU 3aaHma FAOOCUX.

2. authorized access for other users, such as Kyrgyzokhotrybolovsoyuz (Kyrgyz Association of Hunters and
Fishermen), hunting providers, state organizations with access to the IS “SPNAs and Monitoring of BD”
under certain interdepartmental agreements, etc. — in accordance to the corresponding level of access to
data and subsystems set by the Administrator. The access is provided through the Internet /
a8MopuU308aHHLILI O0ocmyn 078 [poYyux nosne3oeamesneli, TakUX KaK: KbIprbi3oxoTpbli60oa0BCO03,
OXOTMO/1b30BaTE M, FOCYAAPCTBEHHbIE OpraHun3aumm, umetowme goctyn K UC «OOMNT 1 moHMTOPUHT BP» no
MEKBEAOMCTBEHHbIM  COM/lalleHnAM W T.4. — COMIaCHO COOTBETCTBYIOWEMY HACTpaMBaemomy
AOMUHUCTPATOPOM YPOBHIO AOCTyNa K AaHHbIM 1 noacuctemam. OcyliecTsnisietca yepes Internet;

3. unauthorized access — for wide access for all interested users of SAEPF website with regard to summary
information-analytical documents and maps on the state of the environment and biological diversity
generated by the system and displayed in the corresponding section of the SAEPF website. The access is
provided through the Internet / HeasmopusosaHHbIli docmyn — [NS WMPOKOro OOCTyNa BCEX
3aMHTEepPeCcoBaHHbIX nocetuteneit caita FAOOCK/IX, B YacTU CBOAHbIX MHHOPMALMOHHO-aHAIUTUYECKMX
JOKYMEHTOB M KapT O COCTOSIHUM OKpYyXKatoLLen cpeabl U BMONOrMYeckoro pasHoobpasus, reHepupyembix
CUCTEMOW 1 BbIBOAMMbBIX B COOTBETCTBYOLWLMIA pa3aen cata TAOOCU/IX. OcywecTeaseTca yepes Internet;

4. authorized access for the System Administrator — general administration of the system in case of
impossibility of physical presence for performance of the works on the server. The access is provided
through the Internet, local network of SAEPF / asmopusosaHHbili docmyn 04 AOMuHUCMpamopa
cucmemol — obLLee ynpaBaeHUEe CUCTEMOWN Ha C/ydalh HEBO3MOXKHOCTU GU3MYECKOro MPUCYTCTBUA ANA
nposeaeHns paboT Ha cepsepe. OcywecTBaseTca yepes Internet, nokanbHyo cetb TAOOCK/IX.

In case of any error in the subsystem operation, a message with the name of the error and recommendations
for elimination of such error in the Russian language should be displayed on the screen / npu Bo3HVKHOBEHMUM
ownbok B paboTe NOACUCTEMbI Ha IKPAH MOHWUTOPA AO/IKHO BbIBOAWUTHCA COObBLEHME C HaMMEHOBaHUEM
OWMBKM 1 C pEKOMEHAALMAMM MO €€ YCTPAHEHUIO Ha PYCCKOM fA3blKe.

When a user works in the mode of the authorized user access, a notice on the current access mode and
personalization data of the user should be displayed on the screen / npu paboTe B pexxume aBTOPM30BaHHOIO
[0CTyna no/ib30BaTe i, Ha 3KPaHe A0/IKHO NPUCYTCTBOBATL YBEAOM/IEHWNE O TEKYLLEM PEXKMME LOCTyNa U NYHOW
nepcoHasMsaumumn paboTaroLero.

With regard to the data input-output procedures / B uactv npoteayp 88ofa-BbiBoaa AaHHbIX:

protection against accidental performance of critical operations should be provided in a form of a dialogue with
explanation of the degree of the risk and confirmation of the changes made to the data / gonxHa 6biTb
npeaycMOoTpPeHa 3aLLMTa OT C/1y4aliHOTO BbINONHEHMA KPUTUYECKUX ONepaLmii B BUAE AMANora c pasbACHEHUEM
CTEMNeHn pUCcKa 1 NOATBEPKAEHNUA BHOCUMbIX B JaHHbIE U3MEHEHUA.

input of the new data and any changes in such data should be automatically recorded by the system with the
statement of the date, time and author (i.e. the user registered in the system who has performed a
corresponding operation with the data) of the changes made. This information should be available to the user
(and other persons with a higher level of access within their functional or territorial competence) for viewing /
BBOZ, HOBOW MHbOPMaLUKN 1 nobble ee USMEHEHUA AO0NKHbI aBTOMATUYECKU NMPOTOKOIMPOBATLCA CUCTEMOW C
duKcaumenn fatbl, BpEMEHW M aBTOpa M3MeHeHUI (TO ecTb 3aperMcTpMpoBaHHOM B CMCTEME MOAb30BaTeNe,
KOTOPbIM NMPOM3BEN COOTBETCTBYHOLLEE AelCTBUE C AaHHbIMM). [JaHHaa nHdopmauma AoaxKHa bblTb AOCTYNHa
MoNb30BaTeNtO (M BbILLECTOALLMM MO YPOBHIO A0CTYNa B Npeaenax ux GyHKLMOHANbHON AN TEPPUTOPUANbHOM
KOMMNEeTEHLMM) AN NPOCMOTpa.

The respective attributes for data recording include / CooTsetcTytolme atpnbyThbl 418 NPOTOKOANPOBAHUSA:

date/time of data input and the name of the user for the newly inputted data / nata/spems BBoga 1 umsa
noNb30BaTeNs ANA BHOBb BBEAEHHbIX AaHHbIX;

date/time and name of the user who performed the latest data editing / nata/Bpemsa u umsa nonb3osatens
nociegHero pegakTMpoBaHUA AAHHbIX;

date/time and name of the user who verified and/or coordinated data (for the data and reports, in accordance
with the current procedure, which require verification and coordination/ nata/spems 1 vmsa nosb3osaTesns,
NpoOBEpPUBLLEr0o W/WNM COrnacoBaBLIEro AaHHble (4NA [AaHHbIX M OTYETOB, MO [AENCTBYOLWEN npoueaype,
TpebyoLMX NPOBEPKU M COracoBaHms)



- date/time and name of the user who was the last to print the data / gata/spema v vmsa nonb3osatens
nocnefHen pacneyaTkm LaHHbIX;

- for data (reports) which need to be verified and coordinated in certain instances and for the information which
has not been coordinated (approved) to be displayed or printed, a special mark should be provided on the
documents with such data or information stating that the document has not been approved/ not agreed / ans
AaHHbIX (OTYETOB) TPEOYHOLLMX NPOBEPKM U COTNACOBAHWUA MO MHCTAHLMK, NPU BbIBOAE HA 3KPaAH WAM MeyaTtb
Hecor/niacoBaHHOW (HeyTBepPKAEHHOM) MHOOPMALMKN A0KHA ObITb NPeaAyCMOTPEHA NPUHYAUTENbHAA NOMETKA
[IOKYMEHTa KaK HeyTBepXAeHHOro/ He cornacosaHHoros;

- when generating official summary reporting forms, information which has not been coordinated should not be
used in the final documents / npu reHepaumm oduuManbHbIX CBOAHBLIX (CymmupytoLlimx) GoOpmM OTYETHOCTH,
MHPOpMaLMsA, He NPOLLeALLan COracOBaHNE He AO/IKHA MCMOb30BATHCA B PE3YIbTUPYIOLWEM AOKYMEHTE.

- a possibility should be provided to perform a multidimensional analysis of data in the text, tabular and graphic
forms / nonKHa 6bITb NPeAYCMOTPEHA BO3MOMKHOCTb MHOFOMEPHOTO aHa/iM3a AaHHbIX B TEKCTOBOM, TabIMYHOM
n rpadmyeckom BUAAX.

- a possibility should be provided to input special data recorded by GPS devices in the most commonly used
formats with an additional possibility to switch between the formats / n1a npocTpaHCTBEHHbIX AaHHbIX,
BO3MOYHOCTb BBOAA 3aMMCaHHbIX AaHHbIX GPS-ycTpoicTB B Hanboiee pacnpocTpaHeHHbIx dopmaTax. A Tak e
nepekaoyeHne mexay dopmartamu.

- apossibility should be provided to make changes through corresponding dialogues to the following parameters
and attributes of generated cartographic materials: switching on/off separate parameters (layers); changing
map scales; changing parameters of points (for point layers), lines (for linear layers), contour or fillings (for
polygon layers); changing transparency of the selected layer; changing sequence of layers / ans reHepupyembix
KapTorpaduyecknx maTepuasoB BO3MOMKHOCTb M3MEHEHUs 4Yepe3 COOTBETCTBYIOLLIME AMANoTU Caeayowmx
napameTpoB M aTPMBYTOB: BK/IOUYEHUSA/OTKAOUYEHMSA OTAE/NbHbIX NapaMeTpoB (Cnoes); usmeHeHne macwTtaba
KapTbl; M3MEHEHWE MaPaMeTPOB TOYeK (AN1A TOYeYHbIX CMOEB), MHUI (ANA NMHENHbIX CN0EB), KOHTypa U
3a/IMBOK (415 MOIMIOHANBHBIX C/I0EB); U3MEHEHME NPO3PAYHOCTM BbIBPAHHOIO CN0A; U3SMEHEHME O4YepPeHOCTH
cnoes.

- for all types of output documents a possibility should be provided to search, view and output a document of a
specific date or period of time / a5 Bcex TUMOB BbIBOAMMbIX JOKYMEHTOB — BO3MOXHOCTb MOWCKa, NPOCMOTPa
M BblBOZA AOKYMEHTA 33 KOHKPETHYIO AaTy WY BPEMEHHOW NPOMEKYTOK.

- for all entered data a possibility of sorting in ascending/descending order should be provided: in alphabetic
order, according to the date of coordination/approval, source (author) of the information, region, subdivision.
/ AnA BCeX BBOAMMbIX AaHHbIX COPTUPOBKA B NOPAAKe BO3pacTaHMsa/ybbiBaHUA: No andasuTy (N0 yMoaAYaHMIO),
no AgaTe BBOAA, AaTe M3MEHEHWsA, AaTe COrnacoBaHMA/YTBEPMKAEHWUA, WUCTOYHWMKY (aBTopy) MHOOpMaLmu,
pervoHy, nogpasaeneHuto.

4.1.6. Requirements for operation, maintenance, repair and storage of system components / Tpe6osaHus K
aKCnAYyamayuu, mexHU4ecKomy obcayHcueaHuIo, peMoHmMYy U XPaHeHUI0 KOMIOHEHmMoe cucmemsi®

Operation conditions as well as types and regularity of maintenance of hardware of the IS “SPNAs and Monitoring
of BD” should meet the requirements on operation, maintenance, repair and storage stated in documents provided
by the manufacturing plant / Ycaosus skcnayamayuu, a makxe eudbl U nepuodudyHocms 06CAYHUBAHUA
annapamdo-mexHu4veckux cpedcme MC « OOINT u moHUMopuHa bP» 0o HbI coomeemcmeosams mpeboeaHuaM
no akcnayamayuu, mexHu4eckomy ob6cayxusaHuto, peMoHmMy U XPAaHeHUto, U3/10#eHHbIM 8 O0KyMeHmauyuu
3ae800a-u3z2omoeumens (npouszeooumers) HA HUX.

The hardware of the IS “SPNAs and Monitoring of BD” and staff should be located in the existing SAEPF facilities
which according to the microclimatic conditions should comply with GOST 15150-69 “Machinery, devices and other
technical products. Versions for various climatic regions. Categories, operation, storage and transportation
conditions with regard to impact of climatic factors of the environment” (ambient air temperature — 5-40°C, relative
humidity — 40-80% at T=25 °C, atmospheric pressure — 630-800 mm Hg) approved in the Kyrgyz Republic. Location
of hardware and organization of automated worksites should be completed in accordance with GOST 21958-76
“Man-machine system”. Hall and operators’ cabins. Relative position of worksites. General ergonomic

8 To do this, the technology is used to display / print the background text across the entire sheet. For example: "NOT AGREED"
or "PROJECT"/Ona 3TOro mMcnonb3yercs TexHonormsa otobpaskeHusa/nevatn GOHOBOW HAAMMCK Yyepe3 Becb NUCT. Hanpumep:
«HE COMMMTACOBAHO» nnan «MPOEKT».

9 These requirements is be implemented by SAEPF. The developer accepts these requirements for attention during the
development, installation, initial configuration of the information system and during the training of SAEPF personnel/[aHHble
TpeboBaHUA A0/XKHbI 6bITb peanmsoBaHbl TAOOC/IX. Pa3paboTunk npuHMMaeT 3T TpeboBaHUA K CBeAEeHUIO Npu pa3paboTke,
YyCTaHOBKe, nepBuYHOM HacTpoke UC 1 npu nposeaeHnm obyydeHuns nepcoHana FAOOC/IX.



requirements” / TexHuueckne cpeactsa UC «OOMT M MOHUTOPUHT BP» M mepcoHan AO/IKHbI pasmelLaTtbca B
cywectaytowmx nomeweHnAx FTAOOCKJIX, KoTopblie MO MUKPOKAMMATUYECKUM YCIOBUAM L0 Hbl COOTBETCTBOBATb
npuHATbIM B Kbiprbisckoli Pecnybnamke TOCT 15150-69 «MawwuHbl, npubopbl U ApyrMe TexHUYeckue msgenus.
McnonHeHna AnA pasanyHbIX KAMMATUYecKMx panoHoB. KaTeropuu, ycnoBumA 3KcnayaTauuu, XpaHeHua W
TPAHCMOPTUPOBAHMA B YACTW BO3LEMCTBMA KAMMATUYECKMX aKTOpOB BHeEWHeN cpeabl» (Temnepatypa
OKpy:Katowwero so3ayxa oT 5 go 40 °C, oTHocuTenbHaa BaaxHocTb oT 40 go 80 % npu T=25 °C, aTmocdepHoe
pasneHve ot 630 go 800 mm pTyTHOro cTonba). PasmelleHMe TexXHUYEeCKMX CpPeacTB M opraHuMsaums
aBTOMATU3UPOBAHHbIX Paboymx MecT AOJIKHbl ObiTb BbIMONHEHbI B COOTBETCTBUMN C TpebosaHuammn MOCT 21958-
76 «Cuctema "Yenosek-mawnHa". 3an 1 KabuHbl onepatopoB. BsaumHoe pacnonoxeHue pabounx mect. Obwme
aproHomuyeckme TpeboBaHuA».

For electric power supply of the hardware a single-phase network with required power should be provided with a
solidly grounded neutral and 220 V (+ 10-15)%, with a frequency of 50 Hz (+ 1-1). Each hardware item is powered
through main sockets with grounding contacts. / [1ns 31eKTponUTaHUA TEXHUYECKUX CPEeACTB A0/BKHA ObiTbh
npeaycmoTpeHa ofaHodasHana ceTb Tpebyemol MOLWHOCTM C FyXo 3a3eM/IeEHHOM HenTpanabio u 220 B (+10-15)%
yactoTton 50 'y (+1-1) My, Kaxkagoe TexHMYecKoe CpeaCcTBO 3aNmUTbIBAETCA Yepes CeTeBbIe PO3ETKU C 3a3eMSAIOLLUM
KOHTAKTOM.

4.1.7. Requirements for protection of information from unauthorized access / TpeboeaHus k 3aujume
UHhopmayuu om HecaHKYUOHUPOBAHHO20 docmyna

4.1.7.1. Requirements for information security / TpebosaHus K uHgopmayuoHHol 6ezonacHocmu

The following requirements should be placed upon the information security of the IS “SPNAs and Monitoring of BD”
/ O6ecneyeHne wuHdpopmaumoHHoe 6eszonacHoct UC «OOMT M MOHMTOPUHT BP» A0/MXHO yA0BAETBOPATbL
cnefyowmm TpeboBaHUAM:

- thelSsecurity should be ensured by means of a complex of software and hardware and organizational measures
to support such software and hardware / 3awuta UC ponxkHa obecnedmBaTbCs KOMMIEKCOM MPOrpPammMHO-
TEXHUYECKUX CPEeACTB U MOALEPKMUBAIOLLMX UX OPraHU3aLMOHHbIX Mep.

- thelSsecurity should be provided at all stages of information processing in all operation modes, including during
repair and maintenance works / 3awuta UC ponkHa obecrneumBaTbCs Ha BCEX TEXHOIOMMYECKMX 3Tanax
06paboTKM MHPOPMALMM M BO BCEX PEXKMMAX GYHKLMOHMPOBAHUSA, B TOM YMCE NPU NPOBELEHUN PEMOHTHbIX
W pernaMeHTHbIX paborT.

- The security software and hardware should not significantly impair the main functional characteristics of the
system (reliability, response time, possibility of configuration change) / MporpammHo-TexHuyeckue cpeacTea
3alWMTbl HEe [O/BKHbl CYLWECTBEHHO YXYAWaTb OCHOBHble GYHKLMOHANbHbIE XapaKTePUCTUKU CUCTEMBI
(HagexHocTb, bbicTpOAENCTBME, BO3MOXKHOCTb M3MEHEHWUA KOHUTypaumm).

- When using authorized access to the system, connection session security should be used with at least 128 bit
encryption./lpy1 MCNoib30BaHUM aBTOPM3OBAHHOrO AOCTyNa K CUMCTEMe [O/IKHA MCMOo/b30BaTbCA 3alymTa
ceaHca nogKn4yeHmsa WnudpoBaHnem He Huxe 128 bit.

- Differentiation of access rights of IS users and administrators should be based on the principle “things/actions
not expressly permitted are prohibited” / PasrpaHuuerne npas AocTyna nonab3osartenei v aaMUHUCTPATOPOB
MNC fONKHO CTPOUTBLCA MO NPUHLMMY "U4TO He pa3peLleHo ABHO, TO 3anpeLyeHo".

- Differentiation of access rights of IS users to various subsystems and data should be adjustable for each separate
subsystem according to current functional duties of users or in case of their change / PasrpaHunueHue npas
AOCTyna nonb3oBaTenel K pasvyHbIM NOACUCTEMAM M AAHHBIM AONXKHO ObiTb HACTPaMBaEMbIM MO KaXKAOM
oTAeNbHOM NoAcUCTEME B COOTBETCTBMM C TEKYLLMMM LOIKHOCTHbIM 06A3aHHOCTAMM NONb30BATENEN, @ TaK XKe
Npu UX U3MEHEHUMN.

The level of access to certain information should correspond to the following adjustable gradation / YposeHb
[0CTyna K TOW AW UHOM MHbOPMaLMK LOMKEH COOTBETCTBOBATL CNeAytoLL el HapacTatoLwel rpajaumm:

Access type / Tun goctyna Description / OnucaHue
Prohibited / 3anpelueHo The user does not have access to the subsystem or functions / NMonb3oBatesib He nveeT
[0CTyna K noacucteme nam GyHKLMK
Viewing / NMpocmoTp The user can view/print the information / NMonb3osaTtesib moskeT
npocmatpuBaTb/pacneyartbiBaTb MHGOPMALUIO
Editing / PepaktnuposaHue The user can view, print data, input new data, edit already existing data and delete

his/her own data / BoamoskeH npocmoTp, pacneyaTtka, BBOZ, HOBbIX U pefakTUpoBaHue
y)Xe BBeAEHHbIX AaHHbIX. BO3MOXHO yaaneHne co6CTBEHHbIX AaHHbIX

Coordination / CornacosaHue Level of management of various levels. Allowed: data viewing, printing, editing. Deletion
of user’s own data and putting the mark “To be deleted” on other users’ data.
Placing/removal of the mark stating the necessity of coordination of
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submitted/considered documents / YpoBeHb pyKOBOACTBa pasHbIX ypOBHEN. PaspeLueHo:
NPOCMOTP, pacrneyaTka, peAakTMpoBaHue AaHHbIX. YaaneHne cobCTBEHHbIX BBEAEHHbIX
[aHHbIX M MOCTAaHOBKA «Ha yZAaneHue» Yy>Kux. MpocTaHOBKa/CHATUE OTMETKM O
COr1aCOBAaHMMN HAMNPaABASEMbIX/PAacCMaTPMBAEMbIX LOKYMEHTOB

Allowed as in the previous level, plus placing/removal of the “Approved” mark and
deletion of other users’ data with mark “To be deleted” / PaspelieHo Kkak B
npeAblayLiem ypoBHE NAC NMPOCTaHOBKA/CHATUE OTMETKM «YTBEPXKAEHO» U yaaneHue
YYXKMX JaHHbIX C MOMETKOW «Ha yaaneHue»

Full access to information viewing, printing, editing and deletion, except for
placing/removal of the “Coordinated” and “Approved” marks. Access to administration
of the IS. / MosHbIN goCTYN NpocMoTpa, pacneyaTku, peaakTMpPoBaHUA 1 yaaneHus
nHbOPMaLMM, KPOME NPOCTaHOBKM/yAaneHns oTMeToK «CornacosaHo» u
«YTBEpXKAEHO». [locTyn K agMUHUCTpUpoBaHuto UC.

Approval / YTBepxaeHue

Administration /
ALMUHUCTPUPOBaHNE

4.1.8. Requirements for information safety in case of emergency situations / Tpe6oeaHus no coxpaHHocmu
UHhopmayuu npu aeapusax

The IS “SPNAs and Monitoring of BD” should be provided with a function of data backup and a complex of affirmative
(software) and maintenance measures to provide information safety / B UIC «OOMNT 1 MOHUTOPUHT BP» 00/1KHO BbITh
obecrneyeHo pe3epBHOE KOMUPOBaHME AAHHbLIX U MPeAyCMOTPEH KOMMIEKC KOHCTPYKTUBHbBIX (MPOrpamMmHbIX) U

pernameHTHbIX Mmep anAa obecneyeHun COXPaHHOCTH VIHd)OpMaLI,VIM.

Malfunction or emergency situation type / Tun

HEeUCNnpaBHOCTU UQIN aBapuun

System response to emergency situation  / Peakuusa

CUCTEeMbIl Ha aBapuio

Failures in operation of external electric power supply of the
server equipment for up to 30 minutes / Hapywexus B
paboTe cMCTeMbl BHELIHErO 3/1EKTPOCHABKEHUA CEPBEPHOrO
060pyA0BaHMSA NPOAOIKUTENBHOCTBIO A0 30 MUH.

Full operation of the system / ®yHKLMOHMPOBaHME CUCTEMDbI
B MOJIHOM 06beme

Notification of the system administrator / Ysesomnenne
aAMUHUCTPATOPa CUCTEMBI

Failures in operation of external electric power supply of the
server equipment for over 60 minutes / HapylieHus B paboTe
CUCTEMbl  BHELHEro  3/eKTPOCHabXeHus  cepBepHOro
060pyA0BaHNA NPOAOIKUTENBHOCTBIO CBbILE 60 MUH.

Automatic closure of all sessions of users’ work with the
system, display of a corresponding notification, and work
completion with data saving / ABTomatnyeckoe 3akpbiThe
BCeX CeaHcoB paboTbl N0/Ib30BaTE/IEN C CUCTEMOI C BbIBOLOM
COOTBETCTBYIOLLETO  YBEAOMIEHUA U Moc/nefylolem
3aBepLieHnem paboTbl C COXPaHEHWEM AAHHbIX.

Failure of one of the data storage subsystem servers / Bbixoz,
M3 CTPOA OAHOTO CepBepa NOACUCTEMbI XPAHEHUS JAaHHbIX

Notification of the system administrator / YeegomneHune
aAMUHUCTPATOPa CUCTEMDI.

Failure in operation of external access channels (Internet)
and/or local network / Hapyuienue B pabote kaHanos
BHelHero goctyna (Internet) u/wamn nokanbHol cetn

Correct completion of all data change/transfer transactions /
KoppekTHoe 3aBeplueHune BCEeX TpaH3aKuui
n3meHeHua/nepesayn AaHHbIX.

Recording of the failure / NMpoTokonvposaHuve cbos.

Exceeding the threshold time which has passed since the last
data backup to long-term data storage devices /
MpeBbllWeHe Nepruoaa BPEMEHU, NPOLLELLIEro CO BpeMeHU
nocneAHero pesepBHOrO KOMWPOBAaHMA Ha YCTPOIACTBa
[LO/ITOBPEMEHHOTO  XpaHeHWs  Bbllle  YCTaHOBJAEHHOro
nopora?®

Notification of the system administrator and head of the
operating unit / YBegomneHme aaMmmHUCTpaTopa cUCTEMbI 1
PYKOBOAMTENSA IKCTIYaTUPYIOLLLErO NoApa3aeneHns

Server hard drive failure / Bbixoz, 13 CTpOs KECTKOTO AMCKa
Ha cepBepe

Full operation of the system / ®yHKLMOHMpPOBaHME CUCTEMDI
B NoJIHOM o6beme

Notification of the system administrator / YsegomneHune
afMUHUCTPATOPa CUCTEMBI

4.1.9. Requirements for standardization and unification / Tpe6oearus no cmaHdapmusayuu U yHUGpUKayuu

For the work with data the SQL data query language should be used as part of ANSI SQL-92 standard and its later
versions / na paboTbl C AaHHbIMW LO/IKEH MCMO/Ib30BaThCA A3bIK 3anpocos SQL B pamKkax ctaHgapta ANSI SQL-92
n 6osiee NO3gHMUX.

The system should use the generally accepted national and, if necessary, international and unified classifiers and
dictionaries for various types of alphabetic-digital and text information / B cucteme 40/13KHbI MCNONb30BATHLCA

0 The threshold value is set / changed through the IP administration interface. / Moporosoe

ycTaHaBAuBaetcs/u3meHseTca yepes nHtepdeinc agmmHucTpuposaHusa UC.

3HavyeHune



0bLWENPUHATBIE HALMOHaNbHbIe UM, NPU HEOBXOOMMOCTM, MEXAYHAPOAHble KAacCMPUKATOPbl U eauHble
K/accUPUKaTopPbl U CNOBAPU AN PA3ANYHBIX BUAOB andaBUTHO-LMPPOBOM U TEKCTOBON MHPOPMALUN.

For general departmental standardization and simplification of IP operation, whenever possible, at the development
stage, the used software and hardware is unified with the FMIS (Department of Forest Ecosystems of SAEPF). / ns
obuiei BeLOMCTBEHHOM CTaHAAPTM3aUMK U YNPOLLLEHNUA 3KcnayaTauumn MC, No BO3MOXKHOCTK, Ha CTaanu pa3paboTku
NPOU3BOAMUTCA YHUDUKALMA MCNONb3YEMOro NPOrpaMMHOro M annapatHoro obecneyeHus ¢ UCYN (enapTameHT
Pa3BUTUA NecHbIX 3Kocuctem FTAOOCNX)H.

In case various software solutions are used, programming adapters and corresponding interfaces for data exchange
between systems should be available / B cnydae wvcnonb3oBaHMs pPas/iMuHbIX MPOTPAMMHbBIX PELIEeHUH,
npeaycmaTpmMBaeTCa HaaMune NporpaMMHbIX afanTepoB M COOTBETCTBYOWMX UHTepdENcoB A1a 0bMeHa AaHHbIMK
MeX Iy CUCTEMaMMU.

4.1.10. Requirements for automated interdepartmental exchange / Tpe6osaHusa no aemomamu3supoeaHHOMY
mexeedoMcmeeHHOMY 06meHy

In order to implement the interdepartmental exchange of information as part of IEIS “Tunduk”, the system should
have software and hardware solutions implemented for the automated information exchange with the information
systems of the following departments / [na peanvsaumm mexxBeLoMCTBEHHOTO MHGOPMaLMOHHOrO obmeHa B
pamkax CM3B «TyHayk»'? B cucTeme A0/MKHbI BbITb peasim3oBaHbl NPOrpaMMHbIE M annapaTHble peleHns ans
aBTOMaTU3MPOBaAHHOrO obmeHa nHdopmaumei ¢ MHGOPMaLMOHHBIMM CUCTEMAMU CeAYIOLLNX BEAOMCTB:

Subsystem in the IS “SPNAs and

Monitoring of BD” / Moacucrema Nature of information exchange / Xapaktep o6meHa
Department / BegomcTtso . :
B co3gasaemoin NC «OOMT n nHpopmaumen
MOHWUTOPUHT BP»
State Register / locpeructp Identification of hunters, | Fast verification of personal identification data and
offenders, hunting providers / | registration data / OnepatugHas nposepKa
NpeHTndmkaums OXOTHWMKOB, | MepCcoHasbHbIX UAEHTUGUKALMOHHDBIX U
npaBoHapywuTenen, PerncTpaunoHHbIX AaHHbIX
0XOTMO/Ib30BaTeNeMN 1. Information on personal data of citizens (PIN —

Personal Identification Data) / CeegeHus o
NnepcoHanbHbIX AaHHbIX rpaxagaH (MAH)

2. Information on address registration of citizens (PIN) /
CeefieHus 06 agpecHol permuctpaumm rpaxaaH (MAH)
3. Relevant photos of citizens (PIN) / AkTyanbHble
doTorpadpum rpaxkaaH (MUH)

Ministry of Internal Affairs of | Protective measures / OxpaHHble | Checking offenders against the following registers /

the Kyrgyz Republic / | meponpuatus MpoBepKa HapyLMTenel No CneayroLmMm peecTpam:
MMWHUCTEPCTBO  BHYTPEHHMUX 1. Profiles on vehicles / OpuenTtuposkm no
aen Koiprbisckoit Pecnybamnkm TPAHCMOPTHBIM CPeACTBaM
2. Automated Information System “Rozysk” / AUC
«Po3bICK»

3. Criminal record information / UHdopmauus o
Ha/IMYMKM CYyaAMMOCTH

4. Automated Information System “Unified Register of
Offenses” / AUIC «EQuHbIN peecTp HapyLLIeHUt»

State Customs Service under | Registration of hunting trophies / | Provision of information on the origin of hunting trophies
the Government of the Kyrgyz | OdopmneHue oxoTHUYbKX | / TpepoctaBneHne MHOGOPMALMM O MPOUCXOMNKAEHUN
Republic / TocyaapcteeHHas | Tpodees OXOTHMYbMKX TpodeeB

TaMoOXKeHHana caykba npu
MpaBuTenbcTBe  Kblprbi3cKom

Pecnybaunku
General Prosecutor’s Office of | Protective measures / OxparHblie | Checking the state of criminal cases by the claimant using
the Kyrgyz Republic / | meponpusaTusa a QR code / MpoBepKka COCTOAHWA YrONOBHbIX AEN

3aasutenem no QR-Kkoay

' The developer of FMIS is the Central Asian Institute for Applied Geosciences (Kyrgyzstan, Bishkek,

caiag@caiag.kg)/Paspabotumkom WCYN BbicTynaet LeHTpanbHO-A3naTckuii UMHCTUTYT npuKknagHbix MccnesosaHuini 3emaum
(Kblprbi3cTaH, r.buwkek, caiag@caiag.kg)

12 Resolution of the Government of the Kyrgyz Republic No.200 dated April 11, 2018 “On Approval of Requirements to Interaction
of Information Systems as Part of “Tunduk” Interdepartmental Electronic Interaction System” / NMocraHossieHve MNpaBuTeIbCTBA
KP Ne 200 ot 11 anpens 2018 roga. 06 ytBepkaeHnn TpeboBaHUI K B3aMMOLENCTBUIO MHPOPMALMOHHBIX CUCTEM B CUCTEME
MEeKBEeLOMCTBEHHOIO 3/IEKTPOHHOTO B3aMMOAENCTBUA «TYHAYKY



Subsystem in the IS “SPNAs and

Monitoring of BD” / NMoacucrema Nature of information exchange / Xapaktep o6meHa
B co3gaBaemoit C «OOMT u MHbopMauuen

MOHWUTOPUHT BP»

Department / Begomcteo

leHepanbHaa  npoKypaTtypa
Kblprbisckoi Pecnybnuvku

This list is not final. The final list of departmental information systems and parameters used to perform the
automation should be specified, coordinated and recorded with SAEPF and corresponding agencies at the stage of
the preliminary design and software implementation / [aHHblii nepeyeHb He ABAAETCA OKOHYATE/IbHbIM.
®UHaNbHbBIN NepeyeHb BeAOMCTBEHHbIX MHOOPMALMOHHBIX CUCTEM W MAPaMeTpoB, MO KOTOPbIM MPOU3BOAMUTCA
aBTOMATU3aUMA [AO/MKEH OblTb YTOYHEH, COrnacoBaH M 3anpoTokoampoBaH ¢ FTAOOCK/IX M COOTBETCTBYOLWMMMU
BEAOMCTBAaMM Ha 3Tanax aBaHMPOEKTa U NPOrPaMMHON peanm3aLmu.

The authorized agency of the Government of the Kyrgyz Republic, the operator of the system of interdepartmental
electronic interaction “Tunduk”, is the State Enterprise “Center for Electronic Interaction” under the State
Committee  of  Information  Technologies and  Communications of the Kyrgyz  Republic
(https://www.tunduk.gov.kg/).YnonHomoueHHbim  lMpasutensctBom  Kbiprbisckoi  Pecnybanku — onepatopom
CUCTEMBI  MEXBEAOMCTBEHHOIO  3/IEKTPOHHOrO  B3aumogencTensa  «TyHAYK» AsaseTca  [ocypapcTBeHHoe
npeanpuatme «LeHTp 31eKTPOHHOro B3auMMOoAEeNCTBMA» Npu OCYAapCTBEHHOM KOMMUTETE MHPOPMALIMOHHbIX
TexHonormi 1 cBAsm Kolprbizckoi Pecny6anku (https://www.tunduk.gov.kg/).

4.1.11. Requirements for technical security / Tpe6osaHua mexHuueckoii 6ezonacHocmu™?

During implementation, operation and maintenance of system hardware, the measures aimed at provision of
electric safety should be taken in accordance with the Rules for Electrical Installations and Rules of Occupational
Safety during Operation of Consumer Electrical Installations / Mpu BHegpeHun, skcnayataumMm n o6CayRnBaHNN
TEXHUYECKUX CPELCTB CUCTEMbI AOKHbI BbINONHATLCA Mepbl 371eKTpobe30nacHOCTM B COOTBETCTBUM ¢ «[1paBuiamm
YCTPOMCTBA 3/1EKTPOYCTaHOBOK» M «[lpaBuiamu TexHUKM 6e30MacHOCTM MpWU 3KCMAyaTaluu 371eKTPOyCTaHOBOK
notpebutenemn».

The system hardware should comply with the fire safety requirements for production facilities stated in GOST
12.1.004-91. “Occupational safety standards system. Fire safety. General requirements.” / AnnapaTHoe
obecneyeHne cUCTeMbl JO/IKHO COOTBETCTBOBaTb TpeboBaHMAM NoKapHOW 6e30MacHOCTM B NPOU3BOACTBEHHbIX
nomeleHumax no FOCT 12.1.004-91. «CCBT. MNoxapHas 6e3onacHocTb. O6umne TpeboBaHMAY.

The general safety requirements according to GOST 12.2.003-91. “Occupational safety standards system. Production
equipment. General safety requirements” should be met during system maintenance as part of the operation
process / JomkHO BbiTb obecrnedeHo cobaoaeHne obumx TpebosaHuit 6esonacHocTn B cooTseTcTeun ¢ TOCT
12.2.003-91. «CCBT. ObopynoBaHue npomssoacTseHHoe. Obuwme TpeboBaHUA He30NacCHOCTM» NPU 0BCAYKUBAHUN
CUCTEMBI B MpoL,ecce aKCnyaTaLmm.

The hardware part of the system should be grounded in accordance with the requirements of GOST R 50571.22-
2000. “Electric installations of buildings. Part 7. Requirements to special electric installations. Section 707. Grounding
of data processing equipment” / AnnapatHas 4yacTb CUCTEMbl A0/IXHa OblTb 3a3em/eHa B COOTBETCTBUU C
TpeboBaHmamm OCT P 50571.22-2000. «IneKTpOycTaHOBKM 34aHuMi. Yactb 7. TpeboBaHMA K cneumanbHbim
a/1ieKTpoycTaHoBKam. Pasaen 707. 3azemneHune obopynoBaHmua 06paboTkn nHGopmaLmnmn».

4.2. Requirements for support types / Tpe6oBaHua K Bugam obecneyeHuns
4.2.1. Requirements for information support / TpebosaHus K uHhopmayuoHHomy obecrieyeHuro

4.2.1.1. Requirements for data composition, structure and methods of data organization in the system /
TpebosaHuUsA K cocmasy, cmpykmype U cnocobam op2aHu3ayuu OaHHbIX 8 cuicmeme

The structure of data storage in the corporate data repository should be composed of the following main areas /
CTpyKTypa XxpaHeHus AaHHbIx B KX/ f0/KHA COCTOATb U3 CeAYHOLLMX OCHOBHbIX 0bnacTei:

temporary data storage area / o61acTb BpemMeHHOro XpaHeHus AaHHbIX;

permanent data storage area / 06/1acTb NOCTOAHHOIO XPaHeHUA AAHHbIX;

data marts area / 06/1acTb BUTPUH AaHHbIX.

13 compliance with the requirements of this section are to be ensured by SAEPF. The developer accepts these notice requirements
when developing and conducting training for SAEPF personnel/O6ecneueHue BbinosiHeHna TpeboBaHMil JaHHOTO pa3aena NexuT
Ha FTAOOC/IX. Pa3paboTumK NpMHUMAET gaHHble TpeboBaHMA K cBeAeHMto Npu pa3paboTke 1 NposeaeHUn 0bydeHuns nepcoHana
FTAOOC/X.



The permanent data storage areas and data marts areas should be formed on the basis of a multidimensional data
model which implies separation of certain measurements and facts with analysis of those according to the selected
measurements / 0O651acT¥ NOCTOAHHOTO XPaHEHMA W BUTPUH [aHHbIX [OJIXHbI CTPOMTbCA Ha OCHOBE
MHOFOMEpPHOW MOAENN AAHHbIX, NOAPA3yMEeBAtOLLEN BblAeNeHNE OTAE/IbHbIX U3MEPEHUI U GaKTOB € UX aHAIN30M
no BbIGPaHHbIM U3MEPEHUAM.

The multidimensional data model should be physically implemented in a relational DBMS using the “star” and/or
“snowflake” scheme / MHoromepHas moaens AaHHbIX GU3MYECKM A0KHA BbITh peann3oBaHa B pensaumoHHon CYB/
MO CXeMe «3Be34a» /NN KCHEXUHKaY.

4.2.1.2. Requirements for information exchange between system components / Tpeb6osaHus K UHGHOPMAYUOHHOMY
06MeHy Mex 0y KOMIMOHEeHMAamMu cucmemoi

The information exchange between components of the corporate data repository system should be implemented
as follows / WMHbopmaumoHHbIN 0BMeH Mexay KOoMMoHeHTamu cuctembl KX[, aoskeH 6biTb peasnvsoBaH
cneayowmm obpasom:

Subsystem of data .
Y . . Subsystem of data Subsystem of reporting
collection, processing and . . S
. storage / formation and visualization /
uploading / Moacucrema
Moacucrtema Moacnctema popmmnpoBaHua
cbopa, 06paboTKu 1
XpaHEeHUs AaHHbIX M BU3yaiM3aLmMmM OTYETHOCTU
3arpysKku gaHHbIX
Subsystem of data collection,
processing and uploading / X
Moacucrema cbopa, 06paboTkK 1
3arpysKku AaHHbIX
Subsystem of data storage / X X
MoacmcTema XpaHeHUa AaHHbIX
Subsystem of reporting formation
and visualization / MNoacucrema X
bopmupoBaHUa 1 BU3yanmnsaumm
OTYeTHOCTU

4.2.1.3. Requirements for system information compatibility with related systems / TpebosaHus Kk
UHGOPMAYUOHHOU coemMecmumocmu €O CMeXCHbIMU cucmemamu

The system should not be closed, and it should be capable of exporting data to the Forest Management Information
System (FMIS) through interface tables or data files / Cuctema He posiskHa 6biTh 3akpbiTol Aia UCYJ1 u gonixHa
NoAAEPXKMBATb BO3MOMKHOCTb 3KCNOPTa AaHHbIX B UCY/1 yepes uHtepdeicHble Tabamubl uamn Gannibl AaHHbIX.

The system should provide the possibility of uploading the data received from FMIS / Cuctema nonxHa obecrneuntb
BO3MOXHOCTb 3arpy3Ku AaHHbIX, noaydaembix MCYJI.

4.2.1.4. Requirements for the use of classifiers, unified documents and classifiers / Tpe6osaHus Mo UCNoAb308AHUK
Kaaccugukamopos, yHUpUUUPOBAHHbLIX OOKYMEHMOB8 U KAACCUGUKAmMopos

The main classifiers and reference books in the system should be unified / OcHoBHble KnaccuduraTopbl K
CNPaBOYHUKM B CUCTEME A0KHbI ObITb EANHBIMM.

For information entered into the system on the basis of data from other departmental databases (for example, State
Register, Ministry of Internal Affairs, etc.), a number of classifiers should be used which are applicable in such
departments / na nHdopmaLMm, BHOCMMOW B CUCTEMY Ha OCHOBE AAaHHbIX U3 APYrMX BEAOMCTBEHHbIX 6a3 AaHHbIX
(Hanpumep, Focpernctpa, MB un T.4.) AONXHbI MUCNONb30BaTbCA KAaCCMPUKATOPbI, MCMNOAb3yemble B 3TUX
BEOMCTBAX.

Meanings of classifiers and reference books, which are unavailable in systems-data sources but necessary for the
data analysis, should be maintained and applied in specially developed files or a database repository / 3HaueHus
KNacCMPUKaATOPOB M CMPaBOYHMKOB, OTCYTCTBYHOLLIME B CUCTEMAX-UCTOYHMKAX, HO Heobxoaumble ANA aHanu3a
[AaHHbIX, He06X0AMMO NoALEePKMBATb B CrieLManbHO paspaboTaHHbIx Gaianax uamn penosmtopum 6asbl AaHHbIX.

4.2.1.5. Requirements for the use of database management systems / TpebosaHus no npuMeHeHuUo cucmem
ynpasaeHus 6azamu OaHHbIX


http://www.prj-exp.ru/dwh/dwh_model_types.php

The industrial DBMS PostGRE SQL should be used for the implementation of the data storage subsystem / [151s
peanusaumm NoACUCTEMbI XPaHEHNA AAaHHbIX SOMXHA MCNONb30BaTbCA NpomblwneHHaa CYB/ PostGRE SQL.

4.2.1.6. Requirements for the structure of data collection, processing and transfer processes, and for data
presentation / TpebosaHusa K cmpykmype npouecca cbopa, 0b6pabomku, nepedayu OaHHbIX 8 cucmeme U
npedcmassieHuto OaHHbIX

The data collection, processing, transfer and coordination processes in the system are determined on the basis of
the existing SAEPF procedures / lpouecc cbopa, 06paboTkuM, nepenayv U COrNacoBaHUA AaHHbIX B CUCTEME
onpegenaeTca cywecrsyrowmmn npoueaypamm FTAOOCUX.

4.2.1.7. Requirements for protection of data from damage in case of emergency situations or failures in the system
electric power supply / TpebosaHus k 3awume OaHHbIX OM PaspyweHull npu asapusax u cbosax 8 31eKkmponumaHuu
cucmemol

Information in the system database should remain undamaged in case of emergency situations caused by electric
power failures / VHbopmaums B 6ase AaHHbIX CUCTEMbI LO/KHA COXPAHATHCA MPU BO3HWKHOBEHWUM aBapUiHbIX
CUTYaUMIA, CBA3AHHbIX CO COOAMM IN1EKTPONMMUTAHMUA.

The system should be equipped with uninterrupted electric power supply capable of ensuring its normal operation
for 60 minutes without external power supply, and include automation elements for correct completion of all
processes / Cuctema pgo/mkHa mmeTb 6ecrnepeboiiHoe 3/iekTponuTaHue, obecneyvBaioliee €€ HOpMasibHOe
d)yHKLI,VIOHVIpOBaHMe B TeyeHue 60 MWUHYT B Ciy4ae OTCYTCTBUA BHELWWHEro SHGpFOCHaG)KE‘HVIH, M BK/IKO4YaATb 3/1EMEHTbI
aBTOMaTM3aLMM 4/1A KOPPEKTHOrO 3aBepLUeHNa BCEX MPOLLECCOB.

To ensure uninterrupted system operation in case of a failure of the database server, the system should continue
full operation on the basis of the backup server. After the problem is solved, both servers are synchronized to the
current state of the database / [na 6ecnepeboitHoi paboTbl B caydae Bbixoda M3 CTposa cepsepa b, cuctema
OOJ/IKHA MPOAO/IKUTL paboTy Ha aybaupytlolem cepBepe B NosHOM obbeme. Mocne ycTpaHeHUs Hemnosiaaku
NPOM3BOAMTCA CUHXPOHM3aLMA 060MX CepBEepPOB A0 aKTyaslbHOro cocTofHMA B,

Data backup and system settings should be backed up to third-party long-term storage media automatically (with
the ability to create a backup copy in manual mode) according to a fixed period, but at least once a month for a full
copy of data and at least once a week for data entered into Ip since previous backup. Backup information should be
made in amounts sufficient to restore the current state of the system at the time of the accident./ PesepsHoe
KOMMpPOBaHMEe AaHHbIX U HACTPOEK CUCTEMbI A0JIKHO OCYLLECTBAATLCA HA CTOPOHHWE HOCUTENIM A0ATOBPEMEHHOMO
XpaHeHWA aBTOMATMYECKM (C BO3MOXKHOCTbIO CO34aHMA PE3epPBHOM KOMUM B PYYHOM pPEeXMMe) COrnacHo
yCTaHOBAEHHOMY CPOKY*, HO He peke 1 pa3 mecal, 418 NOMHOM KOMMM AaHHbIX U He pexke 1 pasa B Hedeno AnA
OaHHbIX, BHeceHHbIXx B MC c MOMeHTa npeaplAyllero pes3epBHOro KOMMPOBaHWUA. Pe3epBHOe KomupoBaHue
nHbOPMaLUN LOMKHO MPOU3BOAMUTLCA B 06bEMAX, AOCTAaTOUYHbIX A8 BOCCTAHOB/IEHWUA aKTyasbHOTO COCTOSHMA
CUCTEMbI Ha MOMEHT aBapuy.

As the data backup date approaches, the system should automatically remind the Administrator of this fact. If the
backup does not take place after a certain period of time for any reason (for example, on filling the allocated disk
space), the system should give the Administrator and his immediate manager appropriate warnings about the need
for data backup at a frequency of 1 time per day. Notifications should be displayed on the screen and duplicated by
e-mail (or via SMS notifications). All successful or unsuccessful backups are recorded in the system event log./ MNpwu
NPUBAUNKEHUMN CPOKA Pe3epPBHOr0 KOMMPOBaHUA, CUCTEMA [0/KHA aBTOMATUYECKM HanoMUHaTb AAMUHUCTPATOPY
06 3TOM dakTe. B c/iyyae HenposeaeHUs Pe3epPBHOro KOMMPOBAHUA MO UCTEYEHUN YCTaHOBAEHHOrO CPOKa MO KaKoi-
NMBo npuunHe (Hanpumep, MO 3aMo/IHEHWIO OTBEAEHHOrO AMCKOBOrO MPOCTPAHCTBA), CMCTEMa AOOJIKHA C
nepuoaM4YHoOCTbi0O 1 pa3 B CYyTKM BblgaBaTb AAMMHWUCTPATOPY W €ro HemnocpeacTBEHHOMY PYKOBOAMUTENO
COOTBETCTBYHOLME NpeaynperaeHme 0 HEOBXOAMMOCTU Pe3epPBHOro KOMMPOBAHNUA AAHHbIX. YBEAOMAEHMUA LO/IKHbI
BbIBOAMTLCA Ha 3KpaH M Ay6/AMPOBaTLCA HA 3NEKTPOHHYH nouTy (Mam nytem CMC-yBenomneHwit). Bce caydau
YCMEeLHOro UM HeycrnewwHoro pe3sepBHOro KONMPOBaHMA 3aHOCATCA B JKypHaa COBbITUI CUCTEMBI.

4.2.1.8. Requirements for data control, storage, update and restoration / Tpe60o8aHUA K KOHMPOSIO, XPAHEHUIO,
06HO0B/1eHUI0 U 80CCMAHOB/1eHU OOHHbIX

The requirements for data control are the following: the system should record all events related to the change of its
information content, and be able in case of a failure to restore itself using the data changes recorded earlier / K

1 Terms of regular scheduled maintenance of the system should be regulated by the internal approved SAEPF document/Cpoku
PerynapHbIX pPernameHTHbIX PaboT Mo O6CAYKMBAHWMIO CUCTEMbI OOJ/IXKHbI PEry/siMpoBaTbCA BHYTPEHHUM YTBEPXAEHHbIM
pokymeHtom FTAOOC/IX.



KOHTPOJIIO AaHHbIX NPeabABAAloTcA cieaytolme TpeboBaHUA: cMCTEMA [LO/IKHA NPOTOKO/IMPOBATL BCE COOLITUSA,
CBfi3aHHble C U3MEHEHWEM CBOEro MHGOPMALMOHHOTO HaNoIHEHMA, U UMETb BO3MOXKHOCTb B C/lydae cbon B paboTe
BOCCTaHaB/IMBaTb CBOE COCTOSIHME, UCMO/b3ys paHee 3aNpPOTOKOIMPOBAHHbIE U3MEHEHUA AAHHbIX.

The requirements for data storage are the following: storage and access to historical data should be in full and can
be restricted only in accordance with access rights established for a certain user within the current competence / K
XPaHEHWUIO AaHHbIX MPEeAbABAAIOTCA c/eaylolme TpeboBaHMA: XpaHeHWe U AO0CTYN K UCTOPUYECKUM JAaHHbIM B
cUcTeme A0NKHO NPOM3BOAMUTLCA B MOJAHOM 06beme, OrpaHNYNBAEMOM TOJIbKO B COOTBETCTBUM C YCTaHOBAEHHbIMM
2151 TOTO WM MHOTO MOJIb30BaTe A NpasaMmu 4OCTYNa B Npeaeax 4eNCTBYOWEN KOMMNETEHLMUN,

4.2.1.9. Requirements for the procedure of validation of documents produced by the system software and hardware
/ TpebosaHus K npouedype npudaHus opuduyeckoli cusibl OOKYMEeHMam, rnpooyyupyembsimMm mexHu4ecKkumu
cpedcmeamu cucmemol

The system should generate output documents and official reports in the form (format) approved by SAEPF for
corresponding paper versions of documents / Cuctema [o/KHA reHepuMpoBaTb BbIXOAHbIE LOKYMEHTbI W
oduumanbHble oTyeTbl B dopme (odopmnenunn), yteepxaeHHon FTAOOCK/IX ANna COOTBETCTBYHOLMX BYMarKHbIX
BEPCUIN OKYMEHTOB.

During generation of official (automatically published for unauthorized users) versions of summary reports and other
documents, only the information should be used for which a corresponding mark is available in the database which
states that the document has been coordinated/approved at the respective level (for the types of information which
require coordination and approval) / lMpu reHepauumn oduuManbHbiXx (aBTOMATUYECKM MYyBAUKYEMbIX A8
HeaBTOPU30BaHHbIX MOJib30BaTe/Ieil) BEPCUI CBOAHbLIX OTYETOB M WMHbIX AOKYMEHTOB [OJIKHA MCMNO/b30BaThCA
TONbKO Ta MHbOPMaLMA, ONA KOTOPOM MmeeTca B B[, cOOTBETCTBYIOLLAA MOMETKA O COMIacoBaHUN/YTBEPKAEHUN
COOTBETCTBYIOLLErO YPOBHSA (414 TEX TUMOB MHPOPMALUK, KOTOPble TPEOYHOT COrIacoBaHUA U YTBEPKAEHMUA).

A possibility should be provided to generate similar reports using full information (including even the information
which has not been approved) and separately using unapproved information. In such cases the document is marked
(or titled) correspondingly which means the information has not been approved and cannot be used as official
information / [Jon»KHa 6bITb BOSMOXHOCTb reHepaLuumn aHaI0rMyYHbIX OTYETOB MO MOHOM MHOOPMaLUK (BKAKOYAA He
NpoLIeALUyI0 YTBEPKAEHME) N OTAENBHO NO HeYTBEPKAEHHOM MHbOPMALMK. [TpU 3TOM JOKYMEHT NPUHYAUTENBHO
nomeyYaeTca OTMETKOM (MM COOTBETCTBYIOLLMM 3aro/1I0BKOM) O TOM, YTO MHPOPMALMA He YTBEPKAEHA U HE MOXKET
MCMNO/Ib30BaTbCA B KayecTse opuULUMaNbHON.

During the process of automatic data exchange with other information systems — FMIS, departmental databases
(through “Tunduk” IEIS) — the system should provide only the data which have been coordinated and approved if
such data are provided for a specific data set. Data sets which have not been coordinated and approved should not
be transferred from the system to other systems through the stated automatic channels / MNpu asTomaTtunueckom
obmeHe AaHHbIMU C APYTMMKU MHPOPMaLMOHHbIMU cucTemamm: NCY/1, BegomcTeeHHble B/] (Yepe3 CM3IB «TyHAYK»)
cucTeMa AOJIKHA MPefocTaBfATb TO/IbKO Te [aHHble, KOTOpble MPOLUM COrNacoBaHWE WU YTBEPXKAEHME, ecnun
TaKoBble NpeAyCMOTPEHbI A5 KOHKPeTHOro Habopa AaHHbIX. Habopbl faHHbIX, He Npolesllne NPeayCMOTPEHHbIe
npoueaypbl COrMacoBaHWA U YTBEPXKAEHMUA He [OOMXKHbI NnepenaBaTbCA M3 CUCTEMbl BOBHE Yepes3 YynoMsaHyTble
aBTOMaTUYECKME KaHabl.

4.2.2. Requirements for software and linguistic support / Tpe6osaHus K NPo2paMmmHO-AUH2EUCMUYECKOMY
obecneveHuto

During the process of system implementation the following high-level languages should be used: SQL, Java, etc. /
Mpw peanusaumm cucTembl AOMKHbI NPUMEHATLCA CleayroLLmMe A3bIKK BbICOKOTo ypoBHsA: SQL, Java u a.p.

During the process of system implementation the following languages and standards of interaction of the corporate
data repository with related systems, and users with corporate data repository should be used: integrated products
of dialogue-based interaction of Bl application, Java, Java Script, HTML, etc. / MNpwu peanvsaumu cuctembl AOMMKHbI
NPUMEHATHLCA C/leaytoLLme A3blKM M CTaHAaPTbl B3aumoaencteus KX, co CMeXHbIMKU CUCTEMaMK U NoNb3oBaTenel
C KOPMOPATUBHbIM XPAaHUAWUWEM LOAHHbIX: AOJ/KHbI MCNONAb30BaTbCA BCTPOEHHble CPeacTBa AManoroBoro
B3aumogencteuns Bl npunoxkeHus; Java; Java Script; HTML u gp.

The following requirements for data coding and decoding should be met: Windows CP1251 for the data storage
subsystem; Windows CP1251 for the information received from systems-data sources / [10/13Hbl BbINOJHATHCA
cneaywouwme TpeboBaHUA K KOAMPOBAHWIO W AeKoAMPOBaHMIO AaHHbix: Windows CP1251 gna noacucTembl
XpaHeHua aaHHbix; Windows CP1251 nHbopmaLmm, NocTynatoLLel U3 CUCTEM-UCTOYHMKOB.

To implement the algorithms of data handling in databases, a standard query language SQL and its procedural
extension for PostGREE should be used / [ns peanvsaumu anroputmoB MaHWUMyAMpPOBaHWUA AaHHbIMKU B B[,


http://www.prj-exp.ru/dwh/oracle_partitioning.php

HEeobXxoAMMO MCNONb30BaATb CTAaHAAPTHbLIM A3bIK 3anpoca K gaHHbIM SQL 1 ero npoueaypHoe pacwmnpeHue ana
PostGREE.

In order to organize a dialogue of the system with a user, a graphic user WEB-interface based on the official SAEPF
website should be used / [ns opranvsaumm amanora cCUCTEMbl C MOAb30BaTeNEM [O/IKEH MPUMEHATLCA
rpadpuyecknin nonbsosatenbcknint WEB-uHTepdeinc, oCHoBaHHbIN Ha oduumanbHom cainte FAOOCK/IX.

The point of entry into the database should be a corresponding menu item of the SAEPF official website / Toukoi
Bxoga B8 bJ[l ponkKeH ABAATbCA COOTBETCTBYIOWMIM MNYHKT MeH oduumanbHoro cavta [AOOCKJIX
(http://www.ecology.gov.kg/).

4.2.3. Requirements for software / TpeboeaHusa k npozpammHomy obecrieyeHuro

The following requirements for software should be met / K nporpammHomy obecrnedeHnio cuctembl NpeabasasoTCA

cnepyrolme TpeboBaHuA:

- the system server should operate under the control of an operating system of Linux family / Cepsep cuctemsi
Ao/KeH PYHKLMOHUPOBATb NOA, ynpaBieHMeM ONepaLmMoHHON cucTeMbl cemeicTaa Linux.

- all components necessary for system operation should work under Linux operating system / Bce Heobxoaumble
AN1A paboTbl CMCTEMbI KOMMOHEHTbI A0/KHbI paboTaTth nog OC Linux.

- the system should provide regular performance with simultaneous connection of at least 200 authorized users,
with a total number of registered users in the system not less than 600 with the current capacity of the SAEPR
connection channel to the Internet (20 Mbit / s) and 1 static IP address registered on SAEPF./cucrema nosixkHa
obecneumBaTb LUTAaTHYIO MPOU3BOAMUTENILHOCTL MNPU  OAHOBPEMEHHOM MOAK/AYEeHUMU He meHee 200
aBTOPWM30BaHHbIX NO/Ib30BATENEN, NpPU OOLLEM YMC/Ie 3aperucTpMpOBAHHbIX B CMCTEME MO/Ab30BaTenel He
MmeHee 600 npu TeKyllel NPOMNyckHOW CnocobHoCTM KaHana noakaoveHna FTAOOCIX K WHTtepHeT (20
M6ut/cek.) n 1 ctatuueckom IP-agpecom, 3apeructpupoBaHHom Ha FTAOOC/IX.

4.2.4. Requirements for hardware / TpebosaHusa kK mexHu4yeckomy obecrneyeHuro

The system should be implemented with the use of special SAEPF server / Cuctema no/mkHa 6biTh peasn3oBaHa ¢
MCNO/b30BaHMEM CreLmnanbHO BblgeneHHoro cepsepa TAOOCK/IX®,

Minimum technical requirements for server hardware: processor not lower than Xeon E5 2600 v4, RAM not lower
than 16 GB; hardware RAID with a total amount of available disk space of at least 1 TB; hot-swappable hard drives;
At least two network interfaces with a bandwidth of 1 Gb/s./MuHumanbHble TexHuueckue TpebosBaHuA K
cepBepHomy 0bopyaoBaHMIO: Npoueccop He Huxke Xeon E5 2600 v4, o6bem onepaTUBHOM NamMATU He HUXKe 16 I6;
annapaTHbii RAID ¢ obwym 06bEeMOM [AOCTYNMHOTO AMCKOBOrO MPOCTPaAHCTBA He Huke 1 T6; BO3MOMKHOCTb
«ropsAvyen» 3ameHbl XeCTKUX AUCKOB; He MeHee ABYX CeTeBbIX MHTepdelicoB ¢ NponycKHoM cnocobHocTbio 1 M6/c.

4.2.5. Requirements for organizational support / TpebosaHus K op2aHu3ayuoHHomy obecrievyeHuro

Maintenance of the IS is provided by specially designated staff of SAEPF / TexHuueckoe obcnyskusaHue UC
oCyLecTBAsEeT BblgeneHHbIn nepcoHan FAOOCUK/IX.

The list of users registered in the system should correspond to the staff structure of SAEPF and its subdivisions /
CnUCOK 3aperncTpupoBaHHbIX B CUCTEME NONb30BaTe/1IEN, A0MKEH COOTBETCTBOBATL WUTATHOM cTpyKType TAOOCUK/IX
W ero noapasaeneHum.

Registration of authorized users of other organizations (for example, hunting providers) should be carried out on
request from such organizations upon authorization of SAEPF management of the corresponding level and with
assignment of necessary rights of access to certain subsystems within the respective competence / Perucrpauus
aBTOPWM30BaHHbIX MO/Mb30BaTesell CTOPOHHMX OpraHuM3auuMii  (Hanpumep, OXOTNO/Ab3oBaTeneil) [OMKHA
NPOM3BOAUTLCA MO 3aABKE 3TUX OpraHM3aLMin, ¢ caHKuuK pykoBoacTea FTAOOCK/IX COOTBETCTBYIOLLErO YPOBHA U C
Ha3HayeHrem HeobxoAMMbIX MpaB AOCTYNa K TEM UAM MHbIM NOACUCTEMAM, B Mpeaenax KOMNeTeHLMM.

The subdivision/staff which/who provide system operation should beforehand (at least 3 days prior) inform all users
of the system (stating precise time and duration) about its transition to the prophylactic mode of operation /
MoapasaeneHne/nepcoHan, obecneynBatoLme sKCNIyaTaLmio CUCTEMbI, LO/KHO 3apaHee (He MeHee Yem 3a 3 aHA)
MHGOpPMMPOBaTb BCEX NOJIb30BaTENEeN (C yKazaHMeM TOYHOTO BPEMEHWU U NPOAOIKUTENBHOCTM) O Nepexose eé B
NPOOUNAKTUYECKUI PEKUM.

15 In accordance with the Requirements for Protection of Information Kept in Databases of State Information Systems (approved
by Resolution of the Government of the Kyrgyz Republic No.762 dated 21.11.2017) / B cooTseTcTBumM ¢ TpeboBaHMAMM K 3aLimTe
nHGopmaummn, coeprrallerica B 6asax faHHbIX rocyaapCcTBEHHbIX MHOPMALMOHHBIX cuctem (yTBEpKAeHbl MNocTaHoBAEHUEM
Mpasutenbcrtea KP Ne762 ot 21.11.2017r.)


http://www.ecology.gov.kg/
http://www.ecology.gov.kg/

The requirements for protection from erroneous actions of the staff are the following / K 3awure ot owmbouHbIx

OENCTBUI NepcoHana NpeabaBAAloTCA caeaytolme TpeboBaHma:

- a system of confirmation of user’s legitimacy for data viewing should be provided / gomxkHa 6biTh
npeaycMoTpeHa cMcTemMa NOATBEPKAEHUA NETMTUMHOCTM NOJIb30BaTeNA NPU MPOCMOTPE AAHHbIX;

- it should be prohibited for all users to delete previously pre-configured objects and reporting / ans Bcex
nonb3oBaTeneit AO/KHA ObiTb 3anpelleHa BO3MOMKHOCTb YJa/NeHUs npenBapuTeNbHO MNpPesHaCTPOEHHbIX
06BbEKTOB UM OTYETHOCTY;

- complete and accessible user manual should be developed to reduce erroneous actions of users / ans cHUxXeHUs
OWMBOYHbIX OENCTBMIA NoNb3oBaTeNen AOJIKHO ObiTb pa3paboTaHO MOMHOE W AO0CTYMHOE PYKOBOZACTBO
nonb3oBaTens.

4.2.6. Requirements for methodical support / Tpe6osaHusa k memoduyeckomy obecrneyeHuro

The system should function in accordance with the technical, metrological and other standards applied in the
territory of the Kyrgyz Republic / Cuctema gonskHa GyHKLUMOHMPOBaTbL B COOTBETCTBUM C AEMCTBYIOWMMM Ha
TeppuTopun Kbiprbi3ckoi PecnybamnKkmn TeXHUYECKUMM, METPOIOTMYECKUMM U UHBIMU CTaHZAPTaMMu.

Data input, storage and processing in the IS should correspond to the methodologies approved by SAEPF in
corresponding areas / Bsoa, xpaHeHue u o6paboTka AaHHbIXx B UC O0MKHA COOTBETCTBOBATb YTBEPMAEHHbLIM
FTAOOCUJIX meToAMKam MO COOTBETCTBYIOLWMM HanpaB/eHUAM.

4.2.7. Requirements for novelty / TpeboeaHus k nameHmHol yucmome

The software being developed should meet the requirements of the open source standard and should be supplied
with open (uncompiled) initial code documented in detail and detailed documentation for the user to make further
system modernization possible / PazpabaTbiBaemoe nporpammHoe obecrneyeHmne LoKHO oTBeYaTh TpeboBaHUAM
CTaHZapTa Open source M MoCTaBAATbCA C OTKPbITbIM (HEKOMNUAMPOBAHHLIM) MOAPOBHO AOKYMEHTMPOBAHHbLIM
MCXOAHbIM KOAOM W noapobHOM [OOKyMeHTauuel A4 no/sib3oBaTens AAs BO3MOMKHOCTM  JajibHelen
MOZEPHU3aLNN CUCTEMDI.

The software being developed should not use proprietary (with a paid license) components and auxiliary subsystems.
If full compliance with this clause is impossible, the Developer should agree the use of proprietary components with
SAEPF / PaspabaTtbiBaemoe nporpammHoe obecrneyeHme He A0/KHO MCMOAb30BaTh NPOMNpUeTapHbIX (C naaTHOM
NIMLEH3Men) KOMMOHEHTOB M BCMOMOTaTesIbHbIX nogcuctem. Mpu HEBO3MOXKHOCTU NOJIHOTO BbINOJ/IHEHWUA AAHHOMO
NyHKTa, Pa3paboTumnK 40/1KEH COrnacoBaTbh MCNOb30BaHWE NPoNpUeTapHbiX KomnoHeHToB ¢ FTAOOCK/IX.



5. COMPOSITION AND CONTENTS OF WORKS ON SYSTEM CREATION / COCTAB U COAEPAHUE PABOT MO
CO34AHUIO CUCTEMDI

The system creation works are performed in three stages / PaboTbl no co3gaHuio cucTeMbl BbINOIHAKTCA B TP
sTana:

1. Design. Development of a preliminary design. Development of a technical design. / MpoektuposaHue.
Pa3paboTKa 3CKM3HOro NpoeKTa. PaspaboTka TEXHUYECKOro NpoeKTa

2. Development of working documentation. Adaptation of programs. / PaspaboTka paboueit AOKyMeHTaLuK.
ApanTtaums nporpamm.

3. Commissioning, including installation and trial operation / BBos B aeiicTBue, BK/KOYas YCTaHOBKY M
NPo6HY 3KCNayaTaumio.

4. Training of staff of SAEPF and its units/O6yueHue nepcoHana TAOOC/IX 1 ero noapasaeneHui.

5. Technical support of the system for one year/TexHuueckas noaaep:kka cUCTeMbI B TeYEHME OAHOTO roja

6. SYSTEM CONTROL AND ACCEPTANCE PROCEDURE / NMOPAOK KOHTPONA M NMPUEMKM CUCTEMbI
6.1. Types and scope of system testing / Bugbl u o6bem ucnbiTaHMii cuctembl
The system is subject to the following tests / Cuctema noggepraetcs UcnbiTaHUAM CeAYOWNX BUAOB:
1. Preliminary tests / MNpeasaputesibHble UCTbITAHMA.
2. Trial operation / OnbiTHas aKkcriyataums.
3. Acceptance tests / [premouHble UCMbITaHUA.

The composition, scope and methods of preliminary testing of the system are determined by the document “Test
Program and Methodology” developed at the “Working documentation” stage / Cocrtas, o6bem M MeToAbl
npesBapuUTeNbHbIX UCMbITAHUA CUCTEMbI ONPEefEenAlTcA AOKYMeHTOM «[llporpamma M MeToAMKa WCMbITaHWIY,
paspabaTbiBaeMbIM Ha CTaguu «Paboyan LOKYMeHTauuUsa».

The composition, scope and methods of trial operation of the system are determined by the document “Trial
operation program” developed at the “Commissioning” stage / “C onbITHOI 3KCNyaTaLMm CUCTEMbI ONPeaensatoTCA
[OKYyMeHTOM «[Tporpamma onbITHOM 3KCMyaTauum», paspabatbiBaeMbiM Ha cTaaun «Beos B aencTeue.

The composition, scope and methods of acceptance testing of the system are determined by the document “Test
program and methodology” taking into account the results of preliminary testing and trial operation / Coctas, 06bem
N MEeTOoAbl NPUEMOYHBIX UCMbITAaHUI CUCTEMbI ONPEAENAOTCA LOKYMEHTOM «Tporpamma 1 MeToAMKa UCMbITaHUIY,
paspabaTbiBaemMblM Ha CcTagumM «BBog B AeiCTBME» C YYEeTOM pe3y/nbTaToB MPOBEAEHWUA NpeaBapuTesbHbIX
MCMbITaHUI 1 OMbITHOM 3KCMyaTaLMK.

Testing and their results are recorded by a joint commission of the Developer, SAEPF and the Customer/MposeaeHue
MCMbITAaHUIM W UX Pe3yabTaTbl MPOTOKOIMPYHOTCA COBMECTHOM Komuccuel Pazpabotumka, TAOOC/IX 1 3aKasumKa.



6.2. Requirements for acceptance of works by stages / Tpe6osaHusa K npuemke paboT no craguam

The requirements for acceptance of the works by stages are given below / Tpe6osaHusa K npvemke paboT no cTagusam npuseaeHbl B TabuLe.

SAEPF and its

and Developer /

cornacosaHuio

nposeaeHus.

Acceptance
Test .
Test stage / Cragua participants / Dates and venue / . R Commission
ACRBITAHW Y4aCTHIKM MecTo 1 cpoK Procedure of documentation coordination / Mopaaok cornacoBaHua goKyMeHTaumum status / CTaTY‘C
. nposeAeHuUA npUemMoYHOM
McnbiTaHUM1 KomMCeUn
Preliminary tests / SAEPF, Client By agreement / Mo Performance of preliminary tests / lMposeseHue npeaBapUTeNbHbIX UCMbITAHUIA. Expert Group /
MpensapuTenbHble and Developer / | cornacosaHuio Recording of identified faults into the Test Report / ®ukcrposaHue BbifiBIEHHbIX HEMOAAA0K B [poToKo/e JKcnepTHan
MCNbITaHMA FTAOOCuUJIX, MCMbITAaHUN. rpynna
3aKasumk n Elimination of the identified faults / YcTpaHeHue BbiABAEHHbIX HEMONAA0K.
PaspaboTumk Checking the elimination of the identified faults / MpoBepka ycTpaHeHus BbIABIEHHbIX HEMOMALO0K.
Making a decision on the readiness of the IS for trial operation / MpuHATHE pelleHns 0 BO3MOXKHOCTH
nepegaun UC B onbITHYHO 3KCN/yaTaLmio.
Preparation and signing of the Certificate of Acceptance of the IS for Trial Operation / CoctasneHue un
noanucaHme Akta npuémrn MUC B ONbITHYHO 3KCNyaTaumio.
Trial operation / SAEPF, Client SAEPF, in Performance of trial operation / MposegeHue onbITHOM 3KCNyaTaLmm. Test Group /
OnbITHaA aKkcnyaTauma and Developer / | accordance with Recording of identified faults into the Test Report / ®ukcrpoBaHue BbifiBNEHHbIX HEMOAaA0K B [poTokoe lpynna
FTAOOCU/IX, work schedule / MCMbITaHUN. TECTUPOBaHMSA
3aKasumk u FTAOOCUKNX Elimination of the identified faults / YcTpaHeHuWe BbiABAEHHbIX HEMONAA0K.
PaspaboTumk cornacHo rpadumka Checking the elimination of the identified faults / Mposepka ycTpaHeHWs BbIABIEHHbIX HEMOMALOK.
nposeaeHWA paboT Making a decision on the readiness of the IS for acceptance tests / MpuHaTue pewenuns o rotosHoctr UC K
NPUEMOYHbIM UCTbITAHUAM.
Preparation and signing of the Certificate of Completion of Trial Operation of the IS / Coctanexue u
noanuncaHve AKTa o 3aBepLUEeHMN ONbITHOM aKcnayaTaumm UC.
Acceptance tests / SAEPF, Client SAEPF, after actual Performance of acceptance tests / lMposeaeHne NPUEMOYHbIX UCTbITAHWIA, Acceptance
MpuemouHble and Developer / | completion of trial Recording of identified faults into the Test Report / ®ukcrpoBaHue BbifiBEHHbIX HEMONAA0K B [poToKOE Commission /
MCNbITaHWA FTAOOCU/IX, operation / NCMbITaHUN. MpnemouHaa
3aKasumk u FTAOOCU/IX no Elimination of the identified faults / YcTpaHeHue BbiABAEHHbIX HEMONAA0K. Komuceuma
PaspaboTumnk daKTy OKOHYaHUSA Checking the elimination of the identified faults / NMpoBsepka ycTpaHeHUs BbIABAEHHbIX HEMONAA0K.
OMbITHOM Making a decision on readiness of the IS for commercial operation / MpuHATHE peLleHns 0 BO3MOMKHOCTHU
aKcnayaTauum nepesaun UC B MpOMBbILLIEHHYIO KCMyaTaLuIo.
Preparation and signing of the Certificate of Completion of Acceptance Tests and Transfer of the IS to
Commercial Operation / CoctasneHune v nognvcaHune AKTa o 3aBeplUeHny MPUEMOYHbIX UCTbITaHUIA 1
nepegade NC B NpOMbILINEHHYIO SKCNyaTaLUIO.
Preparation of the Certificate of Work Completion / ObopmneHne Akta 3aseplueHuns pabor.
Training of staff of SAEPF, Client By agreement/lNo Coordination of the composition of trainees and venue /CornacosaHue coctasa obyyaembix 1 MecTa Acceptance

Commission /




departments FTAOOCUKNX, Training for SAEPF technical staff/O6yueHne ansa TexHuyeckoro nepcoHana FAOOC/IX. MpvemoyHas
/Ob6yueHne nepcoHana 3aKasumk n Training for SAEPF staff/ O6yuyeHune ans cotpyaHukos TAOOC/IX. Komuceumn
FTAOOC/IX u ero PaspaboTumnk

nogpasaeneHum

Training for employees of departments and third-party authorized users: protected areas, hunting, inspectors,
huntsmen, etc./O6yueHune 4N COTPYAHMKOB NOAPA3AEAEHNI M CTOPOHHUX aBTOPM30BaHHbIX NO/b30BaTe/eN:
OONT, ox0T.X03AMCTBa, OXOTNO/Ib30BATENM, UHCMEKTOPbI, ereps 1 T.4,.

Registration of the Completion Act/OdopmaeHne AkTa 3aBeplieHuns paborT.




7. REQUIREMENTS FOR COMPOSITION AND CONTENTS OF WORK FOR PREPARATION OF THE AUTOMATION OBJECT FOR SYSTEM
COMMISSIONING / TPEBOBAHMA K COCTABY U COAEP}XAHUIO PABOT MO NOATOTOBKE OBbEKTA ABTOMATU3ALUN K BBOOY
CUCTEMDbI B AENCTBUE

Coordination of connection of the IS to third-party databases through “Tunduk” IEIS is carried out by the Developer jointly with SAEPF
and with participation of the Client. The agreements reached are recorded. Technical parameters of connections are documented and
added to the general documentation package. / Cornacosanune nogknouenuns UC k ctopoHHum B nocpeacteom CM3B «TyHAyK»
npoussoantca Pazpabotumkom coBmectHo ¢ TAOOCK/IX npu y4actum 3aKkasumka. JoCTUrHyTblie 40roOBOPEHHOCTM NMPOTOKOIMPYOTCA.
TexHuyeckne napameTpbl NOAKNOYEHNN LOKYMEHTUPYIOTCA U A06aBAAIOTCA K 06LWeMy NakeTy LOKYMEHTaLMUN.

Before conducting trial operation of the developed IS, the Developer with the support of the Customer and the SAEPF should be
conducted:

- Presentation of the developed system for SAEPF personnel and departments (all stakeholders) - 30-50 participants.
- Training on work in the system for SAEPF personnel (separate 2-day training, up to 30 people), its units (separate training, up
to 20 people) receiving authorized access to the information system and 3-day training of technical personnel (up to 5 people), serving
the system (system administrators).

Training courses must be conducted in person. Correspondence forms of education (with the distribution of materials, on-line courses)
are not envisaged

At the stage of trial operation, the Developer makes the initial filling of the IS with samples of real data provided by SAEPF for each
subsystem and form of the document in an amount not less than 3 months. For regular data entered once a year or seasonally, at
least 100 documents are submitted for each form. The data of the existing database “Hunter” and on the animal world are integrated
into the created IS in full. Given the possible confidentiality of part of departmental data, all data should be entered in the SAEPF
building. The entered data are used in the process of testing the system and during the training of staff of SAEPF and its departments/

Mepen npoBeAeHMEM OMbITHOW 3KcNyaTauuu paspabotaHHon UC, PaspaboTumKk npu nogaep:kke 3akasumka u FTAOOC/IX gonKHO
6bITb NPOBEAEHO:

- Mpe3eHTauua paspaboTaHHoOM cuctembl ana nepcoHana FAOOC/IX n noapasaeneHnii (Bcex 3aMHTepPecoBaHHbIX CTOPOH) — 30-
50 y4yacTHUKOB.

- ObyyeHne no pabote B cucteme ansa nepcoHana FAOOC/X (oTaenbHblA 2-XxAHEBHbIN TpeHuHr, go 30 4yenoBek), ero
nogpasaeneHnin (oTaenbHbIM TpeHuHr, go 20 4yenoBek), Mosyyalowmx aBTopusoBaHHbIM goctyn B UC n 3-xgHeBHOe obyyeHue
TEXHWYECKOro nepcoHana (Ao 5 yenosek), 06CNyKMBAOLWErO CUCTEMY (CUCTEMHbBIX aAMUHUCTPATOPOB).

Obyuatolime Kypcbl AOMXKHbI BbITb NpoBefeHbl 04HO. 3aouHble Gopmbl 0byyeHMA (C paccbiiKoi maTepuanos, on-line Kypcbl) He
npeaycMaTpuBatoTcs.

Ha astane onbITHOM 3KcnayaTaumu, Pa3paboTyMK npousBoauT nepBuYHoe HanosHeHuMe WC obpasuamu peasnbHbiX AaHHbIX,
npepoctasneHHbix TAOOC/IX no Kaxaoh noacucteme n dopme AoKymeHTa B o6beme He meHee yem 3a 3 mecaua®. [lna perynapHbix
[laHHbIX, BHOCUMbIX pa3 B rof uamn ceaoHHo” BHocuTca He meHee 100 AOKYMEHTOB NO Kaxaow ¢opme. JaHHble gelcTaytowmx B/
«OXOTHMK» M MO 3KMBOTHOMY MMUPY'® uHTerpupytoTca B co3gaHHyilo MC B nonHom ob6beme. YuuTbiBas BO3MOMKHYIO
KOHOUOEHLMANbHOCTb YaCTU BEAOMCTBEHHbIX AaHHbIX, BBOA, BCEX AaHHbIX He06X0AMMO NPoBOAUTb B 3a4aHMM TAOOC/IX . BeeseHHble
OaHHble WUCNONb3YylTCA B NpoLecce TeCTUPOBAHMA CUCTEMbI M NpuU nposeseHun obydveHua nepcoHana FAOOC/X u ero
noapasaeneHun.

7.1. Technical measures / TexHuueckme meponpuaTus

At the stage of preliminary design, the Developer examines the state of computer, network and auxiliary equipment, the SAEPF
network channels and draws up a list of possible improvements for the full operation of the IP. These recommendations are consistent
with the SAEPF and the Customer for the purchase of additional equipment, or optimization of the performance parameters of the IS

16 |n addition to documents with an appropriate regime of admission, in accordance with the legislation of the Kyrgyz Republic/Kpome gokymeHTos,
MMEIOLLMX COOTBETCTBYIOLMIA PEKMM L0MYCKa, COMNAacHO 3aKOHOAAaTeNbCTBY Kblprbi3ckoi Pecrny6imKu

17 For example, wild animals registration cards, etc./Hanpumep, KapTOUKM y4eTa AUKUX 3KUBOTHbIX U T.4,.

18 http://wildlife.caiag.kg/drupal_wa/

19 SAEPF provides a place and connection to the database server via the local network in order to perform these works./TAOOC/IX npeasocrasnser
MeCTO ¥ NoAKAYeHMe K cepeepy B/l No NOKaNbHOW CeTU B A1 BbIMONHEHUS AaHHbIX paboT.
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to work with the current technical equipment of SAEPF./ Ha sTane acKM3HOro npoexkTMpoBaHua PaspaboTunk obcieayer cocTosHne
KOMMbIOTEPHOrO, CETEBOTO M BCMOMOraTe/ibHoro obopyaoBaHus, ceteBblix KaHanoB FAOOC/IX u cocTaBnAeT nepeyeHb BO3MOMKHbIX
[0paboToK, ANnA NosHoueHHoM akcnayaTtauumn MC. [daHHble pekomeHgauuu cornacytotca ¢ FTAOOC/IX 1 3akasyMKom Ha npeamet
3aKyMNKK A0MNO/HUTENbHOrO obopyaoBaHuA, AMbo oNTMMM3aUMM NapaMeTpoB npoussoautenbHoct UC gns paboTbl C TEKyLMM
TexHn4yecknm ocHauweHnem FAOOC/IX.

The following works should be performed by SAEPF before commencement of the stage “Development of working documentation.
Program adaptation” / Cunamu TAOOCK/IX B CPOK A0 Havana 3tana «PaspaboTka paboueit 4OKyMeHTaUMM. AganTaumsa nporpamm»
[LOJIKHbI BbITb BbIMOHEHBI CAeAytoLme paboTbi:

- a facility should be prepared for deployment of the automated technological complex (ATC) of the system in accordance with the
requirements stated in these Terms of Reference / ocyuiectBneHa noArotoBka NomelleHus A8 pasMelleHus annapatHo-
TexHu4yeckoro Komnekca (ATK) cuctembl B COOTBETCTBMM C TPEOOBAHUAMM, NPUBELEHHBIMU B HACTOALLLEM TEXHUYECKOM 3aaHNN;

- procurement and installation of the necessary ATC should be carried out / ocyliectsneHa 3akynka v ycTaHoBKa HeobXoAMMOro
ATK;

- required network interaction should be organized / opraHnsosaHo Heob6xoaMMoe ceTeBoe B3aMMOLENCTBYE.

7.2. Organizational measures / OpraHusauMoOHHblIe MEPONPUATUA

SAEPF should, before commencement of the work stage “Development of working documentation. Program adaptation”, resolve a

number of organizational issues related to the interaction with other systems-data sources. These organizational issues include /

Cunamm FTAOOCK/IX B CpOK A0 Hayana sTana pabot «PaspaboTka paboueit AOKYMeHTauUK. Agantauma nNporpaMmm» AOXKHbl BbITb

peleHbl OpraHM3auMOHHbIE BOMPOCHI MO B3aWMOLEWCTBUIO C  APYIMMW  CUCTEMAMMU-UCTOYHMKAMM  AaHHbIX. K AaHHbIM

OpraH13aLMOHHbIM BONPOCAaM OTHOCATCA:

- arrangement of access to databases-data sources / opraHvsauusa goctyna k 6a3am AaHHbIX UCTOYHUKOB;

- determination of the regulations for informing on the changes in structures of the systems-data sources / onpegenexHve
pernameHTa MHGOPMMPOBAHUA 06 N3MEHEHUAX CTPYKTYP CUCTEM-UCTOYHUKOB;

- assignment of responsible experts from SAEPF for the interaction with the project team on the interaction with the systems-data
sources / BblaeneHne OTBETCTBEHHbIX CMEeLManncToB co ctopoHbl FAOOCKU/IX ana B3aMMOAENCTBMA C NPOEKTHOW KOMaHAO0M no
BOMNPOCAM B3aMMOZLENCTBUA C CUCTEMAMMU-UCTOYHMKAMM SAHHbBIX.

7.3. Changes in information support / UsmeHeHus B nHpopmaumoHHom obecneyeHnm

In order to organize the system information support, regulations should be developed and approved for the preparation and
publication of data obtained from the systems-data sources / [1ns opraHnsaumm nHGOpPMaLMOHHOTO 06EeCNeYeHns CUCTEMbI AO/IKEH
6bITb pa3paboTaH M yTBEPKAEH PErTAMEHT NOAFOTOBKM M Ny6AMKALMM AAHHbBIX U3 CUCTEM-UCTOYHUKOB.

The list of regulations can be changed at the stage “Development of working documentation. Program adaptation”. / MNepeueHb
pernameHToB MOXKeT ObITb U3MEHEH Ha cTaauu «PaspaboTKka paboyeit JOKyMeHTauuMM. Agantauma nporpammy.
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8. REQUIREMENTS FOR DOCUMENTATION / TPEEOBAHUA K JJOKYMEHTUPOBAHUIO

During the design process the Developer should record all stages of system creation in detail. In addition to this, all functional software
modules should be accompanied with comments to ensure further modernization and development of the IS / lNpu paspaboTke
Pa3paboTunk 06a3aH NogpobHO JOKYMEHTUPOBATbL BCe 3Tanbl co3gaHua UC. Tak e, A1 BOSMOMKHOCTM AasibHellwen MoaepHU3aumm
n passutna MC npu paspaboTke MNPOrpammHOrO Koga, Bce ¢YHKLUMOHANbHbIe MPOrPamMHbIe MOAY/M COMPOBONKAAITCA
KOMMEHTapUAMMU.

The entire list of sections of documentation on the system being created is given in the table below. The respective sections can be
prepared both as separate documents and be assigned to groups. Such grouping can be performed at the discretion of the Developer
/ TonHbIM nepeyeHb pas3genioB AOKyMeHTauuu no cosgasaemoilt MC npuseseH B HuKecneayouwein Tabavue. CooTBeTCTBYOLME
paszenbl MoryT 6biTb 0GOPM/IEHbI KaK OTAE/NbHble AOKYMEHTbl, Mb60 rpynnupoBaTtbea. [aHHas rpynnMpoBKa OCTaBASETCA Ha
ycmoTpeHue PaspaboTumka.

The User Manual will be prepared as a separate document / OTaenbHbIM AOKYMEHTOM COCTaBAAETCA «PYKOBOACTBO MO/1b30BaTENAY.

Stage / 9tan Section / Pazpen

Design. Development of a Preliminary design sheet / BejoMOCTb 3CKM3HOTO NpoeKTa
preliminary design. Development
of a technical design. /
MpoeKktTnpoBaHue. PaspaboTka

Explanatory note to preliminary design / MosAcHuUTeIbHasA 3aMmMcKa K 3CKU3HOMY
MPOeKTy

3CKM3HOTO NpoekTa. PaspaboTka Technical design sheet / BeomMOCTb TEXHUYECKOTO NPOEKTa
TEXHWYECKOro MpoeKTa.

Explanatory note to technical design / MosicHuTebHAA 3aNUCKa K TEXHUYECKOMY
NpoeKTy

Functional structure scheme / Cxema dyHKLMOHaNLHOM CTPYKTYPbI

Development of working List of operation documents / BeaomoCTb 3KCMyaTaLMOHHbIX OKYMEHTOB
documentation. Program
adaptation. / PaspaboTka pabouei

AOKyMeHTaLuun. Anantaumsa Registration Certificate / MacnopT
nporpamm

List of technical information carriers / BeaomocTb MallnHHbIX HOCUTes el nHbopmalmm

General system description / O6Liee onvcaHme cuctemsl

Technological instruction / TexHonoruyeckan UHCTPYKLUMSA

User manual / PykoBozcTBO nosib3osartens

System Administrator’s manual/PykoBoACTBO CMCTEMHOrO agMUHMUCTPATOPa

Description of a data processing technological process (including teleprocessing) /
OnucaHune TexHoorMYeckoro npouecca 0b6paboTkM AaHHbIX (BKAtOYan TenieobpaboTky)

Instructions for database (sets of data) formation and maintenance / (MHcTpyKLmA no
dopmupoBaHmio 1 BegeHnto 6asbl AaHHbIX (Habopa AaHHbIX)

Output data (messages) composition / Coctas BbIXOAHbIX AaHHbIX (CO0BLIEHMI)

Database catalogue / Katanor 6a3bl gaHHbIx

Test programs and methodology / Mporpamma 1 MeToauKa UcnbiTaHui

Specification / Cneuundukaumsa

Description of programs / OnucaHue nporpamm

Texts of programs / TekcT nporpamm

Commissioning / Beog, B gelicteune Certificate of Acceptance for Trial Operation / AKT NpUEMKM B OMbITHYIO KCMyaTaLMIO

Test protocol / MpoToko ucnbiTaHui
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http://www.prj-exp.ru/patterns/pattern_draft_project.php
http://www.prj-exp.ru/patterns/pattern_draft_project.php
http://www.prj-exp.ru/patterns/pattern_draft_project.php
http://www.prj-exp.ru/patterns/pattern_draft_project.php
http://www.prj-exp.ru/patterns/pattern_tech_project.php
http://www.prj-exp.ru/patterns/pattern_tech_project.php
http://www.prj-exp.ru/patterns/pattern_tech_project.php
http://www.prj-exp.ru/patterns/pattern_tech_project.php
http://www.prj-exp.ru/patterns/diagram_functional_structure.php
http://www.prj-exp.ru/patterns/diagram_functional_structure.php
http://www.prj-exp.ru/patterns/pattern_user_guide.php
http://www.prj-exp.ru/patterns/pattern_user_guide.php
http://www.prj-exp.ru/patterns/pattern_database_catalog.php
http://www.prj-exp.ru/patterns/pattern_database_catalog.php
http://www.prj-exp.ru/patterns/pattern_program_of_test.php
http://www.prj-exp.ru/patterns/pattern_program_of_test.php
http://www.prj-exp.ru/patterns/pattern_methods_of_test.php
http://www.prj-exp.ru/patterns/pattern_methods_of_test.php
http://www.prj-exp.ru/patterns/pattern_act_of_trial_operation.php
http://www.prj-exp.ru/patterns/pattern_act_of_trial_operation.php
http://www.prj-exp.ru/patterns/pattern_report_of_test.php
http://www.prj-exp.ru/patterns/pattern_report_of_test.php

Stage / 9tan Section / Pazpen

Certificate of Acceptance for Commercial Operation / AKT nprvemku Cuctembl B
MPOMBbILLIEHHYO SKCMJyaTaLmIo

Work Completion Certificate / AT 3aBepLueHus pabot

All documents should be prepared and submitted both in the paper and electronic forms (in Microsoft Word format) / Bca
[OKYMEHTauMa f0/1KHa BbITb MOATOTOB/EHA M NepeAaHa Kak B NeYyaTHOM, Tak M B 91eKTPOHHOM BuAe (B dopmate Microsoft Word).

The list of documents issued on technical data carriers / MepeyeHb AOKYMEHTOB, BbIMYCKAaEMbIX Ha MaLMHHbIX HOCUTEIAX:
Data repository model / Mozgenb xpaHuauiia gaHHbIX.

ETL-procedures package / MNaket ETL-npoueayp.

Database objects / O6bekTbl 6a3bl 4aHHbIX.

Data marts package / MakeT BUTPUH AaHHbIX.
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http://www.prj-exp.ru/dwh/dwh_model_types.php
http://www.prj-exp.ru/dwh/dwh_model_types.php
http://www.prj-exp.ru/dwh/structure_of_etl_process.php
http://www.prj-exp.ru/dwh/structure_of_etl_process.php
http://www.prj-exp.ru/dwh/naming_rules.php
http://www.prj-exp.ru/dwh/naming_rules.php

9. REQUIREMENTS FOR DEVELOPER’S QUALIFICATION / TPEBOBAHUA K KBAJTIMOUKALIUU PASPABOTHUKA

The Developer should have its own resources: office space; computer, office and other equipment; vehicles, etc. for the successful
performance of the works according to these Terms of Reference / PaspaboTumnk AoKeH MMeTb COBCTBEHHbIE pecypchbl: 0bUCHbIe
nomeLLeHu1s, KoMNbloTepHoe, odUCHOe U MHOe 06opPYyA0BaHUE, TPAHCMOPTHbIE CPEACTBA U T.4. 414 YCNewWwHOoN peanmsauumn pabot no
HacToALWeMy TEXHUYECKOMY 3aZaHuI0.

The requirements for the Developer’s qualification are the following / K kBanudukaumum paspaboTtunka npesbasaaoTCa cieaytolime
TpeboBaHuA:

General qualification requirements / O6bwue K8aAUPUKAYUOHHbIE MpPebOoBaHUS.

Minimum 2 contracts in the development of software products and databases over the past 5 years (attach a description of the latest

contracts with the contact details of the customer) / OnbIT paboTbl B UCNONHEHUU MUHMMYM 2 KOHTPaKTOB B chepe pa3paboTku

NPOrpamMmMHbIX MPOAYKTOB M 633 AaHHbIX 3a NocneaHue 5 neT (NPUA0KUTL ONMcaHMe NOCAEAHUX KOHTPAKTOB C KOHTAKTHbIMW AAaHHbIMM

3aKasuuKa);

Experience in conducting trainings on ICT / OnbiT B npoBeeHun TpeHnHros no UKT.

Experience of integration of GIS technology into information systems. Corresponding brief description and links to the developed

existing WEB-resources should be attached to the design proposal. / OnbIT uHTerpaumm 8 MHGOPMaLMOHHbBIE CUCTEMbI TEXHOIOTUN

'MC. CooTBeTcTBYlOLWEE KPAaTKOE ONMCaHME U CCbIIKM Ha pa3paboTaHHble aelicTeytowme WEB-pecypcbl A0/IXKHbI BbITb NPUIOXKEHDI K
NPOEKTHOM 3anBKe.

Staff qualification / Keanugpukayus nepcoHana.

The Developer’s team should include the following key employees / KomaHaa PazpaboTunka Ao/1XKHA BKAKOYATH CAEAY LN
K/tOYEBbIX COTPYAHUKOB:

Head of the Development Team: at least 3 years experience of managing the development of information projects in open source
software. Knowledge of the principles of automation of interaction between information systems/ Pyxkosodumesib KomaHObI
pazpabomeku: onbIT PYKOBOACTBA Pa3paboTKol MHPOPMALMOHHbIX MPOEKTOB B 061aCTM NPOrpamMmmHOro obecneyeHmns ¢ OTKPbITbIM
MCXOZHbIM KOAOM He MeHee 3-X IeT. 3HaHMe NPUHLMNOB aBTOMATU3aL N B3aUMOLENCTBUA MeXay MHOOPMALMOHHBIMKU CUCTEMAMMU.
Leading Developer of Information Systems: at least 3 years experience in development of information systems based on WEB
applications with GIS support and implementation of multi-level differentiation of access for users to the system, in development of
open source applications. Experience in designing, coding and integrating GIS technology with WEB-applications and DBMS/ Bedywjuti
pazpabomyuk UHGOPMAyUOHHbIX cucmem: OnbIT pa3paboTkM MHGOPMALMOHHBIX cUCTEM Ha ocHoBe WEB-NpUAoKeHni ¢
noaaepxkon N’C v peannsaumeil MHOroypoBHEBOIO pasrpaHMYeHuns A0CTyNa No/ib3oBaTeien K cucteme, npunoxkeHuii Open Source
He meHee 3-x n1eT. OnbIT NPOEKTUPOBAHMA, KOANPOBAHUA U UHTerpauum TexHonormn N’MC c WEB-npunoxkeHnamum n CYB/.

DBMS Expert: at least 3 years experience in designing the structure and composition of databases, creation of queries, maintenance,
data backup, setting up DBMSs, assignment of user rights and ensuring security of the organization’s databases. Experience of working
with open source applications / Creuyuasucm no CYB/]: OnbIT B NPOEKTUPOBAHUMU CTPYKTYPbI U cocTaBa 6a3s AaHHbIX, CO34aHUM
3anpocos, 06cnyKMBaHUM, B pe3epPBHOM KOMMPOBAHUK AaHHbIX, HacTpolike CYB/], HasHauyeHMA NpaB Nnosib3oBaTens U 6e30nacHOCTH
6a3 AaHHbIX OpraHM3aumm He meHee 3-X eT. OnbIT paboTbl ¢ NpuaokeHuammn Open Source.

50
ATTENTION: THE PRESENT TRANSLATION OF THE DOCUMENT FROM ENGLISH INTO RUSSIAN IS UNOFFICIAL
BHUMAHMWE: HACTOALLMI NEPEBOA LLOKYMEHTOB C AHI/IMACKOTO HA PYCCKMI A3bIK ABNAETCA HEODULANIBbHLIM



Annex 2/ MNMpunoskeHue 2

FORM FOR SUBMITTING SERVICE PROVIDER’S TECHNICAL PROPOSAL%?/
®OPMA 3AABKW ANA NPEACTABNEHUA TEXHUYECKOIO NPEANOXEHNA MOCTABLLUUKA YCNYT

(This Form must be submitted only using the Service Provider’s Official Letterhead/Stationery?)
(3ma ¢popma donaxcHa 6bimb oMNpPasAeHa MOsbKO HA 0uyUAa6HOM baaHKe [Tocmaswuka ycye)

Location/Mecmo
Date/ flama

To: UNDP National Programme Management Unit / Otaen peanunsaunu npoektos MPOOH

Dear Sir/Madam/YBaxaemblit r-H/ r-»a:

We, the undersigned, hereby offer to render the following services to UNDP in conformity with the requirements defined in
the RFP ENV 19/008 dd. 2 August 2019, and all of its attachments, as well as the provisions of the UNDP General Contract Terms and
Conditions /Mbl, HU)KenognucasliMeca, HacToAWMM npeasnaraem okasaHue [POOH cneaytowmx ycayr B COOTBETCTBUMU C
TpeboBaHuAMM, onpeaeneHHbimu B 3 ENV 19/089 ot 2 asrycta 2019 roaa v Bcex NPUAOXKEHUAX K HEMY, a TakxKe OBLLMMK YCNOBMAMM
M NONOXKeHMA KOHTpakToB MPOOH:

A Qualifications of the Service Provider/Ksanudukauma Noctasuwmka ycayr

The Service Provider must describe and explain how and why they are the best entity that can deliver the requirements of UNDP by
indicating the following/ MNocmaswuk ycaye 0osxceH onucame U 06bACHUMb, KAKUM 06pa30oM U novyemy OH A8A9emcA Ay4uum
KaHoudamom, ydosaemeopsrowum mpebosaHuam lNPOOH, ykazae cnedyoujee:

- Minimum 2 contracts in the development of software products and databases over the past 5 years (attach a description of the latest
contracts with the contact details of the customer) / OnbIT paboTbl B UCMONHEHUM MUHUMYM 2 KOHTPAKTOB B chepe pa3paboTku
NPOrPamMmMHbIX NPOAYKTOB M 6a3 faHHbIX 33 Noc/ieAHue 5 NeT (MPUNOKUTb ONUCAHME NOCNEAHUX KOHTPAKTOB C KOHTAKTHBIMM JaHHbIMU
3aKasumKa);

- Experience in conducting minimum 2 trainings on ICT / OnbIT B npoBeAeHUN MUHUMYM 2 TPEHUHros no UKT

- Experience in completion of mimimum 1 project on integration of GIS technology into information systems. Corresponding brief
description and links to the developed existing WEB-resources should be attached to the design proposal / OnbIT B ucnoneHeHuu
MUHUMYM 1 npoekTa no nHterpaumm TexHonornun MNC s nHbopmaLmMoHHble cucTembl. COOTBETCTBYHOLLEE KPATKOE OMUCAHMNE U CCbISIKU
Ha paspaboTaHHble gencteytowme WEB-pecypcbl AOMKHbI ObITb MPUNONKEHBI K MPOEKTHON 3aABKe.

B. Methodology, Its Appropriateness to the Condition and Timeliness of the Implementation Plan/MeToabl, cooTsercTeue
ycnosuam u cpokam lNpaduka BoinonHeHus

The Service Provider must describe how it will address/deliver the demands of the RFP; providing a detailed description of the
essential performance characteristics, reporting conditions and quality assurance mechanisms that will be put in place, while
demonstrating that the proposed methodology will be appropriate to the local conditions and context of the work. / lNocmasujuk
ycnye 0o/HeH onucame, KAKUM o0bpazom oH bydem ebinonHAmMe mpebosaHusa 3[1; ¢ npedocmassneHuem nodpobHo20 onucaHus
OCHOBHbIX XApPAKMepuCMuUK 8bIMNoAHEeHUs pabom, ocyuwecmssnsembix MexaHUu3mMo8 om4yémHocmu u obecrnieyeHUs Kayecmed, d
makye 060CHOBAHUSA yenecoobpazHocmu rnpedsazaembix MeMoo08 8 KOHMeKcme MecmHbix ycaosuli u euda pabomel.

Methodology and Timeliness: / MeTogonorua u BpemeHHble pamKu:

20 This serves as a guide to the Service Provider in preparing the Proposal/3mo sensemca Pykoeodcmeom 0715 nocmaswyuka ycrye 8 nodzomoske lpedsionceHus.
21 Official Letterhead/Stationery must indicate contact details — addresses, email, phone and fax numbers — for verification purposes /Ha ogpuyuaneHom 6aaHKe
Heobxo0UMO yKa3amb KOHMAKMHble 0aHHble — adpecd, adpec 31eKMpPOoHHOU MoYmsi, HOMepa meaegoHa U hakca — 8 uesasx rnposepKu.
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The Contractor must describe how it will address/deliver the requirements of the Request for Proposals (RFP); providing a detailed
description of the essential performance characteristics, reporting conditions and quality assurance mechanisms that will be putin
place, while demonstrating that the proposed methodology will be appropriate to the local conditions and context of the work. A
detailed calendar plan of actions to implement all activities within the TOR is required/ Moapaa4YuK AoNXeH onucaTb, Kak oH byaer
pewatb / oTBeyaTb TpeboBaHMAM 3anpoca MpPensioKeHWn; B KOTOPOM OOJIKHO COAEPXKaTcA NoApobHOe OnMcaHMe OCHOBHbIX
XapaKTEPUCTUK pPaboTbl, YCIOBUIMN OTYETHOCTM M MeXaHM3MOB obecrneyeHuWsa KayecTBa, KOTopble OyayT BHeApeHbl, a TaKXke
NPOAEMOHCTPMPOBATb, YTO Mpegiaraemas MeTogosorMa byaeT COOTBETCTBOBATb MECTHbIM YC/NOBMAM W KOHTEKCTYy paboTbl.
TpebyeTca NPUNOXKUTL NOAPOOGHDI KaneHAaPHbIN NAaH AeWCTBUIM NO OCYLLLECTBAEHUIO BCEX MEPONPUATUIA B paMKax T3;

Qualifications of Key Personnel / Keanudukauum knouesoro nepcoHana

Head of the Development Team: at least 3 years experience of managing the development of information projects in open source
software. Knowledge of the principles of automation of interaction between information systems/ PykosoauTesnb KomaHzbl
pa3paboTKM: ONbIT PYKOBOACTBA Pa3paboTKol MHPOPMALMOHHBIX MPOEKTOB B 061aCTU NPOrpammMHOro obecnevyeHms ¢ OTKPbITbIM
MCXOAHbIM KOAOM He MeHee 3-x fieT. 3HaHMe NPUHLMNOB aBTOMATM3aLMK B3aUMOAENCTBUMA MeXAY WHPOPMALMOHHBbIMK
cucTemMamm.

Leading Developer of Information Systems: at least 3 years experience in development of information systems based on WEB
applications with GIS support and implementation of multi-level differentiation of access for users to the system, in development
of open source applications. Experience in designing, coding and integrating GIS technology with WEB-applications and DBMS/
Beaywmit pa3apaboTunk MHPOPMALMOHHbIX cucTeM: OnbIT pa3paboTKM MHPOPMALMOHHbIX cMcTeM Ha ocHoBe WEB-NpUAOKEHUI C
noaaepkkon MMC n peannsaumen MHOroypoBHEBOrO pasrpaHUMYeHMs AO0CTyna Mosib3oBaTeneir K cucteme, npunoxeHuin Open
Source He meHee 3-x neT. ONbIT NPOEKTUPOBAHMA, KOANPOBAHMA U MHTerpauunm TexHonormm NC ¢ WEB-npunoxkennamm n CYb/,

DBMS Expert: at least 3 years experience in designing the structure and composition of databases, creation of queries, maintenance,
data backup, setting up DBMSs, assignment of user rights and ensuring security of the organization’s databases. Experience of
working with open source applications / Cneuunanuct no CYB[: OnbiT B NPOEKTMPOBAHUM CTPYKTYpPbl M cocTaBa bas AaHHbIX,
CO343aHMN 3aNpOCoB, 0OCNYKMBAHUKN, B PE3EPBHOM KOMMPOBAHUM AaHHbIX, HacTpolike CYB/[], Ha3HauyeHMA NpaB NoJib30BaTeNs U
6e3onacHocTM 6a3 gaHHbIX OpraHnsaunm He meHee 3-x aeT. OnbIT paboTbl ¢ NpunoxkeHMamn Open Source.

Note: UNDP reserves the right to check the qualifications of the proposed experts. / MMpumevaHue: IPOOH ocmasensem 3a coboli
npaso nposepsams K8aAUGUKAYUIO npedaazaemsix IKCepmos.

Resume of experts should be attached. / Heo6x04MMO NPUIOKUTL PE3OME YKa3aHHbIX IKCMepToB
Name and Signature of the Service Provider’s Authorized Person / Ima u nodnucs yrnosaHoOMo4YeHHo20 Auya locmasujuka ycaye

Designation / [lonxHocmeo
Date / lama
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C. Offer to Comply with Other Conditions and Related Requirements /

MNpeano}eHue NO BbINOJNHEHUIO APYIUX YCAOBUIA U COOTBETCTBYIOLWLNX TPe6oBaHUM

Other Information pertaining to our Quotation are as follows: / Apyras
uHpopmauma, Kacalowasaca Hawero MNMpeanoxeHus:

Your Responses / Baw otset

Yes, we will No, we If you cannot
comply / Aa, cannot comply, pls.
Mbl comply / indicate
BbINO/NHUM HeT, mbl He counter
BbINONHUM proposal /
Ecnu Bbl He
moxkere
BbIMONHUTD,
pate
BCTpeuyHoe
npeanoxxeHue
Confirmation of requirements set in TOR /
MoaTteeprkaeHme ycnosuin T3
Expected duration of work /MnaaHnpyemas gantenbHocTb paboT
Within 10 months from the date of signing the contract (and lyear of technical
support) / B TedeHne 10 mecALEB C MOMEHTa NOAMMCAHNA KOHTPaKTa (+1 rog,
TEXHWUYECKOro CONpPOBOXKAEHMUSA
Payment Terms / Ycnosusa onnatbl
Please refer to the Terms of Reference, section “Final Deliverables” (Annex
1)/Moxanyiicta obpatUTECh K TEXHUYECKOMY 3agaHuto, pasgen “Oxugaembie
pesynbTaThbl” (MpunoxkeHune 1)
v' Within 30 days upon UNDP’s acceptance of the services delivered as
specified and receipt of invoice / B Teduenne 30 aHel nocne npuema
MMPOOH oOKa3aHHbIX YCAYT U BbICTaB/IEHUA CYETa;
v' For local contractors in Kyrgyzstan UNDP shall effect payment in Kyrgyz
Som based on the prevailing UN operational rate of exchange on the
month of payment/ [ns mecTHbix nocTasuimMkos KbiprbisctaHa MPOOH
6yneTt nponsBoaMTb onnaTy B KblprbI3CKMX COMAx, UCMOb3ys NpU 3TOM
0bmeHHbIM Kypc OOH Ha MOMEHT onnaThbl;
v' The prevailing UN operational rate of exchange is available for public from
the following link:
http://treasury.un.org/operationalrates/OperationalRates.aspx/
O6bmeHHbIN Kypc MPOOH B cBOBOAHOM A0CTYyME MMEETCS Ha CCbl/Ke:
http://treasury.un.org/operationalrates/OperationalRates.aspx
Currency of Proposal / BantoTa npeasioxeHus
United States Dollars (USS) / Jonnapsbi CLUA
Value Added Tax on Price Proposal/ HOC no ¢puHaHcoBOMY NpeanosKeHmto
prices must be exclusive of VAT / ueHbl He f0KHbI BKAoYaTb HAC
For local contractors: Prices should be indicated in line with a letter of Ministry of
Economy of the Kyrgyz Republic Ne14-2/1119 dd. 28.01.2019 with regard to
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http://treasury.un.org/operationalrates/OperationalRates.aspx/
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international organizations enjoying preferential taxation in 2019 in the Kyrgyz
Republic. / LieHbl 40/KHbI BbITb YKa3aHbl COrnacHoO nucbMa MuHUCTEPCTBa
3KOHOMUKK Kbiprbizckoi Pecnybamku Nel14-2/1119 ot 28.01.2019 B OTHOLWEHMUM
MeXKAYyHapOoAHbIX opraHusauui, NO/b3YHLLMXCA npaBom JNIbTOTHOTO
HanoroobnoxkeHua Ha 2019 roz B Kbiprbisckoit Pecnybnuke.

Offers with prices provided not in line with the Ministry of Economy’s letter as
indicated above are subject to rejection for further evaluation / MNpegsoxeHus, 8
KOTOpPbIX LLeHbl NPeAoCTaB/ieHbl HE B COOTBETCTBMM C BbllEYKa3aHHbIM MMCbMOM
MUHUCTEPCTBA SKOHOMUKN He ByAyT AONYLEHbI K NOCAeAYOLLEN OLEHKE.

Validity Period of Proposals/Cpok aeicteusa npegoxeHus

120 days/120 aHeit

Liquidated Damages / [loroBopHasn HeycToiKa

0.5% of contract value for every day of delay, up to a maximum duration of
calendar 20 calendar days. Thereafter, the contract may be terminated/ 0, 5% ot
CYMMbl KOHTPaKTa 33 KaXKAbli AeHb MPOCPOYKM MAaKCUMabHOW ANNTENbHOCTbIO
00 20 KaneHZapHbIX AHeR. Mocne 3Toro AenNCcTBUE KOHTPAKTA MOXKET ObITb
npekpaLLeHo

All Provisions of the UNDP General Terms and Conditions / Bce ycnosusa O6uimx
ycnosuit n nonoxerunit MPOOH

All other information that we have not provided automatically implies our full compliance with the requirements, terms and conditions
of the RFP. / Bca apyras nHdopmaums, He npegocTaBieHHan HaMu B aHHOM [peasioxKeHnn, aBToMaTUYEeCKM No4pasymMeBaeT NoHoe
cobntoaeHne TpeboBaHMiA, CPOKOB U YCI0BUI 3anpoca Ha NpeacTaBieHre NPeaoXKeHUs.

Name and Signature of the Service Provider’s Authorized Person/Vms u nodnuce ynosHomo4eHHo20 Auya lMocmaswjuka ycaye
Designation/ lonxHocmeb
Date/ [lama
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Annex 3/ NpunoKeHue 3

FORM FOR SUBMITTING SERVICE PROVIDER’S FINANCIAL PROPOSAL??/
®OPMA 3AABKM ANA NPEACTABNEHUA PUHAHCOBOIO NPEANTOXKEHNA MOCTABLUMKA YCNYT

(This Form must be submitted only using the Service Provider’s Official Letterhead/Stationery?)
(3ma popma donxHa 6bImb oMpasneHa MosasLKo Ha ouyuansHoM baaHKe locmasuwjuka ycyea)

Provide in separate envelope with marking “Financial proposal”
Mpedocmasumes 8 omoesnbHOM KOH8epme ¢ nomemkol « PuHaHcosoe npeodsaoxeHue»

Location/Mecmo
Date/ [lama

To: UNDP National Programme Management Unit / Omden peanusayuu npoekmos [TPOOH
Dear Sir/Madam/Ysaxcaemsiii 2-H/ 2-x#a:

We, the undersigned, hereby present the Financial Offer for the services to be rendered under the RFP ENV 19/008/ Mhbi,
HuxMcernoodnucaswuecs, HaCMoAWuUM rnpedocmasadem (pUHAHCOBoe rnpedsoxceHue Ha okazaHue NPOOH ycnye 8 coomeemcmeauu c 31
ENV 19/008.

Cost Breakdown per Deliverable /Pa36uska pacxodoe no pesynsmamam ebinoaHeHus pabom?

PROPOSED FORMAT OF EXPECTED DELIVERABLES / NPEAJ/IATAEMbII ®OPMAT OXUOAEMbIX PE3Y/IbTATOB

PROPOSED FORMAT OF EXPECTED DELIVERABLES / MPEAJIATAEMbIA ®OPMAT OXMAOAEMbIX PE3Y/IbTATOB
Price (Lump
Sum, All
Inclusive in
PAYMENT usb /
STRUCTURE Hena
PRODUCTS/MNMPOAYKTbI TERMS/CPOKU Aonnapax
JCTPYKTYP CLLUA
A ONNATbI (O6usan
cymma,
BK/IlOYaA Bce
pacxoabl)
Within 5th
Design. Development of a preliminary design. Development of a technical months from the
design. / MpoekTupoBaHue. Pa3paboTKa 3CKM3HOro npoekTa. PaspaboTka contract
TeXHMYECKOro NpoeKTa signing/s
40% TeyeHumn 5-Tn
Development of working documentation. Adaptation of programs. / MecALes c
Pa3paboTka pabouel AoKyMeHTaUuK. AganTauma Nnporpamm. MOMEHTa
nognucaHua
KOHTpaKTa

22 This serves as a guide to the Service Provider in preparing the Proposal/3mo sensaemca Pykosodcmeom 0718 ocmaswuka ycrye 8 nod2omoske lpedsioneHus.
23 Official Letterhead/Stationery must indicate contact details — addresses, email, phone and fax numbers — for verification purposes /Ha ogpuyuaneHom 6aaHKe
Heobxo0uMo yKa3zame KOHMAKMHble 0aHHble — adpeca, adpec 31eKmpoHHOU nouymel, HoMepa mesepoHa U hakca — 8 Uesnsax nposepKu.

24 This shall be the basis of the payment tranches /* [laHHas paz6uska 6ydem cay#ums 0CHOBAHUEM 0715 8bINAAMbI MpaHwel
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Within 10t

months from the
Commissioning, including installation and trial operation / Bsog & contract
[eicTBMe, BKIOYAA YCTAHOBKY M NPOBHYIO SKcnyaTaLmio. signing/s
Training of staff of SAEPF and its units/O6yuerve nepcorana FAOOC/IX 1 50% TeueHun 10-n
ero nogpasaeneHui. MecALEeB ¢

MOMEHTa

noanucaHua

KOHTpaKTa

After 1 year of
Technical support of the system for one year/TexHuueckas noppep:ka zig:::::'?/lnocne 1
CUCTEMbI B TEYEHWE OAHOTO roaa 10%

roga

TexHWYecKow

NnoAAEPHKKN
TOTAL (USD)/UTOrO (gonn. CLLA)

This shall be the basis of the payment tranches /* flaHHaa pa3buska 6ydem cay#ums 0CHO8AHUEM 0115 8bIMAAMbl mpaHwel
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Cost Breakdown by Cost Component /Pa36ueka pacxodoe rno cocmasensrouum

Description of Activity / OnucaHue Unit Cost / Quantity / Total for the Contract / Utoro
AeATeNbHOCTU CroumocTb 3a Konunuectso 3a KOHTPaKT
eanHULY

I. Personnel Services /3apaboTHas
nnata COTpyaHUKOB

Il. Trainings Related Costs/ Pacxopapl
CBA3aHHble C NPOBEeAEHUEM TPEHUHIOB

lll. Other Related Costs/ Opyrue
pacxopapl

TOTAL (USD)/UTOrO (gonn. CLLA)

All other information that we have not provided automatically implies our full compliance with the requirements, terms and conditions
of the RFP. / Bca apyras nHdopmaums, He NnpeaocTaBieHHan HaMuM B AaHHOM MpeanoskeHnu, aBTOMaTMYeCKM NoapasyMeBaeT NnojHoe
cobatogeHne TpeboBaHMii, CPOKOB M YCI0BMIA 3anpoca Ha NpeacTaB/ieHne NPeaioXKeHUs.

Name and Signature of the Service Provider’s Authorized Person/VIma u nodnucs yrnosaHoMo4YeHHo20 Auya locmasujuka ycaye
Designation/ [onxHocmo
Date/ flama
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Annex 4 / Npunoxexue 4

OFFEROR’S INFORMATION FORM / UH®OPMALINA OB YYACTHUKE TOPIrOB

Full companies name /
MosHOe HaumeHoBaHWe KOMMNaHUu

Full companies name in English /
MonHoe HaMMeHOBaHWE KOMNAHMM Ha
AHIIMACKOM

Legal position/status / FOpuguueckuin
cTaTyc

Legal Address /
KOpuauyecknii agpec

De facto address /
daKTUYecknin agpec

Year of foundation /
['op ocHOBaHUA

Companies profile / Cneuunanusaums
KOMMNaHWK

Bank requisitions /
BaHKOBCKME PEKBU3UTHI

Status of VAT payer /
CraTyc HasoronnaTenblUmnKa

Postal address /
MouTtoBbIN agpec

Head of company (name) /
InaBa komnaHun (GMN0O)

Contact name /
KoHTaKkTHOE nnyo

Telephone number /
Homep TenepoHa

Fax number /
Homep dakca

E-mail address /
JNeKTPOHHaA noyta

Website /
Bebcait

[Name and Signature of the Supplier’s Authorized Person] / [Ama 1 noanvce ynoJHOMOYEHHOTO iMua])
[Designation] / [JonxHocTb]

[Date] / [AaTa]
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Annex 5 / MpunoskeHue 5

Joint Venture/Consortium/Association Information Form/ ®opma gaHHbIX 0 COBMECTHOM
npeanpuatMn/KoHcopunyme/accoumnaumm

Name of Bidder / [Insert Name of Bidder/BctaBuTb Ha3BaHue Date/ Select date/Bbibpatb aaty
Ha3BaHue yyacTHUKa: YYaCTHMKA] [aTa:

RFP ENV 19/008 (re-tender): Development of Information System “Specially Protected

RFP refi M Ne:
reference /3 Natural Areas and Monitoring of Biological Diversity”//

Ccbinka: RFP ENV 19/008 (noBTopHO): «Pa3paboTka MHPOPMALIMOHHOMN CUCTEMbI
«0c0b60 oxpaHAeMble NPUPOAHbIE TEPPUTOPUU U MOHUTOPUHT BUONOTMYECKOTO
pa3Hoobpasua».

To be completed and returned with your Bid if the Bid is submitted as a Joint Venture/Consortium/Association. / lognesKu1T 3anosHeHno
1 BO3BpaTy BMeCTe C Ballell 3aABKOW, eC/M 3aABKa NojaHa oT umeHn CoBMECTHOro npeanpuaTia/KoHcopLmMyma/accoumanmm.

No/ Name of Partner and contact information/ HazsaHue Proposed proportion of responsibilities (in %) and type
Ne  napTHepa v KOHTaKTHas uHdopmaums (address, telephone of goods and/or services to be performed /
numbers, fax numbers, e-mail address/adpec, menedoHsi, Mpepnaraeman A0 OTBETCTBEHHOCTH (B %) M TUN
(haKcbl, 31eKMPOHHASA MoYma) TOBApOB W/UAW YCAYT, NOA/IEKALLMX BbINOAHEHMIO
1 [Complete/3anonHuTsb] [Complete/3anonHuTs]
2 [Complete/3anonHuTs] [Complete/3anonHnTs]
3 [Complete/3anonHuTs] [Complete/3anonHnTs]

Name of leading partner/ HassaHue ocHOBHOro napTHepa

(with authority to bind the JV, Consortium, Association during the RFP process
and, in the event a Contract is awarded, during contract execution/c
nonHomoumem cBA3biBaTh Cl, KOHCOPLUMYM, accoumaLmio 06sa3aTeNbCTBaMM B
TeyeHue npoueaypbl 3, a B CAyyYae 3aK/AOYEHUA KOHTpaKTa — BO Bpems
MCMNONHEHUA KOHTPaKTa)

[Complete/3anonHuTs]

We have attached a copy of the below referenced document signed by every partner, which details the likely legal structure of and
the confirmation of joint and severable liability of the members of the said joint venture/Mbl npunaraem Konuio cneayollero
[OKYMEHTA, MOAMMCAHHOIO KaXKAblM MNApTHEPOM, B KOTOPOM MOAPOOHO OMnMcaHa BO3MOMKHAsA OpUAMYECcKan CTPYKTypa W
noATBEPKAEHME COMMAAPHOM OTBETCTBEHHOCTM Y/IEHOB YKa3aHHOrO COBMECTHOMO NpeAnpuaATUA:

[ Letter of intent to form a joint venture/3asBnexHne o HamepeHUn obpa3osaTb coBMecTHoe npeanpusatue OR//INBO

[ JV/Consortium/Association agreement/CornaweHune 06 obpasosarum CM/KoHcopumnyma/accoumaumm

We hereby confirm that if the contract is awarded, all parties of the Joint Venture/Consortium/Association shall be jointly and severally
liable to UNDP for the fulfillment of the provisions of the Contract. / HacToswmm mbl NOATBEPXAAEM, YTO B C/ydHae 3aK/0YeHUn

KOHTpaKTa Bce CTOpOHbl COBMECTHOro npeanpuatva/ KoHcopumMyma/ accoumaumm NOHECYT COMMAAPHYI OTBETCTBEHHOCTb Nepej,
MPOOH 3a BbINOAHEHWE YCNOBUIA KOHTPAKTA.

Name of partner/ HassaHue napTHepa: Name of partner/ HassaHue napTHepa:

Signature/Moanucs:
Signature/Moanuce:

Date/[arTa: Date/farta:
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Annex 6 / NpunoskeHune 6

RN

UIN
D|P

Empowered lives.

GENERAL TERMS AND CONDITIONS FOR CONTRACTS Resilient nations,

=L

This Contract is between the United Nations Development Programme, a subsidiary organ of the United Nations established by the General Assembly of the United
Nations (hereinafter “UNDP”), on the one hand, and a company or organization indicated in the Face Sheet of this Contract (hereinafter the “Contractor”), on the other
hand.

1. LEGAL STATUS OF THE PARTIES: UNDP and the Contractor shall be referred to as a “Party” or, collectively, “Parties” hereunder, and:

1.1 Pursuant, inter alia, to the Charter of the United Nations and the Convention on the Privileges and Immunities of the United Nations, the United Nations, including
its subsidiary organs, has full juridical personality and enjoys such privileges and immunities as are necessary for the independent fulfillment of its purposes.

1.2 The Contractor shall have the legal status of an independent contractor vis-a-vis UNDP, and nothing contained in or relating to the Contract shall be
construed as establishing or creating between the Parties the relationship of employer and employee or of principal and agent. The officials, representatives,
employees, or subcontractors of each of the Parties shall not be considered in any respect as being the employees or agents of the other Party, and each Party shall
be solely responsible for all claims arising out of or relating to its engagement of such persons or entities.

2. OBLIGATIONS OF THE CONTRACTOR:

2.1 The Contractor shall deliver the goods described in the Technical Specifications for Goods (hereinafter the Goods”) and/or perform and complete the
services described in the Terms of Reference and Schedule of Payments (hereinafter the “Services”), with due diligence and efficiency, and in accordance with this
Contract. The Contractor shall also provide all technical and administrative support needed in order to ensure the timely and satisfactory delivery of the
Goods and/or performance of the Services.

2.2 To the extent that the Contract involves any purchase of the Goods, the Contractor shall provide UNDP with written evidence of the delivery of the Goods. Such
evidence of delivery shall, at the minimum, consist of an invoice, a certification of conformity, and other supporting shipment documentation as may otherwise
be specified in the Technical Specifications for Goods.

2.3 The Contractor represents and warrants the accuracy of any information or data provided to UNDP for the purpose of entering into this Contract, as well as
the quality of the deliverables and reports foreseen under this Contract, in accordance with the highest industry and professional standards.

2.4 All time limits contained in this Contract shall be deemed to be of the essence in respect of the performance of the delivery of the Goods and/or the provision of the
Services.

3. LONG TERM AGREEMENT: If the Contractor is engaged by UNDP on the basis of a long-term agreement (“LTA”) as indicated in the Face Sheet of this Contract, the
following conditions shall apply:

3.1 UNDP does not warrant that any quantity of Goods and/or Services shall be ordered during the term of the LTA.

3.2 Any UNDP business unit, including, but not limited to, a Headquarters unit, a Country Office or a Regional Centre, as well as any United Nations entity, may benefit from
the retainer and order Goods and/or Services from the Contractor hereunder.

3.3 The Contractor shall provide the Services and/or deliver the Goods, as and when requested by UNDP and reflected in a Purchase Order, which shall be
subject to the terms and conditions stipulated in this Contract. For the avoidance of doubt, UNDP shall acquire no legal obligations towards the Contractor
unless and until a Purchase Order is issued.

3.4 The Goods and/or Services shall be at the Discount Prices annexed hereto. The prices shall remain in effect for a period of three years from the Starting
Date stated in the Face Sheet of this Contract.

3.5 In the event of any advantageous technical changes and/or downward pricing of the Goods and/or Services during the term of the retainer, the Contractor shall notify
UNDP immediately. UNDP shall consider the impact of any such event and may request an amendment to the retainer.

3.6 The Contractor shall report semi-annually to UNDP on the Goods delivered and/or Services provided, unless otherwise specified in the Contract. Each report
should be submitted to the UNDP Contact Person indicated in as indicated in the Face Sheet hereto, as well as to a UNDP business unit that has placed a Purchase Order for
the Goods and/or Services during the reporting period.

3.7 The LTA shall remain in force for the maximum period of two years and may be extended by UNDP for one additional year by mutual agreement of the Parties.

4. PRICE AND PAYMENT:

4.1 FIXED PRICE: If Fixed Price is chosen as a payment method pursuant to the Face Sheet of this Contract, in full consideration for the complete and satisfactory delivery of the
Goods and/or provision of the Services, UNDP shall pay the Contractor a fixed amount indicated in the Face Sheet of this Contract.

4.1.1 The amount stated in the Face Sheet of this Contract is not subject to any adjustment or revision because of price or currency fluctuations, or the actual costs
incurred by the Contractor in the performance of the Contract.

4.1.2 UNDP shall effect payments to the Contractor in the amounts and pursuant to the schedule of payments set forth in the Terms of Reference and Schedule of
Payments, upon completion by the Contractor of the corresponding deliverable(s) and upon acceptance by UNDP of the original invoices submitted by the Contractor to the
UNDP Contact Person indicated in the Face Sheet of this Contract, together with whatever supporting documentation that may be required by UNDP:

4.1.3 Invoices shall indicate a deliverable completed and the corresponding amount payable.

4.1.4 Payments effected by UNDP to the Contractor shall be deemed neither to relieve the Contractor of its obligations under this Contract nor as acceptance by UNDP of
the Contractor’s delivery of the Goods and/or provision of the Services.
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4.2 COST REIMBURSEMENT: [f Cost Reimbursement is chosen as a payment method pursuant to the Face Sheet of this Contract, in full consideration for the complete and
satisfactory delivery of the Goods and/or provision of the Services under this Contract, UNDP shall pay the Contractor an amount not exceeding the total amount stated in the
Face Sheet of this Contract.

4.2.1The said amount is the maximum total amount of reimbursable costs under this Contract. The breakdown of costs contained in the Financial Proposal, referred to in
the Face Sheet to this Contract shall specify the maximum amount per each cost category that is reimbursable under this Contract. The Contractor shall specify in its invoices
or financial reports (as required by UNDP) the amount of the actual reimbursable costs incurred in the delivery of the Goods and/or the provision of the Services.
4.2.2 The Contractor shall not provide the Services and/or deliver the Goods or equipment, materials and supplies that may result in any costs in excess of the amount
stated in the Face Sheet of this Contract, or of the maximum amount per each cost category specified in the breakdown of costs contained in the Financial Proposal,
without the prior written agreement of the UNDP Contact Person.
4.2.3 The Contractor shall submit original invoices or financial reports (as required by UNDP) for the Goods delivered in accordance with the Technical Specifications for
Goods and/or the Services provided in accordance with the schedule set forth in the Terms of Reference and Schedule of Payments. Such invoices or financial
reports shall indicate a deliverable or deliverables completed and the corresponding amount payable. They shall be submitted to the UNDP Contact Person, together with whatever
supporting documentation of the actual costs incurred that is required in the Financial Proposal, or may be required by UNDP.

4.2.4UNDP shall effect payments to the Contractor upon completion by the Contractor of the deliverable(s) indicated in the original invoices or financial reports
(as required by UNDP) and upon acceptance of these invoices or financial reports by UNDP. Such payments shall be subject to any specific conditions for reimbursement
specified in the breakdown of costs contained in the Financial Proposal.

4.2.5 Payments effected by UNDP to the Contractor shall be deemed neither to relieve the Contractor of its obligations under this Contract nor as acceptance by UNDP of
the Contractor’s delivery of the Goods and/or performance of the Services.

5. ADVANCE PAYMENT:

5.11f an advance payment is due to the Contractor pursuant to the Face Sheet of this Contract, the Contractor shall submit an original invoice for the amount of that
advance payment upon signature of this Contract by the Parties.

5.21f an advance payment representing 20% or more of the total contract value, or amounting to US$30,000 or more, is to be made by UNDP upon signature of
the Contract by the Parties, such payment shall be contingent upon receipt and acceptance by UNDP of a bank guarantee or a certified cheque for the full amount of the
advance payment, valid for the duration of the Contract, and in a form acceptable to UNDP.

6. SUBMISSION OF INVOICES AND REPORTS:

6.1 All original invoices, financial reports and any other reports and supporting documentation required under this Contract shall be submitted by mail by the Contractor to
UNDP Contact Person. Upon request of the Contractor, and subject to approval by UNDP, invoices and financial reports may be submitted to UNDP by fax or email.
6.2 All reports and invoices shall be submitted by the Contractor to the UNDP Contact Person specified in the Face Sheet of this Contract.

7. TIME AND MANNER OF PAYMENT:

7.1 Invoices shall be paid within thirty (30) days of the date of their acceptance by UNDP. UNDP shall make every effort to accept an original invoice or advise the Contractor of its
non-acceptance within a reasonable time from receipt.

7.2 Where the Services are to be provided, in addition to an invoice, the Contractor shall submit to UNDP a report, describing in detail the Services provided under the
Contract during the period of time covered in each report.

8. RESPONSIBILITY FOR EMPLOYEES: To the extent that the Contract involves the provision of the Services to UNDP by the Contractor’s officials, employees, agents,
servants, subcontractors and other representatives (collectively, the Contractor’s “personnel”), the following provisions shall apply:

8.1 The Contractor is responsible for and shall assume all risk and liabilities relating to its personnel and property.

8.2 The Contractor shall be responsible for the professional and technical competence of the personnel it assigns to perform work under the Contract
and will select reliable and competentindividuals who will be able to effectively perform the obligations under the Contract and who, while doing so, will respect
the local laws and customs and conform to a high standard of moral and ethical conduct.

8.3 Such Contractor personnel shall be professionally qualified and, if required to work with officials or staff of UNDP, shall be able to do so effectively. The
qualifications of any personnel whom the Contractor may assign or may propose to assign to perform any obligations under the Contract shall be substantially the
same, or better, as the qualifications of any personnel originally proposed by the Contractor.

8.4 At the option of and in the sole discretion of UNDP:

8.4.1 the qualifications of personnel proposed by the Contractor (e.g., a curriculum vitae) may be reviewed by UNDP prior to such personnel’s performing any obligations
under the Contract;

8.4.2 any personnel proposed by the Contractor to perform obligations under the Contract may be interviewed by qualified staff or officials of UNDP prior to
such personnel’s performing any obligations under the Contract; and,

8.4.3in cases in which, pursuant to Article 8.4.1 or 8.4.2, above, UNDP has reviewed the qualifications of such Contractor’s personnel, UNDP may
reasonably refuse to accept any such personnel.

8.5 Requirements specified in the Contract regarding the number or qualifications of the Contractor’s personnel may change during the course of
performance of the Contract. Any such change shall be made only following written notice of such proposed change and upon written agreement between the
Parties regarding such change, subject to the following:

8.5.1 UNDP may, at any time, request, in writing, the withdrawal or replacement of any of the Contractor’s personnel, and such request shall not be unreasonably
refused by the Contractor.

8.5.2 Any of the Contractor’s personnel assigned to perform obligations under the Contract shall not be withdrawn or replaced without the prior written consent
of UNDP, which shall not be unreasonably withheld.

8.5.3 The withdrawal or replacement of the Contractor’s personnel shall be carried out as quickly as possible and in a manner that will not adversely affect the
performance of obligations under the Contract.

8.5.4 All expenses related to the withdrawal or replacement of the Contractor’s personnel shall, in all cases, be borne exclusively by the Contractor.

8.5.5 Any request by UNDP for the withdrawal or replacement of the Contractor’s personnel shall not be considered to be a termination, in whole or in part, of the
Contract, and UNDP shall not bear any liability in respect of such withdrawn or replaced personnel.

8.5.6 If a request for the withdrawal or replacement of the Contractor’s personnel is not based upon a default by or failure on the part of the Contractor to perform its
obligations in accordance with the Contract, the misconduct of the personnel, or the inability of such personnel to reasonably work together with UNDP officials
and staff, then the Contractor shall not be liable by reason of any such request for the withdrawal or replacement of the Contractor’s personnel for any delay in
the performance by the Contractor of its obligations under the Contract that is substantially the result of such personnel’s being withdrawn or replaced.

8.6 Nothing in Articles 8.3, 8.4 and 8.5, above, shall be construed to create any obligations on the part of UNDP with respect to the Contractor’s personnel
assigned to perform work under the Contract, and such personnel shall remain the sole responsibility of the Contractor.
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8.7 The Contractor shall be responsible for requiring that all personnel assigned by it to perform any obligations under the Contract and who may have access to any premises
or other property of UNDP shall:

8.7.1 undergo or comply with security screening requirements made known to the Contractor by UNDP, including but not limited to, a review of any criminal history;
8.7.2 when within UNDP premises or on UNDP property, display such identification as may be approved and furnished by UNDP security officials, and that upon the
withdrawal or replacement of any such personnel or upon termination or completion of the Contract, such personnel shall immediately return any such
identification to UNDP for cancellation.

8.8 Within one working day after learning that any of Contractor’s personnel who have access to any UNDP premises have been charged by law enforcement authorities
with an offense other than a minor traffic offense, the Contractor shall provide written notice to inform UNDP about the particulars of the charges then
known and shall continue to inform UNDP concerning all substantial developments regarding the disposition of such charges.

8.9 All operations of the Contractor, including without limitation, storage of equipment, materials, supplies and parts, within UNDP premises or on UNDP
property shall be confined to areasauthorized or approved by UNDP. The Contractor’s personnel shall not enter or pass through and shall not store or dispose of
any of its equipment or materials in any areas within UNDP premises or on UNDP property without appropriate authorization from UNDP.

8.10 The Contractor shall (i) put in place an appropriate security plan and maintain the security plan, taking into account the security situation in the country where the
Services are being provided; and (ii) assume all risks and liabilities related to the Contractor’s security, and the full implementation of the security plan.

8.11 UNDP reserves the right to verify whether such a plan is in place, and to suggest modifications to the plan when necessary. Failure to maintain and implement
an appropriate security plan asrequired hereunder shall be deemed a breach of this contract. Notwithstanding the foregoing, the Contractor shall remain solely
responsible for the security of its personnel and for UNDP’s property in its custody as set forth in paragraph 8.10 above.

9. ASSIGNMENT:

9.1 Except as provided in Article 9.2, below, the Contractor may not assign, transfer, pledge or make any other disposition of the Contract, of any part of the Contract, or of
any of the rights, claims or obligations under the Contract except with the prior written authorization of UNDP. Any such unauthorized assignment, transfer, pledge
or other disposition, or any attempt to do so, shall not be binding on UNDP. Except as permitted with respect to any approved subcontractors, the Contractor shall not
delegate any of its obligations under this Contract, except with the prior written consent of
UNDP. Any such unauthorized delegation, or attempt to do so, shall not be binding on UNDP.

9.2 The Contractor may assign or otherwise transfer the Contract to the surviving entity resulting from a reorganization of the Contractor’s operations, provided that:
9.2.1such reorganization is not the result of any bankruptcy, receivership or other similar proceedings; and,

9.2.2 such reorganization arises from a sale, merger, or acquisition of all or substantially all of the Contractor’s assets or ownership interests; and,

9.2.3 the Contractor promptly notifies UNDP about such assignment or transfer at the earliest opportunity; and,

9.2.4 the assignee or transferee agrees in writing to be bound by all of the terms and conditions of the Contract, and such writing is promptly provided to UNDP following
the assignment or transfer.

10. SUBCONTRACTING: In the event that the Contractor requires the services of subcontractors to perform any obligations under the Contract, the Contractor shall
obtain the prior written approval of UNDP. UNDP shall be entitled, in its sole discretion, to review the qualifications of any subcontractors and to reject any proposed
subcontractor that UNDP reasonably considers is not qualified to perform obligations under the Contract. UNDP shall have the right to require any subcontractor’s removal
from UNDP premises without having to give any justification therefor. Any such rejection or request for removal shall not, in and of itself, entitle the Contractor to
claim any delays in the performance, or to assert any excuses for the non-performance, of any of its obligations under the Contract, and the Contractor shall be
solely responsible for all services and obligations performed by its subcontractors. The terms of any subcontract shall be subject to, and shall be construed in a manner
that is fully in accordance with, all of the terms and conditions of the Contract.

11. PURCHASE OF GOODS: To the extent that the Contract involves any purchase of the Goods, whether in whole or in part, and unless specifically stated otherwise
in the Contract, the following conditions shall apply to such purchases under the Contract:

11.1 DELIVERY OF GOODS: The Contractor shall hand over or make available the Goods, and UNDP shall receive the Goods, at the place for the delivery of the Goods
and within the time for delivery of the Goods specified in the Contract. The Contractor shall provide to UNDP such shipment documentation (including, without
limitation, bills of lading, airway bills, and commercial invoices) as are specified in the Contract or, otherwise, as are customarily utilized in the trade. All manuals, instructions,
displays and any other information relevant to the Goods shall be in the
English language unless otherwise specified in the Contract. Unless otherwise stated in the Contract (including, but not limited to, in any “INCOTERM” or similar trade
term), the entire risk of loss, damage to, or destruction of the Goods shall be borne exclusively by the Contractor until physical delivery of the Goods to UNDP in
accordance with the terms of the Contract. Delivery of the Goods shall not be deemed in itself as constituting acceptance of the Goods by UNDP.

11.2 INSPECTION OF THE GOODS: If the Contract provides that the Goods may be inspected prior to delivery, the Contractor shall notify UNDP when the Goods are
ready for pre-delivery inspection. Notwithstanding any pre-delivery inspection, UNDP or its designated inspection agents may also inspect the Goods upon delivery in order
to confirm that the Goods conform to applicable specifications or other requirements of the Contract. All reasonable facilities and assistance, including, but not
limited to, access to drawings and production data, shall be furnished to UNDP or its designated inspection agents at no charge therefor. Neither the carrying out of any
inspections of the Goods nor any failure to undertake any such inspections shall relieve the Contractor of any of its warranties or the performance of any obligations under
the Contract.

11.3 PACKAGING OF THE GOODS: The Contractor shall package the Goods for delivery in accordance with the highest standards of export packaging for the type and
quantities and modes of transport of the Goods. The Goods shall be packed and marked in a proper manner in accordance with the instructions stipulated in the Contract
or, otherwise, as customarily done in the trade, and in accordance with any requirements imposed by applicable law or by the transporters and
manufacturers of the Goods. The packing, in particular, shall mark the Contract or Purchase Order number and any other identification information provided by
UNDP as well as such otherinformation as is necessary for the correct handling and safe delivery of the Goods. Unless otherwise specified in the
Contract, the Contractor shall have no right to any return of the packing materials.

11.4 TRANSPORTATION & FREIGHT: Unless otherwise specified in the Contract (including, but not limited to, in any “INCOTERM” or similar trade term), the Contractor shall
be solely liable for making all transport arrangements and for payment of freight and insurance costs for the shipment and delivery of the Goods in
accordance with the requirements of the Contract. The Contractor shall ensure that UNDP receives all necessary transport documents in a timely manner so as to
enable UNDP to take delivery of the Goods in accordance with the requirements of the Contract.

11.5 WARRANTIES: Unless otherwise specified in the Contract, in addition to and without limiting any other warranties, remedies or rights of UNDP stated in or
arising under the Contract, the Contractor warrants and represents that:

11.5.1The Goods, including all packaging and packing thereof, conform to the technical specifications, are fit for the purposes for which such Goods are
ordinarily used and for any purposes expressly made known in writing in the Contract, and shall be of even quality, free from faults and defects in design, material,
manufacturer and workmanship;
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11.5.2 If the Contractor is not the original manufacturer of the Goods, the Contractor shall provide UNDP with the benefit of all manufacturers’ warranties in addition to any
other warranties required to be provided under the Contract;

11.5.3 The Goods are of the quality, quantity and description required by the Contract, including when subjected to conditions prevailing in the place of final destination;
11.5.4The Goods are free from any right of claim by any third-party, including claims of infringement of any intellectual property rights, including, but not
limited to, patents, copyright and trade secrets;

11.5.5 The Goods are new and unused;

11.5.6 All warranties will remain fully valid following any delivery of the Goods and for a period of not less than one (1) year following acceptance of the Goods by
UNDP in accordance with the Contract;

11.5.7 During any period in which the Contractor’s warranties are effective, upon notice by UNDP that the Goods do not conform to the requirements of the Contract, the
Contractor shall promptly and at its own expense correct such non-conformities or, in case of its inability to do so, replace the defective Goods with Goods of the
same or better quality or, at its own cost, remove the defective Goods and fully reimburse UNDP for the purchase price paid for the defective Goods; and,

11.5.8 The Contractor shall remain responsive to the needs of UNDP for any services that may be required in connection with any of the Contractor’s warranties under
the Contract.

11.6 ACCEPTANCE OF GOODS: Under no circumstances shall UNDP be required to accept any Goods that do not conform to the specifications or requirements of
the Contract. UNDP may condition its acceptance of the Goods upon the successful completion of acceptance tests as may be specified in the Contract or otherwise
agreed in writing by the Parties. In no case shall UNDP be obligated to accept any Goods unless and until UNDP has had a reasonable opportunity to inspect the
Goods following delivery. If the Contract specifies that UNDP shall provide a written acceptance of the Goods, the Goods shall not be deemed accepted
unless and until UNDP in fact provides such written acceptance. In no case shall payment by UNDP in and of itself constitute acceptance of the Goods.

11.7 REJECTION OF GOODS: Notwithstanding any other rights of, or remedies available to UNDP under the Contract, in case any of the Goods are defective or
otherwise do not conform to the specifications or other requirements of the Contract, UNDP, at its sole option, may reject or refuse to accept the Goods, and within thirty
(30) days following receipt of notice from UNDP of such rejection or refusal to accept the Goods, the Contractor shall, in sole option of UNDP:

11.7.1 provide a full refund upon return of the Goods, or a partial refund upon a return of a portion of the Goods, by UNDP; or,

11.7.2 repair the Goods in a manner that would enable the Goods to conform to the specifications or other requirements of the Contract; or,

11.7.3 replace the Goods with Goods of equal or better quality; and,

11.7.4 pay all costs relating to the repair or return of the defective Goods as well as the costs relating to the storage of any such defective Goods and for the delivery of any
replacement Goods to UNDP. 11.8 In the event that UNDP elects to return any of the Goods for the reasons specified in Article 11.7, above, UNDP may procure the
Goods from another source. In addition to any other rights or remedies available to UNDP under the Contract, including, but not limited to, the right to terminate the
Contract, the Contractor shall be liable for any additional cost beyond the balance of the Contract price resulting from any such procurement, including, inter alia, the
costs of engaging in such procurement, and UNDP shall be entitled to compensation from the Contractor for any reasonable expenses incurred for preserving and storing
the Goods for the Contractor’s account.

11.9 TITLE: The Contractor warrants and represents that the Goods delivered under the Contract are unencumbered by any third party’s title or other property rights,
including, but not limited to, any liens or security interests. Unless otherwise expressly provided in the Contract, title in and to the Goods shall pass from the Contractor
to UNDP upon delivery of the Goods and their acceptance by UNDP in accordance with the requirements of the Contract.

11.10 EXPORT LICENSING: The Contractor shall be responsible for obtaining any exportlicense required with respect to the Goods, products, or technologies,
including software, sold, delivered, licensed or otherwise provided to UNDP under the Contract. The Contractor shall procure any such export license in an expeditious
manner. Subject to and without any waiver of the privileges and immunities of UNDP, UNDP shall lend the Contractor all reasonable assistance required
for obtaining any such export license. Should any Governmental entity refuse, delay or hinder the Contractor’s ability to obtain any such export license, the
Contractor shall promptly consult with UNDP to enable UNDP to take appropriate measures to resolve the matter.

12. INDEMNIFICATION:

12.1 The Contractor shall indemnify, defend, and hold and save harmless, UNDP, and its officials, agents and employees, from and against all suits, proceedings, claims,
demands, losses and liability of any kind or nature brought by any third party against UNDP, including, but not limited to, all litigation costs and expenses, attorney’s
fees, settlement payments and damages, based on, arising from, or relating to:

12.1.1 allegations or claims that the possession of or use by UNDP of any patented device, any copyrighted material, or any other goods, property or services
provided or licensed to UNDP under the terms of the Contract, in whole or in part, separately or in a combination contemplated by the Contractor’s published
specifications therefor, or otherwise specifically approved by the Contractor, constitutes an infringement of any patent, copyright, trademark, or other intellectual property
right of any third party; or,

12.1.2 any acts or omissions of the Contractor, or of any subcontractor or anyone directly or indirectly employed by them in the performance of the Contract,
which give rise to legal liability to anyone not a party to the Contract, including, without limitation, claims and liability in the nature of a claim for workers’ compensation.
12.2 The indemnity set forth in Article 12.1.1, above, shall not apply to:

12.2.1 A claim of infringement resulting from the Contractor’s compliance with specific written instructions by UNDP directing a change in the specifications for
the goods, property, materials, equipment or supplies to be or used, or directing a manner of performance of the Contract or requiring the use of specifications
not normally used by the Contractor; or

12.2.2 A claim of infringement resulting from additions to or changes in any goods, property, materials equipment, supplies or any components thereof furnished
under the Contract if UNDP or another party acting under the direction of UNDP made such changes.

12.3 In addition to the indemnity obligations set forth in this Article 12, the Contractor shall be obligated, at its sole expense, to defend UNDP and its officials, agents
and employees, pursuant to this Article 12, regardless of whether the suits, proceedings, claims and demands in question actually give rise to or otherwise result in any loss
or liability.

12.4 UNDP shall advise the Contractor about any such suits, proceedings, claims, demands, losses or liability within a reasonable period of time after having received
actual notice thereof. The Contractor shall have sole control of the defense of any such suit, proceeding, claim or demand and of all negotiations in connection with the
settlement or compromise thereof, except with respect to the assertion or defense of the privileges and immunities of UNDP or any matter relating thereto, for which only
UNDP itself is authorized to assert and maintain. UNDP shall have the right, at its own expense, to be represented in any such suit, proceeding, claim or demand by
independent counsel of its own choosing.

12.5In the event the use by UNDP of any Goods, property or Services provided or licensed to UNDP by the Contractor, in whole or in part, in any suit or proceeding,
is for any reason enjoined, temporarily or permanently, or is found to infringe any patent, copyright, trademark or other intellectual property right, or in the
event of a settlement, is enjoined, limited or otherwise interfered with, then the Contractor, at its sole cost and expense, shall, promptly, either:

12.5.1 procure for UNDP the unrestricted right to continue using such Goods or Services provided to UNDP;
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12.5.2 replace or modify the Goods and/or or Services provided to UNDP, or part thereof, with the equivalent or better Goods and/or Services, or part thereof, that is non-
infringing; or,

12.5.3 refund to UNDP the full price paid by UNDP for the right to have or use such Goods, property or Services, or part thereof.

13. INSURANCE AND LIABILITY:

13.1 The Contractor shall pay UNDP promptly for all loss, destruction, or damage to the property of UNDP caused by the Contractor’s personnel or by any of its subcontractors
or anyone else directly or indirectly employed by the Contractor or any of its subcontractors in the performance of the Contract.

13.2 Unless otherwise provided in the Contract, prior to commencement of performance of any other obligations under the Contract, and subject to any limits set forth
in the Contract, the Contractor shall take out and shall maintain for the entire term of the Contract, for any extension thereof, and for a period following any termination
of the Contract reasonably adequate to deal with losses:

13.2.1insurance against all risks in respect of its property and any equipment used for the performance of the Contract;

13.2.2 workers’ compensation insurance, or its equivalent, or employer’s liability insurance, or its equivalent, with respect to the Contractor’s personnel sufficient to
cover all claims for injury, death and disability, or any other benefits required to be paid by law, in connection with the performance of the Contract;

13.2.3 liability insurance in an adequate amount to cover all claims, including, but not limited to, claims for death and bodily injury, products and completed operations
liability, loss of or damage to property, and personal and advertising injury, arising from or in connection with the Contractor’s performance under the Contract,
including, but not limited to, liability arising out of or in connection with the acts or omissions of the Contractor, its personnel, agents, or invitees, or the use, during the

performance of the Contract, of any vehicles, boats, airplanes or other transportation vehicles and
equipment, whether or not owned by the Contractor; and,
13.2.4 such other insurance as may be agreed upon in writing between UNDP and the Contractor.

13.3 The Contractor’s liability policies shall also cover subcontractors and all defense costs and shall contain a standard “cross liability” clause.

13.4 The Contractor acknowledges and agrees that UNDP accepts no responsibility for providing life, health, accident, travel or any other insurance coverage which
may be necessary or desirable in respect of any personnel performing services for the Contractor in connection with the Contract.

13.5 Except for the workers’ compensation insurance or any self-insurance program maintained by the Contractor and approved by UNDP, in its sole discretion,
for purposes of fulfilling the Contractor’s requirements for providing insurance under the Contract, the insurance policies required under the Contract shall:
13.5.1 name UNDP as an additional insured under the liability policies, including, if required, as a separate endorsement under the policy;

13.5.2 include a waiver of subrogation of the Contractor’s insurance carrier’s rights against UNDP;
13.5.3 provide that UNDP shall receive written notice from the Contractor’s insurance carrier not less than thirty (30) days prior to any cancellation or material change
of coverage; and,

13.5.4 include a provision for response on a primary and non-contributing basis with respect to any other insurance that may be available to UNDP.

13.6 The Contractor shall be responsible to fund all amounts within any policy deductible or retention.

13.7 Except for any self-insurance program maintained by the Contractor and approved by UNDP for purposes of fulfilling the Contractor’'s requirements for
maintaining insurance under the Contract, the Contractor shall maintain the insurance taken out under the Contract with reputable insurers that are in good
financial standing and that are acceptable to UNDP. Prior to the commencement of any obligations under the Contract, the Contractor shall provide
UNDP with evidence, in the form of certificate of insurance or such other form as UNDP may reasonably require, that demonstrates that the Contractor
has taken out insurance in accordance with the requirements of the Contract. UNDP reserves the right, upon written notice to the Contractor, to
obtain copies of any insurance policies or insurance program descriptions required to be maintained by the Contractor under the Contract. Notwithstanding the provisions
of Article 13.5.3, above, the Contractor shall promptly notify UNDP concerning any cancellation or material change of insurance coverage required under the Contract.

13.8 The Contractor acknowledges and agrees that neither the requirement for taking out and maintaining insurance as set forth in the Contract nor the amount
of any such insurance, including, but not limited to, any deductible or retention relating thereto, shall in any way be construed as limiting the Contractor’s liability
arising under or relating to the Contract.

14. ENCUMBRANCES AND LIENS: The Contractor shall not cause or permit any lien, attachment or other encumbrance by any person to be placed on file or to remain on
file in any public office or on file with UNDP against any monies due to the Contractor or that may become due for any work done or against any goods supplied or materials
furnished under the Contract, or by reason of any other claim or demand against the Contractor or UNDP.

15. EQUIPMENT FURNISHED BY UNDP TO THE CONTRACTOR: Title to any equipment and supplies that may be furnished by UNDP to the Contractor for the
performance of any obligations under the Contract shall rest with UNDP, and any such equipment shall be returned to UNDP at the conclusion of the Contract
or when no longer needed by the Contractor. Such equipment, when returned to UNDP, shall be in the same condition as when delivered to the Contractor,
subject to normal wear and tear, and the Contractor shall be liable to compensate UNDP for the actual costs of any loss of, damage to, or degradation of the equipment
that is beyond normal wear and tear.

16. COPYRIGHT, PATENTS AND OTHER PROPRIETARY RIGHTS:

16.1 Except as is otherwise expressly provided in writing in the Contract, UNDP shall be entitled to all intellectual property and other
proprietary rights including, but not limited to, patents, copyrights, and trademarks, with regard to products, processes, inventions, ideas, know-how, or documents
and other materials which the Contractor has developed for UNDP under the Contract and which bear a direct relation to or are produced or prepared or collected

in consequence of, or during the course of, the performance of the Contract. The Contractor acknowledges and agrees that
such products, documents and other materials constitute works made for hire for UNDP.
16.2 To the extent that any such intellectual property or other proprietary rights consist of any intellectual property or other proprietary rights

of the Contractor: (i) that pre-existed the performance by the Contractor of its obligations under the Contract, or (ii) that the Contractor may develop or acquire, or
may have developed or acquired, independently of the performance of its obligations under the Contract, UNDP does not and shall not claim any ownership
interest thereto, and the Contractor grants to UNDP a perpetual license to use such intellectual property or other proprietary right solely for the purposes of and in
accordance with the requirements of the Contract.

16.3 At the request of UNDP, the Contractor shall take all necessary steps, execute all necessary documents and generally assist in securing such proprietary
rights and transferring or licensing them to UNDP in compliance with the requirements of the applicable law and of the Contract.

16.4 Subject to the foregoing provisions, all maps, drawings, photographs, mosaics, plans, reports, estimates, recommendations, documents, and all other data compiled
by or received by the Contractor under the Contract shall be the property of UNDP, shall be made available for use orinspection by UNDP at reasonable times and
in reasonable places, shall be treated as confidential, and shall be delivered only to UNDP authorized officials on completion of work under the Contract.

17. PUBLICITY, AND USE OF THE NAME, EMBLEM OR OFFICIAL SEAL OF UNDP OR THE UNITED NATIONS: The Contractor shall not advertise or otherwise make public
for purposes of commercial advantage or goodwill that it has a contractual relationship with UNDP, nor shall the Contractor, in any manner whatsoever use the
name, emblem or official seal of UNDP or the United Nations, or any abbreviation of the name of UNDP or the United Nations in connection with its business
or otherwise without the written permission of UNDP.
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18. CONFIDENTIAL NATURE OF DOCUMENTS AND INFORMATION: Information and data that is considered proprietary by either Party or that is delivered or disclosed by
one Party (“Discloser”) to the other Party (“Recipient”) during the course of performance of the Contract, and that is designated as confidential (“Information”), shall be
held in confidence by that Party and shall be handled as follows:

18.1 The Recipient shall:

18.1.1 use the same care and discretion to avoid disclosure, publication or dissemination of the Discloser’s Information as it uses with its own similar Information
that it does not wish to disclose, publish or disseminate; and,

18.1.2 use the Discloser’s Information solely for the purpose for which it was disclosed.

18.2 Provided that the Recipient has a written agreement with the following persons or entities requiring them to treat the Information confidential in accordance
with the Contract and this Article 18, the Recipient may disclose Information to:

18.2.1 any other party with the Discloser’s prior written consent; and,

18.2.2 the Recipient’s employees, officials, representatives and agents who have a need to know such Information for purposes of performing obligations
under the Contract, and employees officials, representatives and agents of any legal entity that it controls, controls it, or with which it is under common control, who
have a need to know such Information for purposes of performing obligations under the Contract, provided that, for these purposes a controlled legal entity means:
18.2.2.1 a corporate entity in which the Party owns or otherwise controls, whether directly or indirectly, over fifty percent (50%) of voting shares thereof; or,
18.2.2.2 any entity over which the Party exercises effective managerial control; or,

18.2.2.3 for the United Nations, a principal or subsidiary organ of the United Nations established in accordance with the Charter of the United Nations.

18.3 The Contractor may disclose Information to the extent required by law, provided that, subject to and without any waiver of the privileges and immunities
of the United Nations, the Contractor will give UNDP sufficient prior notice of a request for the disclosure of Information in order to allow UNDP to have a reasonable
opportunity to take protective measures or such other action as may be appropriate before any such disclosure is made.

18.4 UNDP may disclose Information to the extent as required pursuant to the Charter of the United Nations, or pursuant to resolutions or regulations of the
General Assembly or rules promulgated thereunder.

18.5 The Recipient shall not be precluded from disclosing Information that is obtained by the Recipient from a third party without restriction, is disclosed by the Discloser
to a third party without any obligation of confidentiality, is previously known by the Recipient, or at any time is developed by the Recipient completely independently of any
disclosures hereunder.

18.6 These obligations and restrictions of confidentiality shall be effective during the term of the Contract, including any extension thereof, and, unless otherwise provided
in the Contract, shall remain effective following any termination of the Contract.

19. FORCE MAJEURE; OTHER CHANGES IN CONDITIONS:

19.1 In the event of and as soon as possible after the occurrence of any cause constituting force majeure, the affected Party shall give notice and full particulars in
writing to the other Party, of such occurrence or cause if the affected Party is thereby rendered unable, wholly or in part, to perform its obligations and meet its
responsibilities under the Contract. The affected Party shall also notify the other Party of any other changes in condition or the occurrence of any event which
interferes or threatens to interfere with its performance of the Contract. Not more than fifteen (15)
days following the provision of such notice of force majeure or other changes in condition oroccurrence, the affected Party shall also submit a statement
to the other Party of estimated expenditures that will likely be incurred for the duration of the change in condition or the event of force majeure. On receipt of the
notice or notices required hereunder, the Party not affected by the occurrence of a cause constituting force majeure shall take such action as it reasonably considers to be
appropriate or necessary in the circumstances, including the granting to the affected Party of a reasonable extension of time in which to perform any obligations under
the Contract.

19.2 If the Contractor is rendered unable, wholly or in part, by reason of force majeure to perform its obligations and meet its responsibilities under the Contract,
UNDP shall have the right to suspend or terminate the Contract on the same terms and conditions as are provided for in Article 20, “Termination,” except that the period of
notice shall be seven (7) days instead of thirty (30) days. Inany case, UNDP shall be entitled to consider the Contractor permanently unable to perform its obligations
under the Contract in case the Contractor is unable to perform its obligations, wholly or in part, by reason of force majeure for any period in excess of ninety (90) days.

19.3 Force majeure as used herein means any unforeseeable and irresistible act of nature, any act of war (whether declared or not), invasion, revolution, insurrection,
terrorism, or any other acts of a similar nature or force, provided that such acts arise from causes beyond the control and without the fault or negligence of the Contractor.
The Contractor acknowledges and agrees that, with respect to any obligations under the Contract that the Contractor must perform in areas in which UNDP is engaged in,
preparing to engage in, or disengaging from any peacekeeping, humanitarian or similar operations, any delays or failure to perform such obligations arising from
or relating to harsh conditions within such areas, or to any incidents of civil unrest occurring in such areas, shall not, in
and of itself, constitute force majeure under the Contract.

20. TERMINATION:

20.1 Either Party may terminate the Contract for cause, in whole or in part, upon thirty (30) day’s notice, in writing, to the other Party. The initiation of conciliation or arbitral
proceedings in accordance with Article 23 “Settlement of Disputes,” below, shall not be deemed to be a “cause” for or otherwise to be in itself a termination of the Contract.
20.2 UNDP may terminate the Contract at any time by providing written notice to the Contractor in any case in which the mandate of UNDP applicable to the
performance of the Contract or the funding of UNDP applicable to the Contract is curtailed or terminated, whether in whole or in part. In addition, unless otherwise provided
by the Contract, upon sixty (60) day’s advance written notice to the Contractor, UNDP may terminate the Contract without having to provide any justification
therefor.

20.3 In the event of any termination of the Contract, upon receipt of notice of termination that has been issued by UNDP, the Contractor shall, except as may be directed
by UNDP in the notice of termination or otherwise in writing:

20.3.1 take immediate steps to bring the performance of any obligations under the Contract to a close in a prompt and orderly manner, and in doing so, reduce
expenses to a minimum;

20.3.2 refrain from undertaking any further or additional commitments under the Contract as of and following the date of receipt of such notice;

20.3.3 place no further subcontracts or orders for materials, services, or facilities, except as UNDP and the Contractor agree in writing are necessary to complete any portion
of the Contract that is not terminated;

20.3.4 terminate all subcontracts or orders to the extent they relate to the portion of the Contract terminated;

20.3.5 transfer title and deliver to UNDP the fabricated or unfabricated parts, work in process, completed work, supplies, and other material produced or
acquired for the portion of the Contract terminated;

20.3.6 deliver all completed or partially completed plans, drawings, information, and other property that, if the Contract had been completed, would be required to be
furnished to UNDP thereunder;

20.3.7 complete performance of the work not terminated; and,

65
ATTENTION: THE PRESENT TRANSLATION OF THE DOCUMENT FROM ENGLISH INTO RUSSIAN IS UNOFFICIAL
BHUMAHMWE: HACTOALLMI NEPEBOA LLOKYMEHTOB C AHI/IMACKOTO HA PYCCKMI A3bIK ABNAETCA HEODULANIBbHLIM


http://18.2.2.1/
http://18.2.2.1/
http://18.2.2.2/
http://18.2.2.2/
http://18.2.2.3/
http://18.2.2.3/

20.3.8 take any other action that may be necessary, or that UNDP may direct in writing, for the minimization of losses and for the protection and preservation of
any property, whether tangible or intangible, related to the Contract that is in the possession of the Contractor and in which UNDP has or may be reasonably expected to
acquire an interest.

20.4 In the event of any termination of the Contract, UNDP shall be entitled to obtain
reasonable written accountings from the Contractor concerning all obligations performed or pending in accordance with the Contract. In addition, UNDP shall not be liable
to pay the Contractor except for those Goods satisfactorily delivered and/or Services satisfactorily provided to UNDP in accordance with the requirements of
the Contract, but only if such Goods or Services were ordered, requested or otherwise provided prior to the Contractor’s receipt of notice of termination from
UNDP or prior to the Contractor’s tendering of notice of termination to UNDP.

20.5 UNDP may, without prejudice to any other right or remedy available to it, terminate the Contract forthwith in the event that:

20.5.1 the Contractor is adjudged bankrupt, or is liquidated, or becomes insolvent, or applies for a moratorium or stay on any payment or repayment obligations, or
applies to be declared insolvent;
20.5.2 the Contractor is granted a moratorium or a stay, or is declared insolvent;

20.5.3 the Contractor makes an assignment for the benefit of one or more of its creditors;

20.5.4 a Receiver is appointed on account of the insolvency of the Contractor;

20.5.5 the Contractor offers a settlement in lieu of bankruptcy or receivership; or,

20.5.6 UNDP reasonably determines that the Contractor has become subject to a materially adverse change in its financial condition that threatens to substantially affect the
ability of the Contractor to perform any of its obligations under the Contract.

20.6 Except as prohibited by law, the Contractor shall be bound to compensate UNDP for all damages and costs, including, but not limited to, all costs incurred by UNDP
in any legal or non- legal proceedings, as a result of any of the events specified in Article 20.5, above, and resulting from or relating to a termination of the Contract, even
if the Contractor is adjudged bankrupt, or is granted a moratorium or stay or is declared insolvent. The Contractor shall immediately inform UNDP of the occurrence of
any of the events specified in Article 20.5, above, and shall provide UNDP with any information pertinent thereto.

20.7 The provisions of this Article 20 are without prejudice to any other rights or remedies of UNDP under the Contract or otherwise.

21. NON-WAIVER OF RIGHTS: The failure by either Party to exercise any rights available to it, whether under the Contract or otherwise, shall not be deemed for any
purposes to constitute a waiver by the other Party of any such right or any remedy associated therewith, and shall not relieve the Parties of any of their obligations under
the Contract.

22. NON-EXCLUSIVITY:  Unless otherwise specified in the Contract, UNDP shall have no obligation to purchase any minimum quantities of goods or services
from the Contractor, and UNDP shall have no limitation on its right to obtain goods or services of the same kind, quality and quantity described in the Contract, from any
other source at any time.

23. SETTLEMENT OF DISPUTES:

23.1 AMICABLE SETTLEMENT: The Parties shall use their best efforts to amicably settle any dispute, controversy, or claim arising out of the Contract or the
breach, termination, orinvalidity thereof. Where the Parties wish to seek such an amicable settlement through conciliation, the conciliation shall take place in accordance
with the Conciliation Rules then obtaining of the United Nations Commission on International Trade Law (“UNCITRAL”), or according to such other procedure as may be
agreed between the Parties in writing.

23.2 ARBITRATION: Any dispute, controversy, or claim between the Parties arising out of the Contract or the breach, termination, or invalidity thereof, unless settled
amicably under Article

23.1, above, within sixty (60) days after receipt by one Party of the other Party’s written request for such amicable settlement, shall be referred by either Party to
arbitration in accordance with the UNCITRAL Arbitration Rules then obtaining. The decisions of the arbitral tribunal shall be based on general principles of international
commercial law. The arbitral tribunal shall be empowered to order the return or destruction of goods or any property, whether tangible or intangible, or of any
confidential information provided under the Contract, order the termination of the Contract, or order
that any other protective measures be taken with respect to the goods, services or any other property, whether tangible or intangible, or of any confidential information
provided under the Contract, as appropriate, all in accordance with the authority of the arbitral tribunal pursuant to Article 26 (“Interim measures”) and
Article 34 (“Form and effect of the award”) of the UNCITRAL Arbitration Rules. The arbitral tribunal shall have no authority to award punitive damages.
In addition, unless otherwise expressly provided in the Contract, the arbitral tribunal shall have no authority to award interest in excess of the London Inter-
Bank Offered Rate (“LIBOR”) then prevailing, and any such interest shall be simple interest only. The Parties shall be bound by any arbitration award rendered
as a result of such arbitration as the final adjudication of any such dispute, controversy, or claim.

24. PRIVILEGES AND IMMUNITIES: Nothing in or relating to the Contract shall be deemed a waiver, express or implied, of any of the privileges and immunities of the
United Nations, including its subsidiary organs.

25. TAX EXEMPTION:

25.1 Article 1, Section 7, of the Convention on the Privileges and Immunities of the United Nations provides, inter alia, that the United Nations, including its subsidiary organs,
is exempt from all direct taxes, except charges for public utility services, and is exempt from customs restrictions, duties, and charges of a similar nature in respect of
articles imported or exported for its official use. In the event any governmental authority refuses to recognize the exemptions of UNDP from such taxes, restrictions,
duties, or charges, the Contractor shall immediately consult with UNDP to determine a mutually acceptable procedure.

25.2 The Contractor authorizes UNDP to deduct from the Contractor’s invoices any amount representing such taxes, duties or charges, unless the Contractor has consulted
with UNDP before the payment thereof and UNDP has, in each instance, specifically authorized the Contractor to pay such taxes, duties, or charges under written
protest. In that event, the Contractor shall provide UNDP with written evidence that payment of such taxes, duties or charges has been made and appropriately
authorized, and UNDP shall reimburse the Contractor for any such taxes, duties, or
charges so authorized by UNDP and paid by the Contractor under written protest.

26. MODIFICATIONS:

26.1 No modification or change in this Contract shall be valid and enforceable against UNDP unless executed in writing by the duly authorized representatives of the Parties.
26.2 If the Contract shall be extended for additional periods in accordance with the terms and conditions of the Contract, the terms and conditions applicable to any
such extended term of the Contract shall be the same terms and conditions as set forth in the Contract, unless the Parties shall have agreed otherwise pursuant to a
valid amendment concluded in accordance with Article 26.1, above.

26.3 The terms or conditions of any supplemental undertakings, licenses, or other forms of agreement concerning any Goods or Services provided under the
Contract shall not be valid and enforceable against UNDP nor in any way shall constitute an agreement by UNDP thereto unless any such undertakings, licenses or
other forms are the subject of a valid amendment concluded in accordance with Article 26.1, above.

27. AUDITS AND INVESTIGATIONS:
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27.1 Each invoice paid by UNDP shall be subject to a post-payment audit by auditors, whether internal or external, of UNDP or by other authorized and
qualified agents of UNDP at any time during the term of the Contract and for a period of three (3) years following the expiration or prior termination of the Contract.
27.2 UNDP may conduct investigations relating to any aspect of the Contract or the award thereof, the obligations performed under the Contract, and the operations of the
Contractor generally relating to performance of the Contract at any time during the term of the Contract and for a period of three (3) years following the expiration or prior
termination of the Contract.

27.3 The Contractor shall provide its full and timely cooperation with any such inspections, post- payment audits or investigations. Such cooperation shall include, but
shall not be limited to, the Contractor’s obligation to make available its personnel and any relevant documentation for such purposes at reasonable times and
on reasonable conditions and to grant to UNDP access to the Contractor’s premises at reasonable times and on reasonable conditions in connection with such
access to the Contractor’s personnel and relevant documentation. The Contractor shall require its agents, including, but not limited to, the Contractor’s attorneys,
accountants or other advisers, to
reasonably cooperate with any inspections, post-payment audits or investigations carried out by UNDP hereunder.

27.4 UNDP shall be entitled to a refund from the Contractor for any amounts shown by such audits or investigations to have been paid by UNDP other than in accordance
with the terms and conditions of the Contract. The Contractor also agrees that, where applicable, donors to UNDP whose funding is the source of, in whole or in part, the
funding for the procurement of Goods and/or Services which are the subject of this Contract, shall have direct recourse to the Contractor for the recovery of any funds
determined by UNDP to have been used in violation of or inconsistent with this Contract.

28. LIMITATION ON ACTIONS:

28.1 Except with respect to any indemnification obligations in Article 12, above, or as are otherwise set forth in the Contract, any arbitral proceedings in accordance with
Article 23.2, above, arising out of the Contract must be commenced within three years after the cause of action has accrued.

28.2 The Parties further acknowledge and agree that, for these purposes, a cause of action shall accrue when the breach actually occurs, or, in the case of latent
defects, when the injured Party knew or should have known all of the essential elements of the cause of action, or in the case of a breach of warranty, when tender of
delivery is made, except that, if a warranty extends to future performance of the goods or any process or system and the discovery of the breach
consequently must await the time when such goods or other process or system is ready to perform in accordance with the requirements of the Contract, the cause
of action accrues when such time of future performance actually begins.

29. ESSENTIAL TERMS: The Contractor acknowledges and agrees that each of the provisions in Articles 30 to 36 hereof constitutes an essential term of the Contract
and that any breach of any of these provisions shall entitle UNDP to terminate the Contract or any other contract with UNDP immediately upon notice to the Contractor,
without any liability for termination charges or any other liability of any kind. In addition, nothing herein shall limit the right of UNDP to refer any alleged breach of the said
essential terms to the relevant national authorities for appropriate legal action.

30. SOURCE OF INSTRUCTIONS: The Contractor shall neither seek nor accept instructions from any authority external to UNDP in connection with the performance
of its obligations under the Contract. Should any authority external to UNDP seek to impose any instructions concerning or restrictions on the Contractor’s
performance under the Contract, the Contractor shall promptly notify UNDP and provide all reasonable assistance required by UNDP. The Contractor shall not take
any action in respect of the performance of its obligations under the Contract that may adversely affect the interests of UNDP or the United Nations, and the Contractor
shall perform its obligations under the Contract with the fullest regard to the interests of UNDP.

31. STANDARDS OF CONDUCT: The Contractor warrants that it has not and shall not offer any direct or indirect benefit arising from or related to the performance
of the Contract, or the award thereof, to any representative, official, employee or other agent of UNDP. The Contractor shall comply with all laws, ordinances, rules and
regulations bearing upon the performance of its obligations under the Contract. In addition, in the performance of the Contract, the Contractor shall comply with
the Standards of Conduct set forth in the Secretary General’s Bulletin ST/SGB/2002/9 of 18 June 2002, entitled “Regulations Governing the Status, Basic Rights and
Duties of Officials other than Secretariat Officials, and Expert on Mission” and ST/SGB/2006/15 of 26 December 2006 on “Post-employment restrictions”, and shall also
comply with and be subject to the requirements of the following documents then in force at the time of signature of the Contract:

31.1 The UN Supplier Code of Conduct;

31.2 UNDP Policy on Fraud and other Corrupt Practices (“UNDP Anti-fraud Policy”);

31.3 UNDP Office of Audit and Investigations (OAIl) Investigation Guidelines;

31.4 UNDP Social and Environmental Standards (SES), including the related Accountability Mechanism;

31.5 UNDP Vendor Sanctions Policy; and

31.6 All security directives issued by UNDP.

The Contractor acknowledges and agrees that it has read and is familiar with the requirements of the foregoing documents which are available
online at www.undp.org or at http://www.undp.org/content/undp/en/home/operations/procurement/business/. In  making  such
acknowledgement, the Contractor represents and warrants that it is in compliance with the requirements of the foregoing, and will remain in compliance throughout the
term of this Contract.

32. OBSERVANCE OF THE LAW: The Contractor shall comply with all laws, ordinances, rules, and regulations bearing upon the performance of its obligations under
the Contract. In addition, the Contractor shall maintain compliance with all obligations relating to its registration as a qualified vendor of goods or services to
UNDP, as such obligations are set forth in UNDP vendor registration procedures.

33. CHILD LABOR: The Contractor represents and warrants that neither it, its parent entities (if any), nor any of the Contractor’s subsidiary or affiliated entities (if
any) is engaged in any practice inconsistent with the rights set forth in the Convention on the Rights of the Child, including Article 32 thereof, which, inter alia,
requires that a child shall be protected from performing any work that is likely to be hazardous or to interfere with the child’s education, or to be harmful to the child’s
health or physical, mental, spiritual, moral, or social development.

34. MINES: The Contractor represents and warrants that neither it, its parent entities (if any), nor any of the Contractor’s subsidiaries or affiliated entities (if any) is
engaged in the sale or manufacture of anti-personnel mines or components utilized in the manufacture of anti-personnel mines.

35. SEXUAL EXPLOITATION:

35.1 In the performance of the Contract, the Contractor shall comply with the Standards of Conduct set forth in the Secretary-General's bulletin
ST/SGB/2003/13 of 9 October 2003, concerning “Special measures for protection from sexual exploitation and sexual abuse.” In particular, the Contractor
shall not engage in any conduct that would constitute sexual exploitation
or sexual abuse, as defined in that bulletin.

35.2 The Contractor shall take all appropriate measures to prevent sexual exploitation or abuse of anyone by its employees or any other persons engaged and controlled
by the Contractor to perform any services under the Contract. For these purposes, sexual activity with any person less than eighteen years of age, regardless
of any laws relating to consent, shall constitute the sexual exploitation and abuse of such person. In addition, the Contractor shall refrain from, and shall take all
reasonable and appropriate measures to prohibit its employees or other persons engaged and controlled by it from exchanging any money, goods, services, or
other things of value, for sexual favors or activities, or from engaging any sexual activities that are exploitive or egrading to any person.

67
ATTENTION: THE PRESENT TRANSLATION OF THE DOCUMENT FROM ENGLISH INTO RUSSIAN IS UNOFFICIAL
BHUMAHMWE: HACTOALLMI NEPEBOA LLOKYMEHTOB C AHI/IMACKOTO HA PYCCKMI A3bIK ABNAETCA HEODULANIBbHLIM


http://www.undp.org/
http://www.undp.org/
http://www.undp.org/content/undp/en/home/operations/procurement/business/
http://www.undp.org/content/undp/en/home/operations/procurement/business/

35.3 UNDP shall not apply the foregoing standard relating to age in any case in which the Contractor’s personnel or any other person who may
be engaged by the Contractor to perform any services under the Contract is married to the person less than the age of eighteen years with whom sexual activity has
occurred and in which such marriage is recognized as valid under the laws of the country of citizenship of such Contractor’s personnel or such other person who may be
engaged by the Contractor to perform any services under the Contract.

36. ANTI-TERRORISM:  The Contractor agrees to undertake all reasonable efforts to ensure that none of the UNDP funds received under the
Contract is used to provide support to individuals or entities associated with terrorism and that recipients of any amounts
provided by UNDP hereunder do not appear on the list maintained by the Security Council Committee established pursuant to Resolution 1267  (1999).
The list can be accessed via https://www.un.org/sc/suborg/en/sanctions/1267/aq_sanctions_list. This provision
must be included in all sub-contracts or sub-agreements entered into under the Contract.
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