
UNDP’s Response to Proposers’ Question – Round II 

Performance  
1. What	  is	  the	  current	  average	  and	  peak	  number	  of	  page	  views	  of	  cumulative	  UNDP	  sites	  per	  

month?	  
	  
Please	  see	  the	  Appendix	  A+B+C	  for	  more	  of	  these	  details.	  This	  document	  is	  given	  after	  a	  
signed	  NDA	  is	  made.	  
	  

2. What	  is	  the	  estimated	  growth	  rate	  of	  the	  page	  views	  per	  month?	  
	  
We	  expect	  annual	  growth	  rate	  within	  +10%	  margin	  
	  

3. What	  is	  the	  total	  number	  of	  authors	  in	  the	  current	  solution	  and	  the	  estimated	  growth	  rate?	  Is	  
authoring	  done	  from	  the	  same	  location	  or	  distributed	  geographically?	  
	  
We	  have	  160	  total	  number	  of	  authors	  and	  this	  number	  is	  pretty	  stable	  -‐	  corresponds	  to	  the	  
number	  of	  sites	  to	  manage.	  
	  
We	  have	  users	  distributed	  geographically	  and	  are	  based	  in	  the	  Africa,	  Americas,	  Asia,	  Europe,	  
and	  Oceania.	  See	  http://millenniumindicators.un.org/unsd/methods/m49/m49regin.htm	  for	  
specific	  details.	  
	  

4. What	  is	  the	  current	  volume	  (in	  GB)	  of	  data	  transfer	  /	  day	  
	  
Please	  see	  the	  answer	  to	  question	  #25	  for	  a	  breakdown	  of	  data	  received	  and	  transmitted	  for	  
the	  Authoring	  and	  Publisher	  parts	  of	  the	  production	  environment.	  
	  

5. What	  is	  the	  peak	  window	  (in	  hours)	  and	  expected	  load	  variation	  during	  new	  launch?	  
	  
Our	  peak	  window	  for	  any	  new	  launch	  is	  24	  hours.	  We	  do	  not	  have	  any	  historical	  data	  on-‐hand	  
for	  the	  load	  variation	  during	  a	  new	  launch.	  

Domain  &  DNS  Management  
6. Are	  the	  current	  144	  websites	  all	  under	  one	  domain	  or	  under	  different	  domains?	  Could	  UNDP	  

please	  provide	  a	  list	  of	  all	  domains	  for	  the	  main	  site	  and	  other	  site	  properties	  (e.g.,	  undp.org)?	  
	  
Currently	  we	  are	  handling	  just	  a	  few	  second	  level	  domains:	  undp.org,	  pnud.org	  and	  couple	  of	  
others.	  Each	  site	  gets	  its	  own	  third-‐level	  domain	  and	  we	  also	  host	  handful	  of	  fourth	  level	  
domains	  there	  (i.e.	  uz.undp.org,	  www.uz.undp.org,	  kg.one.un.org,	  etc)	  	  
	  

7. Does	  UNDP	  have	  any	  site	  running	  on	  SSL?	  If	  yes,	  is	  it	  a	  single	  certificate	  or	  SAN	  certificate?	  
	  



We	  don’t	  have	  published	  sites	  running	  on	  SSL.	  Our	  Authoring	  environment	  is	  using	  a	  single	  SSL	  
certificate.	  
	  

8. Is	  domain	  management	  done	  by	  UNDP	  or	  a	  3rd	  party	  vendor?	  In	  the	  future	  proposed	  
architecture,	  whose	  end	  would	  domain	  management	  vest?	  
	  
The	  domain	  management	  is	  being	  done	  by	  UNDP.	  In	  the	  future	  proposed	  architecture,	  the	  
domain	  management	  will	  still	  be	  done	  by	  UNDP.	  

Content  (For  CDN  deployment)  
9. What	  is	  the	  current	  CDN	  being	  used?	  

	  
We	  currently	  do	  not	  use	  any	  CDN	  provider.	  
	  

10. What	  approximate	  %	  of	  content	  of	  the	  sites	  is	  dynamic?	  Could	  UNDP	  please	  provide	  examples	  of	  
the	  same?	  
	  
We	  consider	  all	  pages	  dynamic,	  they	  are	  managed	  by	  AEM	  CMS	  and	  are	  subject	  of	  frequent	  
changes.	  Pages	  referring	  multiple	  static	  assets	  (js,	  css,	  images),	  average	  ratio	  is	  1:50	  
	  

11. What	  approximate	  %	  of	  content	  of	  the	  sites	  is	  static?	  Could	  UNDP	  please	  provide	  examples	  of	  
the	  same?	  
	  
See	  above	  
	  

12. Which	  geographic	  regions	  are	  the	  end	  users	  viewing	  the	  website	  from?	  
	  
Our	  visitors	  that	  will	  be	  accessing	  the	  production	  environment	  come	  from	  all	  geographic	  
regions	  of	  the	  world.	  Our	  estimated	  break-‐down	  of	  traffic	  is	  25%	  US	  /	  25%	  Europe	  /	  20%	  Asia	  /	  
15%	  Africa	  and	  Middle	  East	  /	  15%	  South	  America.	  
	  

Hosting  &  Network  Related  
13. Where	  is	  the	  current	  architecture	  hosted	  and	  with	  which	  service	  provider?	  

	  
The	  current	  architecture	  is	  hosted	  in	  a	  datacenter	  in	  California.	  	  
	  
We	  are	  looking	  forward	  to	  getting	  vendor's	  proposal	  how	  to	  improve	  the	  current	  architecture	  
in	  order	  to	  achieve	  availability,	  stability	  and	  performance	  goals	  stipulated	  in	  TORs.	  Please	  see	  
updated	  Appendix	  A+B+C	  for	  more	  details	  which	  can	  be	  available	  upon	  submission	  of	  UNDP	  
NDA	  attached	  in	  the	  RFP.	  
	  

14. How	  are	  the	  integrations	  with	  LDAP,	  Email	  and	  AD	  carried	  out	  in	  the	  current	  architecture?	  
	  



Please	  see	  the	  Appendix	  A+B+C	  for	  more	  of	  these	  details.	  This	  document	  is	  given	  after	  a	  
signed	  NDA	  is	  made.	  
	  

15. In	  the	  current	  architecture,	  how	  are	  UNDP	  premises	  connected	  with	  the	  3rd	  party	  hosting	  
provider?	  (Via	  dedicated	  lease	  line	  /	  MPLS	  /	  IPSEC	  Tunnel	  /	  Internet,	  etc.)	  
	  
The	  UNDP	  premises	  are	  connected	  with	  the	  3rd	  party	  hosting	  tunnel	  over	  the	  Internet	  and	  
IPSEC	  Tunnels.	  
	  

16. Reference	  RFP	  page	  42,	  Integration	  with	  UNDP	  helpdesk	  –could	  UNDP	  please	  elaborate	  the	  
scope	  here?	  
	  
Please	  see	  the	  answer	  to	  question	  #73	  for	  more	  details.	  
	  

Analytics  
17. Is	  there	  any	  tool	  required	  for	  Website	  analytics?	  If	  yes,	  are	  any	  advanced	  web	  analytics	  tools	  

required?	  
	  
We	  currently	  use	  Google	  Analytics.	  We	  are	  open	  for	  suggestions	  from	  the	  vendor	  that	  could	  
enhance	  efficiency	  or	  effectiveness	  of	  using	  Google	  Analytics	  and/or	  other	  website	  analytics	  
tools.	  
	  

Inventory  
	  

18. What	  is	  the	  total	  number	  of	  servers	  in	  each	  environment	  (Development,	  Staging,	  Disaster	  
Recovery	  (DR)	  and	  Production)?	  
	  
4	  servers	  -‐	  Production	  Environment	  
2	  servers	  –	  Staging	  	  
1	  server	  –	  Development	  
	  
We	  do	  not	  have	  a	  DR	  environment.	  	  Please	  see	  the	  requirements	  of	  the	  proposed	  
environment	  for	  all	  4	  environments	  in	  the	  TORs.	  
	  
	  

19. What	  is	  the	  current	  repository	  size?	  
	  
Please	  see	  the	  Appendix	  A+B+C	  for	  more	  of	  these	  details.	  This	  document	  is	  given	  after	  a	  
signed	  NDA	  is	  made.	  
	  

Business  Continuity  
20. Please	  describe	  your	  disaster	  recovery	  requirement?	  (Active-‐Active,	  or	  Active-‐Passive?)	  



	  
The	  intent	  of	  the	  Disaster	  Recovery	  Environment	  is	  for	  an	  environment	  to	  be	  located	  in	  the	  
different	  geographical	  area	  from	  the	  Production	  Environment	  and	  to	  be	  a	  clone	  of	  the	  
Production	  Environment	  with	  a	  very	  recent	  copy	  of	  Production	  Environment	  data.	  How	  that	  is	  
achieved	  and	  implemented	  can	  be	  left	  up	  to	  the	  vendor	  to	  architect	  and	  provide	  with	  a	  
recommended	  Recovery	  Time	  Objective	  and	  Recovery	  Point	  Objective	  that	  is	  close	  and	  similar	  
to	  what	  was	  provided	  in	  the	  TOR.	  
	  

Other  details  
21. In	  how	  many	  languages	  is	  the	  site	  currently	  localized	  in?	  Please	  provide	  a	  list	  of	  the	  languages?	  

	  
Please	  see	  the	  answer	  to	  question	  #15	  for	  the	  list	  of	  languages.	  
	  

22. Reference	  RFP	  Page	  #33,	  “troubleshoot	  any	  application	  related	  issues	  related	  to	  source	  control	  
and	  CI	  tools”	  –	  could	  UNDP	  please	  elaborate	  the	  scope?	  (as	  application	  and	  its	  code	  is	  managed	  
by	  UNDP	  team)	  
	  
The	  scope	  would	  be	  troubleshooting	  and	  remedying	  issues	  with	  the	  source	  control,	  
continuous	  integration,	  and	  automated	  testing	  frameworks	  applications	  that	  the	  vendor	  has	  
proposed	  in	  its	  technical	  proposal	  and	  will	  install	  and	  managed	  in	  the	  new	  proposed	  
environment.	  This	  includes	  availability,	  authentication,	  authorization,	  and	  uptime	  for	  those	  
applications.	  UNDP	  will	  be	  responsible	  for	  committing	  Adobe	  AEM	  code	  into	  source	  control.	  
An	  example	  of	  scope,	  if	  there	  is	  a	  problem	  with	  committing	  code	  into	  source	  control	  due	  to	  a	  
corrupted	  source	  control	  repository,	  then	  UNDP	  hopes	  the	  proposed	  vendor	  can	  remedy	  the	  
issue	  by	  fixing	  the	  repository	  or	  going	  to	  backups.	  

Managed  Support  
23. What	  is	  the	  current	  volume	  of	  incidents	  /	  alerts	  /	  service	  requests	  /	  change	  requests?	  

	  
Please	  see	  the	  answers	  to	  questions	  #36	  and	  #38.	  
	  

24. Can	  UNDP	  please	  clarify	  the	  digital	  content	  to	  be	  managed?	  
	  
Currently	  our	  videos	  are	  hosted	  on	  the	  third-‐party	  BrightCove	  service	  and	  if	  vendor	  won’t	  
propose	  change	  of	  the	  architecture	  they	  do	  not	  require	  separate	  back	  up.	  All	  other	  DAM	  
assets	  (mostly	  images	  and	  their	  renditions)	  are	  stored	  within	  our	  Authoring	  instance.	  Those	  
DAM	  assets,	  as	  well	  as	  our	  content,	  will	  need	  to	  be	  backed	  up	  together.	  The	  size	  of	  the	  
Authoring	  repository	  can	  be	  found	  in	  Appendix	  A+B+C.	  

Tech  Stack  Related  
25. For	  the	  migration	  of	  AEM	  to	  version	  6,	  does	  it	  require	  additional	  infrastructure	  for	  mongo	  DB?	  Is	  

DB	  supported	  in	  scope?	  
	  



The	  upgrade	  to	  AEM	  6	  is	  out	  of	  scope	  for	  this	  RFP,	  however,	  we	  require	  vendor	  to	  confirm	  its	  
ability/capacity	  to	  handle	  the	  migration	  process	  in	  the	  future.	  We	  expect	  the	  vendor	  to	  have	  
the	  ability/capacity	  to	  provision	  additional	  infrastructure	  required	  for	  MongoDB.	  A	  separate	  
out-‐of-‐scope	  SOW	  will	  be	  created	  to	  outline	  the	  changes	  needed	  for	  a	  migration	  of	  AEM	  to	  
version	  6.	  
	  

IDS/IPS  
26. Which	  IDS/IPS,	  WAF	  is	  used	  currently?	  

	  
We	  use	  ModSecurity	  application	  firewall	  and	  an	  in-‐line	  IDS/IPS	  device	  through	  our	  hosting	  
provider.	  

Performance  Test  
27. Is	  regression	  testing	  /	  performance	  testing	  /	  security	  &	  vulnerability	  testing	  included	  in	  the	  

scope?	  Could	  UNDP	  please	  share	  any	  previous	  monthly	  reports	  to	  help	  better	  understand	  the	  
scope?	  
	  
See	  our	  answers	  to	  question	  #s	  51-‐56	  for	  details	  involving	  regression	  testing	  and	  performance	  
testing	  being	  in	  scope.	  
	  
We	  expect	  the	  vendor	  to	  conduct	  a	  security	  &	  vulnerability	  assessment	  exercise	  on	  the	  new	  
production	  environment.	  We	  would	  be	  fine	  reviewing	  these	  assessment	  results	  before	  
approving	  the	  environment	  to	  be	  in	  production.	  	  Later	  on,	  we	  at	  UNDP	  would	  perform	  our	  
own	  assessment	  periodically.	  
	  
We	  do	  not	  have	  any	  monthly	  reports	  to	  share	  with	  you	  to	  understand	  the	  scope.	  
	  

Monitoring  
28. Will	  24x7	  lights	  on	  monitoring	  support	  be	  required?	  

	  
Yes,	  24x7	  lights	  on	  monitoring	  support	  is	  required.	  
	  

29. Which	  infrastructure	  monitoring	  tool	  is	  used	  currently?	  
	  
We	  use	  New	  Relic,	  Nagios,	  and	  Cacti	  monitoring	  tools.	  We	  are	  open	  to	  any	  other	  
infrastructure	  monitoring	  tools	  as	  well.	  
	  

30. Does	  UNDP	  need	  synthetic	  monitoring?	  What	  is	  the	  scope	  of	  infrastructure	  monitoring?	  
	  
We	  leave	  the	  scope	  of	  infrastructure	  monitoring	  up	  to	  the	  vendor	  to	  decide	  and	  implement	  
upon	  agreement	  with	  UNDP.	  The	  monitoring	  should	  be	  sufficient	  enough	  for	  the	  vendor	  
support	  team	  to	  respond	  and	  remedy	  any	  issues	  in	  order	  to	  meet	  our	  prescribed	  SLAs	  for	  
availability	  and	  performance	  in	  our	  environments.	  



	  
31. Reference	  RFP	  page	  #36,	  “AEM	  application	  performance	  throughput	  3000	  rpm”	  –	  Please	  

elaborate	  on	  the	  scope	  of	  work?	  Will	  our	  support	  team	  collect	  the	  data	  from	  New	  relic	  and	  send	  
to	  UNDP	  team	  only?	  
	  
As	  mentioned	  on	  RFP	  page	  #36,	  “AEM	  application	  performance	  throughput”	  refers	  to	  a	  New	  
Relic	  measurement.	  It’s	  the	  total	  number	  of	  requests	  processed	  by	  the	  application	  per	  minute.	  
Currently	  it	  is	  configured	  to	  track	  the	  number	  of	  requests	  processed	  by	  the	  number	  of	  the	  
JVMs	  that	  make	  up	  that	  part	  of	  the	  environment.	  Currently	  our	  Authoring	  AEM	  application	  
uses	  2	  JVMs	  (1	  per	  instance)	  and	  our	  Publisher	  AEM	  application	  uses	  2	  JVMS	  (1	  per	  instance).	  
	  
The	  vendor	  is	  expected	  to	  ensure	  UNDP	  systems	  performance	  on	  the	  level	  outlined	  in	  the	  RFP.	  
	  
Currently,	  the	  New	  Relic	  portal	  sends	  directly	  to	  us	  weekly	  email	  performance	  reports	  about	  
our	  environments.	  We	  are	  open	  to	  New	  Relic	  and	  any	  other	  performance	  monitoring	  tools	  as	  
long	  as	  it	  provides	  access	  and	  transparency	  in	  the	  monitoring	  and	  reporting	  of	  performance	  
and	  availability	  data	  to	  the	  UNDP	  team.	  We	  would	  like	  to	  extend	  that	  access	  to	  any	  
monitoring	  tool	  being	  used	  to	  other	  parties	  if	  needed	  in	  the	  future.	  
	  

Incident  Management  
32. Reference	  RFP	  page	  #33,	  where	  JIRA	  is	  mentioned	  as	  issue	  tracker	  software.	  Is	  there	  any	  other	  

service	  desk	  tool	  used	  so	  far?	  Such	  as	  remedy	  or	  ServiceNow?	  
	  
There	  are	  no	  other	  service	  desk	  tools	  used.	  
	  

Security  Testing  
33. Can	  you	  provide	  security	  testing	  standards	  that	  UNDP	  requires	  prior	  to	  approving	  the	  

environment	  to	  be	  in	  production?	  
	  
Our	  standard	  requirement	  for	  outsourced	  vendors	  is	  to	  be	  ISO	  27001	  certified.	  We	  expect	  
vendors	  to	  share	  not	  just	  their	  ISO	  certificate	  but	  the	  so	  called	  Statement	  of	  Applicability	  
recording	  specific	  security	  controls	  implemented	  in	  the	  environment.	  
	  
We	  expect	  the	  vendor	  to	  conduct	  a	  security	  &	  vulnerability	  assessment	  exercise	  on	  the	  new	  
production	  environment.	  We	  would	  be	  fine	  reviewing	  these	  assessment	  results	  before	  
approving	  the	  environment	  to	  be	  in	  production.	  	  

Proposal  Instructions  
34. Reference	  RFP	  page	  18,	  "…the	  provisions	  in	  the	  Data	  Sheet	  shall	  govern."	  	  Page	  24,	  DS#34	  states	  

a	  "countersigned	  and	  duly	  executed	  contract."	  Could	  UNDP	  please	  confirm	  that	  the	  offeror	  does	  
not	  need	  to	  complete	  Section	  8:	  Contract	  for	  Professional	  Services	  as	  part	  of	  their	  proposal	  
submission?	  
	  



YES.	  The	  Section	  8	  was	  attached	  in	  the	  RFP	  as	  a	  reference	  only.	  
	  

REVISIONS	  TO	  THE	  Q&A	  Round	  I	  (Updated)	  
No.	  25.	  Are	  any	  projections/estimates	  available	  for	  bandwidth/traffic	  coming	  into	  the	  production	  
environment?	  
	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  
	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  	  Please	  see	  the	  current	  estimates	  for	  data	  transfer	  in	  the	  production	  environment.	  
	  	  
Production	  Environment	   Data	  Received	  -‐	  GB	  /	  day	   Data	  Transmitted	  -‐	  GB	  /	  day	  
Authoring	   ~11	  GB	   ~14	  GB	  
Production	   ~115	  GB	   ~270	  GB	  

	  	  
	  
	  


