ANNEX 1: SCHEDULE OF REQUIREMENTS

Technical Specifications for Goods/Services:

LOT 1-Supply, Delivery, and Installation Software Licenses and other Hardware

Item No Minimum technical requirements Unit Quantity
1. Cloud Hosting (With Domain Registration)
Detailed Specifications
Amazon EC2
Operating system (Red Hat Enterprise Linux), Quantity (1), Pricing
strategy (EC2 Instance Savings Plans 1 Year No UpFront), Storage amount
(2 TB), Instance type (al.2xlarge)
AWS Web Application Firewall (WAF)
Number of Web Access Control Lists (Web ACLs) utilized (2 per month),
1 Number of Rules added per Web ACL (2 per month), Number of Rule Piece 1
Groups per Web ACL (2 per month), Number of Rules inside each Rule
Group (2 per month), Number of Managed Rule Groups (2 per month)
Amazon Route 53
Hosted Zones (1)
Domain Name
Yearly Registration (inclusive of suppliers’ estimated profit margin)
3 Years
2. Antivirus
Detailed Specifications
Antivirus Specs (Bitdefender Total Security)
e Complete and real-time data protection
¢ Network Threat Prevention
? e Advanced Threat Defence Piece ®
¢ Multi-layer Ransomware Protection
¢ Vulnerability Assessment
e Web Attack Prevention
¢ Anti-Phishing
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Anti-Fraud

Delivery Requirements

Delivery Requirements

Delivery date and time

Bidder shall deliver the goods 10 Days after Contract signature.

Delivery Terms
(INCOTERMS 2020)

DAP

Customs clearance
(must be linked to
INCOTERM

[ Not applicable

Shall be done by:

1 Name of organisation (where applicable)
[ Supplier/bidder

X Freight Forwarder

Exact Address(es) of
Delivery Location(s)

UNDP, Ghana, UN House No 7 Ring-Road

Distribution of shipping
documents (if using
freight forwarder)

Duplicate copies Via email procurement.gh@undp.org
Original Copies in packages

Packing Requirements

Packaged to avoid damage

Training on Operations

and Maintenance ves
Warranty Period 36 Months
After-sales service and

local service support Yes
requirements

Preferred Mode of Air

Transport
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