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AMENDMENT NO. 4 Resilient nations.

Date: 11/06/2021

Subject : Amendment No:4 to Invitation to Bid (ITB) for “Procurement of Information Systems for lzmir Model
Factory” within the scope of “Turkey Resilience Project in Response to the Syria Crisis, Component 1 — Job Creation”
issued on 20 May 2021

Ref: UNDP-TUR-ITB(MC1)-2021/008

Dear Madam/Sir,

Please find ATTACHMENT-1 Important Notes Regarding the Submission of Bids, ATTACHMENT-2 for “The revisions
made to the ITB Clauses” and ATTACHMENT-3 Amended Version of Form E: Format of Technical Bid - SECTION 2:
Scope of Supply, Technical Specifications, and Related Services within the context of subject ITB issued on 20 May
2021 for “Procurement of Information Systems for Izmir Model Factory” within the scope of “Turkey Resilience
Project in Response to the Syria Crisis, Component 1 — Job Creation”.

You are kindly requested to prepare and submit your bids in response to our subject ITB with consideration of this
amendment whereas all other clauses of the ITB remaining valid.

Please be sure that your bids are submitted electronically on or before the submission deadline June 14, 2021 07:00
a.m. — (New York local time Zone) through e-tendering system.

ATTACHMENT-1 “Important Notes Regarding the Submission of Bids”
ATTACHMENT-2 “The revisions made to the ITB Clauses”

ATTACHMENT-3 “Amended Versions of Form E: Format of Technical Bid - SECTION 2: Scope of Supply, Technical
Specifications, and Related Services”

Yours sincerely,

UNDP Turkey Country Office

UNDP in Turkey | Yildiz Kule, Yukari Dikmen Mah. Turan Giines Bulvari No: 106, Cankaya, Ankara, 06550 Turkey
Tel: (90-312) 454 1100 | Fax: (90-312) 496 1463 | www.tr.undp.org



ATTACHMENT-1 IMPORTANT NOTES REGARDING THE SUBMISSION OF BIDS

Bidders shall disregard the previous version of “Form E: Format of Technical Bid - SECTION 2: Scope of Supply,
Technical Specifications, and Related Services” given in the Original ITB and prepare their bids as per the
“Amended Version of Form E: Format of Technical Bid - SECTION 2: Scope of Supply, Technical Specifications, and
Related Services” given as Attachment-3 in this Amendment. The bidders are also advised to take into
consideration the amended version of Returnable Bid Forms published when preparing their bids.




ATTACHMENT-2 REVISIONS MADE TO THE ITB CLAUSES

With reference to Section 5a: Schedule of Requirements and Technical Specifications, and Form E: Format of Technical
Bid under Section 6: Returnable Bidding Forms / Checklist; below clauses have been amended as follows:

Specifications” (pg.36) and “Section
6: Returnable Bidding Forms /
Checklist, Form E: Format of
Technical Bid, Section 2” (pg.111)

SSDs, which can be added to the
system if desired, as a read-cache.
SSD cache capacity can be raised up
to 4TB. If there is an additional
license requirement for this feature,
it must be included in the offer.

Teklif edilecek veri depolama
sistemi, istendigi takdirde sisteme
eklenebilecek SSD’lerin okuma ve

yazma amagli  6nbellek olarak
kullanimini  desteklemelidir. ~ SSD
Onbellek kapasitesi 4TB’a kadar

ylikseltilebilmelidir. Bu 6zellik icin ek
bir lisans gereksinimi varsa teklife
dahil edilmelidir.

Clause Nr. Clause in the Original ITB Revised Clause
“Section 5a: Schedule of | 2.22 The proposed data storage | 2.22 The proposed data storage
Requirements and Technical | system should support the use of | system should support the use of

SSDs, which can be added to the
system if desired, as a read-cache.
SSD cache capacity can be raised up
to 4TB. If there is an additional
license requirement for this feature,
it must be included in the offer.

Teklif edilecek veri depolama
sistemi, istendigi takdirde sisteme
eklenebilecek  SSD’lerin  okuma
amagh o6nbellek olarak kullanimini
desteklemelidir. ~ SSD  6nbellek
kapasitesi 4TB’a kadar
ylikseltilebilmelidir. Bu 6zellik icin ek
bir lisans gereksinimi varsa teklife
dahil edilmelidir.

“Section 5a: Schedule of
Requirements and Technical
Specifications” (pg.39) and “Section
6: Returnable Bidding Forms /
Checklist, Form E: Format of
Technical Bid, Section 2” (pg.115)

3.13 The proposed virtualization
software must include centralized
management software that enables
the management of all virtual
servers from a single center. The
management software will be the
full version. (Will be offered with
centralized management software
licenses)

Teklif edilen sanallastirma yazilimi
tim sanal sunucularin tek bir
merkezden yénetimini  saglayan
merkezi ybnetim yazilimini
icermelidir. Yénetim yazilimi tam
stiriim olacaktir. (Merkezi y6netim
yazilimi lisanslari ile teklif
edilecektir)

3.13 The proposed virtualization
software must include centralized
management software that enables
the management of all virtual
servers from a single center. (Will be
offered with centralized
management software licenses)

Teklif edilen sanallastirma yazilimi

tim sanal sunucularin tek bir
merkezden yénetimini saglayan
merkezi ybnetim yazilimini
icermelidir. (Merkezi  yénetim
yazilimi lisanslari ile teklif
edilecektir)

“Section 5a: Schedule of
Requirements and Technical
Specifications” (pg.40) and “Section
6: Returnable Bidding Forms /
Checklist, Form E: Format of
Technical Bid, Section 2” (pg.116)

3.19 The proposed virtualization
software must include a module
that takes backups of Windows and
Linux virtual machines running into
the disk environment. This module
should be able to store backed-up
data by singularization.

Teklif edilen sanallastirma yazilimi
icerisinde ¢alisan Windows ve Linux

This clause is removed from the ITB.




sanal makinalarin yedeklerini disk
ortamina alan bir  modiilii
bulunmalidir. Bu modiil
yedeklenmis verileri tekillestirme
yaparak saklayabilmelidir.

“Section 5a: Schedule of
Requirements and Technical
Specifications” (pg.40) and “Section
6: Returnable Bidding Forms /
Checklist, Form E: Format of
Technical Bid, Section 2” (pg.116)

3.22 The proposed virtualization
software must be able to move
working virtual machines between
their disks and storage areas.

Teklif edilen sanallastirma yazilimi
calisir durumdaki sanal makinalari
diskleri ile birlikte depolama alanlari
arasinda tastyabilmelidir.

This clause is removed from the ITB.




ATTACHMENT-3 AMENDED VERSION OF FORM E: FORMAT OF TECHNICAL BID - SECTION 2: SCOPE OF SUPPLY,
TECHNICAL SPECIFICATIONS, AND RELATED SERVICES

SECTION 2: Scope of Supply, Technical Specifications, and Related Services

This section should demonstrate the Bidder's responsiveness to the specification by identifying the specific
components proposed, addressing the requirements, as specified, point by point; providing a detailed
description of the essential performance characteristics proposed; and demonstrating how the proposed
bid meets or exceeds the requirements/specifications. All important aspects should be addressed in
sufficient detail.

IMPORTANT NOTE:

Bidders shall fill out below table in English by indicating the Brand Name and Model number of the
products offered as well as the specifications of the offered products corresponding to the
specifications listed in below table. If the offered product does not meet any of below minimum
technical specifications, it will not be considered to be compliant and the offer will be disqualified.

Please ensure that the offered product meets the minimum specifications requested below.

Offered technical
specifications by the
. Bidder shall be inserted in
Item to be supplied . . - .
# L. Tedarik edilecek iiriin tanimi English

description . . .
Firma tarafindan teklif edilen
teknik  o6zellikler ingilizce
olarak verilmelidir
Brand/Model //
Marka/Model:

Server Sunucu

1.1 Each processor must support a Her bir islemci 64-bit komut
64-bit set of commands. setini desteklemelidir.

1.2 There must be at least 2 Sunucu Ulizerinde en az 2 adet,
physical processors on the en az 3.7 GHz ¢alisma hizinda
server with an operating speed fiziksel islemci olmalidir.
of at least 3.7 GHz.

13 Each processor must have at Her bir islemci en az 8
least 8 cores. The server must cekirdekli olmalidir. Sunucuda
have a total of at least 16 cores. toplam olarak en az 16

cekirdek olmalidir.

1.4 Each processor must have at Her bir islemci lzerinde en az
least 11 MB of cache. 11 MB énbellek bulunmalidir.

15 Each processor must have at Her bir islemci en az 2 adet UPI

least 2 UPI (Ultra Path
Interconnect) connections.

(Ultra
baglanti
olmalidir.

Path  Interconnect)
sayisina sahip




1.6 Each memory used on the Sunucu lzerinde kullanilan her
server will be PC4, DDRA4. bir bellek PC4, DDR4 olacaktir.

1.7 There will be at least 384 GB of Sunucu lzerinde her biri
memory on the server. ( each 2666MT/s, enaz 12 adet 32 GB
2666MT/s and at least a kapasitesinde olan, toplamda
capacity of 12*32 GB). en az 384 GB  Dbellek

bulunacaktir.

1.8 There will be at least 24 Sunucu lzerinde en az 24 adet
memory slots on the server. bellek yuvasi bulunacaktir

1.9 Memory modules will be Bellek modiilleri  ECC(Error
ECC(Error Check Correction). Check Correction) ézelliginde

olacaktir.

1.10 | There should be a built-in dual Teklif edilecek sunucu lizerinde
SD card module on the server dahili ¢ift SD kart takilabilen
to be proposed. mod(il bulunmalidir

1.11 | The server must have at least 2 Sunucu i¢in en az 2 adet,
microSDHC/SDXC cards with a sunucu dreticisinin sagladigi
capacity of 64 GB provided by 64 GB kapasiteli,
the server manufacturer. microSDHC/SDXC kart

bulunmalidir

1.12 | Each server must have at least Her bir sunucu lizerinde en az 1
1 interface to provide remote adet 10/100/1000Mbps
access and management at hizinda uzaktan erisim ve
10/100/1000Mbps. ybnetim saglayacak arabirimi

olmalidir.

1.13 | Each server must have at least Her bir sunucu lizerinde en az 4
4 1Gb Base-T and 2 10GB SFP+ adet 1Gb Base-T ve 2 adet
Ethernet ports 10GB SFP+ ethernet baglanti

noktasi bulunmalidir

1.14 | At least 2 SR SFP+ modules Her bir sunucu ile birlikte en az
must be supplied with each 2 adet SR SFP+ modiil
server. SFP+ modules must be verilmelidir. SFP+ modiiller
the original product. orijinal triin olmahdir. Muadil
Equivalent products will not be iriinler kabul edilmeyecektir
accepted.

1.15 | Each server must have at least Her bir sunucu lizerinde en az 2
2 external HBA controllers adet 12Gbps SAS olarak
running as 12Gbps SAS. calisan harici HBA kontrol

birimi bulunmalidir.

1.16 | The PDU and cables required Sunucu igin gerekli PDU ve
for the server will be delivered kablolar birlikte daha &énce
together without previous use. kullanilmamis olarak teslim

edilecektir.

1.17 | Each server must have at least Her bir sunucu lizerinde
2 redundant power supplies, calisma esnasinda  sokiiliip

each with a power of 750W,
which can be disassembled and

takilabilen; en az 2 adet, her
biri 750W gliciinde yedekli gli¢




installed during operation. At
least 2 redundant power
supplies, each with 2400W
power, should be installed on
the server if necessary.

kaynagi bulunmalidir. Sunucu
lizerine gerektiginde en az 2
adet, her biri 2400W gliclinde
yedekli gli¢ kaynagi
takilabilmelidir.

1.18 | For each server, fans must be Her bir sunucu igin, ¢alisma
installed with at least 6 esnasinda sékiiliip takilabilen
redundant and all fan slots of en az 6 adet yedekli ve teklif
the proposed system that can edilen sistemin tiim fan
be disassembled and installed yuvalari dolu olacak sekilde
during operation. fanlar takili bulunmalidir.

1.19 | The server must support Sunucuda Trusted Platform
Trusted Platform Module 2.0 Module 2.0 (TPM 2.0) destegi
(TPM 2.0) and be offered with bulunmali ve gerekli lisanslar
the necessary licenses ile teklif edilmelidir

1.20 | There must be at least 1 VGA Teklif edilecek sunucu lizerinde
port and 4 USB ports on the en az 1 adet VGA portu,
server to be offered. toplam 4 adet USB portu

bulunmalidir.

1.21 | There must be at least 1 PCle Teklif edilecek sunucu lizerinde
Gen3 x16 at least 4 PCle slots en az 1 adedi PCle Gen3 x16 en
on the server to be offered. a0z 4 adet PCle slotu

bulunmalidir.

1.22 | Canonical Ubuntu LTS, Citrix Sunucular iizerine, Canonical
XenServer, Microsoft Windows Ubuntu LTS, Citrix XenServer,
Server, Red Hat Enterprise Microsoft Windows Server,
Linux, SUSE Linux Enterprise Red Hat Enterprise Linux, SUSE
Server, VMware ESXi operating Linux Enterprise Server,
systems may be installed on VMware ESXi isletim sistemleri
the servers. kurulabilecektir.

1.23 | The server to be offered must Teklif edilecek sunucu lizerinde
have a graphics card with at embedded olarak en az 16mb
least 16mb of memory and bellege sahip ve en az
supports a resolution of at 1920*1200 ¢oziindrligi
least 1920*1200. destekleyen grafik  karti

bulunmalidir.

1.24 | Atleast 6 Single wide or at least Teklif edilecek sunucu (zerine
3 Double wide GPU cards can gerektiginde en az 6 adet
be installed on the server to be Single wide veya gerektiginde
offered in necessary cases. en az 3 adet Double wide GPU

kart takilabilmelidir

1.25 | The server must have a Sunucu  lzerinde  fiziksel
lockable front cover to prevent miidahaleleri engelleyebilmek
physical interference. icin kilitlenebilir 6n kapak

bulunmalidir.

1.26 | The files required for system Teklif edilen sunucu lizerinde

installation on the proposed

sistem kurulumu igin gerekli




server must be embedded and
the system must be installed
through the embedded system
without the need for any disk
drive.

dosyalar embedded olmalidir
ve herhangi bir disk, siiriicii ye
ihtiva¢  olmadan embeded
sistem lizerinden sistem
kurulabilmelidir.

1.27 | The server must have an LCD Sunucu lizerinde sistem ismi,
screen or warning lights seri numarasi, uzaktan
showing system name, serial ybnetim IP  numarasi, gli¢
number, remote management tiiketimi ve arizalarin kolay
IP number, power tespit edilebilmesini saglayan
consumption, and fault ariza bilgilerini gdsteren LCD
information that ensures easy ekran ya da uyarr isiklar
detection of failures. bulunmalidir.

1.28 | The server must have a remote Sunucu lzerinde HTTPS ve
management module with its SSLv2  sertifika ile erisim
own 1 Gb physical port that will saglayacak kendine ait 1 Gb
provide access with HTTPS and hizinda  fiziksel ~ baglanti
SSLv2 certificates. noktasina  sahip  uzaktan

yénetim mod(ilii bulunmalidir.

1.29 | One of the USB ports on the Sunucu 6n panelinde bulunan
front panel of the server must USB portlardan  bir adeti
be accessible by the remote uzaktan ybnetim portu
management port, a firmware tarafindan erisilebilmeli,
update or authorization can be sunucu kapali oldugu esnada
made with the USB memory bu port lizerinden takilabilecek
that can be installed through USB bellek ile firmware
this port when the server is glincellemesi veya
closed, and the remote provizyonlama yapilabilmeli ve
management web interface uzaktan yénetim networkiiniin
must be  accessed by kurulu olmadigi veya
connecting it to a computer by calismadigi esnada USB kablo
USB cable when the remote ile bir bilgisayara baglayarak
management network is not uzaktan ybénetim web ara
installed or working. ylziine erisilebilmelidir.

1.30 | The remote management Uzaktan ydénetim modiiliiniin
module must have HTML5 HTML5 destegi olmali ve
support and modern web herhangi ajan, eklenti
servers should be managed yliklenmeden modern web
without installing any agents, sunuculari ybnetilmeli,
plugins, remote KVM access uzaktan KVM erisimi
should be made, the operating yapilabilmeli, uzaktan medya
system should be established baglantisi  yapilarak isletim
by remote media connection sistemi  kurulabilmeli ve
and updates should be made. glincellemeler yapilabilmelidir.

1.31 | Servers must support virtual Sunucular sanal medya

media, use USB sticks, CDs,

ozelligini desteklemelidir,
uzaktaki bir bilgisayara bagli




DVDs, etc. connected to a
remote computer.

USB bellek, CD, DVD, vb.
medyalari kullanabilmelidir.

1.32 | The remote management Uzaktan  yoénetim  modiilii
module should be able to sunucu RAID kartinin
manage the server RAID card, yonetimini
configure the disks to be added gerceklestirebilmeli, sunucuya
to the server later, and sonradan eklenecek disklerin
increase its capacity by adding RAID yapilandirmasini
disks to existing RAID groups. yapabilmeli ve mevcut RAID

guruplarina  disk  eklemesi
yaparak kapasitesini
artirilmasini saglayabilmelidir.

1.33 | The server must be able to Sunucu, lizerine yiiklenecek
check the security and BIOS, firmware vb dosyalarinin
authenticity of the BIOS, sertifika vasitasi ile glivenligini
firmware etc. files to be ve orijinalligini kontrol
installed on it through the edebilmeli, sunucu lizerinde,
certificate, and there must be a glivenlik sertifikalarinin
secure non-volatile memory saldirilara karsi korunmasini
space on the server that saglayan, ugucu olmayan
ensures that security glivenli ~ bir  bellek alani
certificates are  protected bulunmalidir.
against attacks.

1.34 | There should be a metal alloy Teklif edilecek  sunucunun
sliding rail system  with calisma esnasinda kabinden
accessories to prevent the 6ne  c¢ekilerek  miidahale
proposed server from bending edilmesini saglayacak lizerine
when pressed to ensure that it baski oldugunda egilmesini
is pulled forward from the cab engelleyecek aksesuarlara
during operation. sahip metal alasimli kayan ray

sistemi bulunmalidir.

1.35 | The server to be offered must Teklif edilecek  sunucunun
have access and management istenildiginde cep telefonu
support via mobile phone or veya tablet lizerinden erisim ve
tablet upon request. ybnetim destegi olmalidir.

1.36 | All components supplied with Sunucu beraber verilen biitiin

the server must be
manufactured by the server
manufacturer or approved by
the server manufacturer and
supplied by the server
manufacturer and the current
configuration of the server
must be questioned through a
portal belonging to the
manufacturer, the server

komponentler sunucu lreticisi
tarafindan  lretilmis  veya
sunucu lreticisi  tarafindan
onaylanarak tedariki sunucu
reticisi tarafindan yapilmis
olmali ve lireticiye ait bir portal
lizerinden sunucunun giincel
konfigiirasyonu

sorgulanabilmeli,

garantisi, sunucu

sunucu
tizerinde




guarantee must cover all
components on the server.

gelen bitin  komponentleri
kapsamalidir.

1.37 | It will operate on the city grid
with 220 V AC and 50 Hz single
or three-phase energy supply.
Feed cable plugs for energy
input will be of the appropriate
type to the power distribution
units in the existing cabinets.

220 V AC ve 50 Hz tek veya li¢
faz enerji beslemesi ile sehir
sebekesinde calisacaktir. Enerji
mevcut kabinler igerisindeki
glic dagitim lnitelerine uygun
tipte olacaktir.

1.38 | Servers will have a
manufacturer's warranty on
the next business day for at
least 3 years. The letter that
the warranty is given by the
manufacturer  should be
provided in delivery time.

Sunucular en az 3 yil boyunca
ertesi is ginu uretici
garantisine sahip olacaktir.
Garantinin tretici  firma
tarafindan verildigine dair yazi
teslimat sirasinda ibraz
edilecektir.

Item to be supplied description

Tedarik edilecek iiriin tanimi

Offered technical
specifications by the
Bidder shall be inserted in
English

Firma tarafindan teklif edilen
teknik  6zellikler  ingilizce
olarak verilmelidir

2. Data Storage Unit

Veri Depolama (initesi

Brand/Model //
Marka/Model:

2.1 The data storage
manufacturer to be offered
will be the same brand or a
brand of a soluiton partner as

Teklif edilecek veri depolama
ireticisi, teklif edilen sunucu
bilgisayarlar ile ayni marka ya
da ¢6ziim ortadi firmanin

the proposed server markasi olacaktir.
computers.
2.2 The external data storage Teklif edilecek harici veri

system to be proposed must
not consist of combining
multiple data storage
systems with clustering or
similar methods.

depolama sistemi, birden fazla
veri  depolama  sisteminin
kiimeleme veya benzeri
yéntemlerle
birlestirilmesinden olusmus
olmamalidir.

2.3 Measures must be taken
against a single-point error in
the external data storage
system to be offered and

Teklif edilecek harici veri
depolama  sisteminde tek
noktadan hata durumuna
karsi 6nlemler alinmis olmali




ensure that the backup unit
data storage system operates
continuously in case of failure
of any part.

ve herhangi bir parganin
arizasinda yedek birim veri
depolama sisteminin
durmadan calismasini
saglamalidir.

24 In case of any failure in the Teklif edilecek harici veri
external data storage system depolama sisteminde herhangi
to be proposed, the bir sorun ¢ikmasi durumunda
replacement of any part in sistem igerisindeki herhangi bir
the system (disc, power parcanin  (disk, giic kaynadi,
supply, fans, etc.) should be | fanlar, vs.)  degistirilmesi
carried out without requiring sistem herhangi bir sistem
system shutdown. kapanmasi gerektirmeden

yapilabilmelidir.

2.5 There must be two control Harici  depolama  sistemi
units (dual controllers) on the tizerinde iki adet kontrol
external storage system. Unitesi (dual controller)

bulunmalidir.

2.6 The proposed data storage Teklif edilen veri depolama
unit must be able to connect Unitesi, 16 Gb FC, 10 Gb SFP+
the server with 16 Gb FC, 10 ISCSI, 10 Gb Base-T ISCSI ve 12
Gb SFP+ ISCSI, 10 Gb Base-T Gb SAS portlari ile sunucu
ISCSI, and 12 Gb SAS ports. At baglantisini saglayabilmelidir.
least 8 16 Gb FC, 10 Gb SFP+ Teklif edilen veri depolama
ISCSI, 10 Gb Base-T ISCSI, and lnitesi lizerine ihtiyaca gére en
12 Gb SAS ports should be az 8 adet 16 Gb FC, 10 Gb SFP+
installed on the proposed ISCSI, 10 Gb Base-T ISCSI ve 12
data storage unit as needed. Gb SAS portlari
In addition, the data storage takilabilmelidir.  Ayrica veri
unit must support at least 4 depolama linitesi istenirse en
16Gb FC and at least 4 10Gb az 4 adet 16Gb FC ve en az 4
SFP+ ports on the device at adet 10Gb SFP+ portun ayni
the same time if desired anda cihaz tizerinde
(multi-protocol ports). bulunmasini  desteklemelidir

(multi-protocol ports).

2.7 Each controller will have a Her kontrol (initesi (controller)
total of at least 8 pieces of 12 lizerinde 12 Gbps hizinda en az
Gbps SAS ports, including at 4 adet SAS port olmak lizere
least 4 SAS ports at a speed of toplamda en az 8 adet 12 Gbps
12 Gbps. SAS port bulunacaktir.

2.8 At least 2 pieces, at least 2 Depolama (initesi ile birlikte en

meters long, 12 Gbps, HD
Mini-SAS to HD Mini-SAS
cable will be supplied with
the storage unit. All cables
must belong to the storage
manufacturer.

az 2 adet, en az 2 metre
uzunlugunda, 12 Gbps, HD
Mini-SAS to HD Mini-SAS kablo
verilecektir.  Tiim  kablolar
depolama reticisine  ait
olmalidir.




29 Each control unit must have a Her kontrol (initesi yénetim
management port with a icin en az 1Gbps hizina sahip
speed of at least 1Gbps. yénetim portu bulunmalidir.

2.10 Each controller on the Teklif edilecek harici disk
external disk unit to be Unitesi (lzerinde bulunan her
offered must have at least 8 kontrol linitesi (izerinde en az
GB of memory and a total of 8, toplamda ise 16 GB bellek
16 GB of memory. This bulunmalidir.  Bu  kapasite
capacity must be dram type. DRAM tipinde olmalidir. Bu
Within the scope of this Onbellek kapasitesi
cache capacity, fields created kapsaminda SSD/FMD, 1/0
with SSD/FMD, 1/0 card will kart ile olusturulan alanlar
not be accepted. kabul edilmeyecektir.

211 Firmware updates should be Calisan sistem lizerinde kesinti
available without causing yaratmadan firmware
disruption to the running glincellemeleri
system. yapilabilmelidir.

2.12 The Storage Unit should be Depolama Unitesi, teklif edilen
able to expand to at least 276 kontrol birimleri ile en az 276
disk capacity with the adet disk kapasitesine
proposed controllers and genisleyebilmeli ve en az 3PB
grow to at least 3PB capacity. kapasitesine kadar

buiyiiyebilmelidir.

2.13 The system disk boost should Sistem disk artirnmi raflar
be incremental in the form of seklinde arttirilabilir olmali ve
racks and these racks should bu raflar entegre bir HTML5
be manageable with an web tabanli GUI arayiizii ile
integrated HTML5  web- yénetilebilir olmalidir. Raflar
based GUI interface. Racks toplam disk sayisini saglamak
should be able to be created lizere 24 adet 2.5” disklerden
from 24 2.5" disks to provide olusturulabilmeli  ve raflar
the total number of discs, and arasindaki baglanti 12 Gbit
the connection between the hizinda  SAS  arayiiz ile
racks should be made with a yapilmalidir. Raflarin her biri
12 Gbit SAS interface. Each of en fazla 2U yiikseklikte
the shelves should be no olmalidir.
more than 2U high.

2.14 The system must have at Sistem lizerinde en az 12 adet,
least 12 SSD drives with a 12Gbps baglanti hizinda, 960
connection speed of 12Gbps, GB kapasiteli SSD
ssd technology with a teknolojisinde diskler ve en az
capacity of 960 GB, and SAS 12 adet 10000 RPM déniis
disks with a capacity of 1.8 TB hizinda, 1.8 TB kapasiteli SAS
with a rotational speed of at diskler bulunmalidir.
least 12 10000 RPM.

2.15 The disks used must be high- Kullanilan diskler segilen disk

performance SAS, NL-SAS,

raflarina uygun sekilde yliksek




SSD, and FIPS certified self-
encrypting SAS and SSD in
accordance with the selected
disc racks.

performansli SAS, NL-SAS, SSD
ve FIPS sertifikall  self-
encrypting SAS ve SSD
olabilmelidir.

2.16 The proposed data storage Teklif edilen veri depolama
system must monitor the 1/0 sistemi her disk in yaptigi /0
that each disk makes, yu izlemeli saghk durumunu
proactively monitor the performans grafigini proaktif
health status performance olarak izlemeli ve  disk
graph, and work to provide bozulmadan  6nce  gerekli
the necessary  warnings uyarilarr  verecek  sekilde
before the disk fails. Systems calismalidir. Bunu
that fail to provide this must saglayamayan sistemler %30
offer 30% additional capacity. ilave kapasite verecek sekilde

teklif etmelidirler.

2.17 The system must have Sistem, lizerinde disk arizalari
Distributed RAID or similar meydana  geldigi  zaman,
technology that reduces yeniden olusturma siirelerini
rebuild times when disk azaltan Distributed RAID veya
failures occur on it. benzeri bir teknolojiye sahip

olmalidir.

2.18 The system should be able to Sistem Fiber baglanti secenegi
support at least 64 host ile en az 64 adet host
connections with a fiber baglantisini
connection option. destekleyebilmelidir.

2.19 The external disk system Harici disk sistemi 0, 1, 5, 6 ve
must support RAID levels 0, 1, 10 RAID seviyelerini
5, 6, and 10. Alternative data desteklemelidir. Alternatif veri
protection methods will not koruma  yéntemleri  kabul
be accepted. edilmeyecektir.

2.20 Additions should be made to Sistemde kullanilmakta olan
the virtual disk groups being sanal disk gruplarina erisim
used in the system without kesintisi  olmadan ilaveler
interruption of access. yapilabilmelidir.

2.21 All licenses supported by the Teklif edilen veri depolama
data storage unit (snapshot, Unitesi  ile  birlikte ileri
clone, read cache, auto- tarihlerde ek maliyet
tiering, replication, etc.) must olmamasi  agisindan,  veri
be offered together with the depolama {initesinin
proposed data storage unitin destekledigi  tiim lisanslar
order to avoid additional (snapshot, clone, read cache,
costs at a later date. auto tiering, replikasyon vb.)

ile birlikte teklif edilmelidir.

2,22 The proposed data storage Teklif edilecek veri depolama

system should support the
use of SSDs, which can be
added to the system if

sistemi, istendigi takdirde
sisteme eklenebilecek
SSD’lerin okuma amacgli




desired, as a read-cache. SSD
cache capacity can be raised
up to 4TB. If there is an
additional license
requirement for this feature,
it must be included in the
offer.

onbellek olarak kullanimini
desteklemelidir. SSD énbellek
kapasitesi 4TB’a kadar
yikseltilebilmelidir. Bu dézellik
icin ek bir lisans gereksinimi
varsa teklife dahil edilmelidir.

2.23 The data storage system to Teklif edilecek veri depolama
be offered must have sistemi, en az 3 katmani (SSD,
automatic data tiering that SAS, NL-SAS/SATA)
supports at least 3 layers destekleyen otomatik  veri
(SSD, SAS, NL-SAS/SATA). By katmanlandirma ozelligine
monitoring data activities on sahip olmalidir. Veri depolama
storage areas at the sub-LUN sistemi, depolama alanlari
level, the data storage lizerindeki veri aktivitelerini alt
system should be able to mantiksal alan (sub-LUN -
automatically move heavily blok) seviyesinde izleyerek,
used sub-logical areas to yogun kullanilan alt mantiksal
faster storage and underused alanlari daha hizli depolama
sub-logical areas to slower alanina ve az kullanilan alt
storage (automatic data mantiksal alanlari daha yavas
tiering). Within the scope of depolama alanina otomatik
this property, the data must olarak tastyabilmelidir
be in the form of moving (otomatik veri
movements between layers, katmanlandirma). Bu o6zellik
not in the form of copying. If kapsaminda verilerin
a license is required to katmanlar arasindaki
provide such a feature, the hareketleri tasima seklinde
required licenses will be olmali, kopyalama seklinde
included in the offer for the olmamalidir. Sézkonusu
maximum capacity 6zelligin saglanabilmesi igin
supported by the system. lisans gerekmesi durumunda,

gerekli olan lisanslar, sistemin
destekledigi maksimum
kapasite icin teklife dahil
edilecektir.

2.24 The proposed data storage Teklif edilen veri depolama
unit must support "thin Unitesi ~ “thin  provisioning”
provisioning". destegi olmalidir.

2.25 At least 512 (five Teklif edilen veri depolama
hundredonics) LUNs must be Unitesinde en az 512
created in the proposed data (besyiizoniki) LUN
storage unit. yaratilabilmelidir.

2.26 The external data storage Teklif edilecek harici veri

system to be offered must be
able to receive snapshots and
full copies (clones) and return
them (restored). The licenses

depolama sistemi snapshot
(anlk kopya) ve tam kopya
(clone) alabilmeli ve bu
kopyalardan geri




required for this feature will
be added to the offer for the
maximum capacity
supported by the system.

dénebilmelidir (restore). Bu
ozellik igin gerekli lisanslar
sistemin destekledigi
maksimum kapasite icin teklife
eklenecektir.

2.27 The external data storage Teklif edilecek harici veri
system to be offered should depolama sistemi anlik
use the ROW (Redirect on kopyalama (snapshot)
Write) method and not the perfomansin  etkilenmemesi
COW (Copy on Write) icin ROW (Redirect on Write)
method to avoid affecting the metodunu kullanmali, COW
snapshot. Working principles (Copy on Write) metodunu
will be documented with kullanmamalidir. Calisma
manufacturer's documents. prensipleri tiretici dékiimanlari

ile belgelenecektir.

2.28 The proposed data storage Teklif edilen veri depolama
unit must support at least Unitesinin en az 1024 adet
1024 snapshots. snapshot destegi olmalidir.

2.29 The external data storage Teklif edilecek harici veri
system to be offered is depolama sistemi asenkron,
asynchronous, it must replikasyonu desteklemelidir.
support replication. If Bu ézellik icin ek donanim ve
additional hardware and lisans  gerekiyorsa  teklife
licenses are required for this maksimum  kapasite  igin
feature, it must be added to eklenmelidir.
the offer for maximum
capacity.

2.30 The proposed data storage Teklif edilen veri depolama
unit must have at least 2 linitesi en az 2 adet, en az 580
redundant power supply with Watt giiciinde yedekli gli¢
a power of at least 580 Watts. kaynadgina (redundant power
2 power cables must be supply) sahip olmalidir. Veri
supplied with the data depolama (initesi ile birlikte 2
storage unit. adet gli¢ kablosu verilmelidir.

231 External disk unit must Harici disk nitesi en az
support at least Vmware 6.0, Vmware 6.0, 6.5 ve 6.7;
6.5, and 6.7; Windows Server Windows Server 2012,
2012, 2016,2019, RHEL 6.0, 2016,2019, RHEL 6.0 ve7.4,
and 7.4 SLES 12.3 operating SLES 12.3 isletim sistemlerini
systems. desteklemelidir.

2.32 The external disk volume Harici disk Gnitesinin VMware
must  support  VMware vSphere  (ESXi),  Microsoft
vSphere (ESXi), Microsoft Hyper-V ve vCenter SRM
Hyper-V, and vCenter SRM. destegi olmalidir.

2.33 Data Storage system Veri Depolama  sisteminin

management should be web-

ybnetimi ek  bir yazilm
yiiklemeye gerek kalmadan




based without the need to
install additional software.

web tabanli olarak
yapilabilmelidir.

2.34 The external data storage
system to be offered will
have the ability to alert the
system administrator by e-
mail in case of a failure on it.

Teklif edilecek harici veri
depolama sistemi, lizerinde
olusan bir ariza durumunda
sistem yéneticisini e-posta ile
uyarma ozelligine sahip
olacaktir.

2.35 The data storage unit should
have a next-day guarantee of
the manufacturer for at least
3 years.

Veri depolama (initesi en az 3
yil boyunca ertesi giin lretici
garantili olacaktir.

Item to be supplied description

Tedarik edilecek iiriin tanimi

Offered technical
specifications by the
Bidder shall be inserted in
English

Firma tarafindan teklif edilen
teknik  o6zellikler ingilizce
olarak verilmelidir

3. Virtualization Software

Sanallastirma Yazilimi

Brand/Model //
Marka/Model:

3.1. Virtualization software will Sanallastirma yazilimi toplam
be licensed for a total of 6 6 CPU igin lisanslandirilacaktir.
CPUs.

3.2, The proposed virtualization Teklif edilen sanallastirma

software must allow over-
commitment  of  virtual
machines to be created on
the same physical server
above existing  system
resources.

yazihmi ayni fiziksel sunucu
lizerinde olusturulacak sanal
makinalarin  mevcut sistem
kaynaklarinin (izerinde kaynak
atanmasina (over-
commitment) izin vermelidir.

3.3. The proposed virtualization
software must support SMP
(Symetric Multi Processing).
In the proposed system, 128
virtual CPUs should be
assigned to each Vvirtual
machine at any time.

Teklif edilen sanallastirma
yazilimi SMP (Symetric Multi
Processing) destegi olmalidir.
Teklif edilen sistemde her bir
sanal makinaya istenildiginde
128 adet sanal CPU
atanabilmelidir.

3.4. With the proposed
virtualization software, 1TB

Teklif edilen sanallastirma
yazihmi ile her bir sanal




of virtual memory should be

makinaya 1TB sanal bellek

assigned to each virtual atanabilmelidir.
machine.

3.5. The proposed virtualization Teklif edilen sanallastirma
software should be able to yazihmi gerektiginde her bir
enlarge the virtual machine sanal makine igin atanan disk
disk as it fills up, instead of alanin dogrudan disk
retrieving the assigned disk havuzundan almak yerine,
space for each virtual sanal makine diski dolduk¢a
machine directly from the biiyiitebilmelidir. (Thin
disk pool. (Thin Provisioning) Provisioning)

3.6. The proposed virtualization Teklif edilen sanallastirma
software guest operating yazilimi misafir isletim sistemi
system  "GuestOS" must “Guest OS” olarak, Windows
support current versions of 8, Windows 10 , Windows
Windows 8, Windows 10, Server 2008, Windows Server
Windows Server 2008, 2008R2, Windows  Server
Windows Server 2008R2, 2012, Centos, Redhat, Ubuntu,
Windows Server 2012, Solaris, SUSE Linux, Debian,
Centos, Redhat, Ubuntu, Oracle Linux , MacOSX,
Solaris, SUSE Linux, Debian, FreeBSD isletim sistemlerinin
Oracle Linux, MacOSX, gtincel versiyonlarini
FreeBSD operating systems. desteklemelidir.

3.7. The proposed virtualization Teklif edilen sanallastirma
software must allow the file yazilimi,  sanal makinalara
system containing the disks verilen disklerin ve sanal
and virtual machines given to makinalarin bulundugu dosya
virtual machines to be sisteminin  sistem ¢alisirken
enlarged while the system is biiyiitiilmesine izin vermelidir.
running.

3.8. The proposed virtualization Teklif edilen sanallastirma
software should enable the yazilimi sanal makinalara 62TB
assighnment of 62TB virtual boyutunda  sanal  diskler
disks to virtual machines. atanmasina olanak

saglamalidir.

3.9. Proposed virtualization Teklif edilen sanallastirma
software must be able to yazillmi  64TB  boyutundaki
manage 64TB of storage depolama alanlarini

ybnetebilmelidir

3.10. Support data storage Teklif edilen sanallastirma

technologies such as FC,

yazilimi ile FC, iSCSI ve NFS gibi




iSCSI, and NFS and data veri depolama teknolojilerini
storage units that work with ve bu teknolojilerle ¢calisan veri
these technologies with the depolama Unitelerini
proposed virtualization desteklemelidir.

software.

3.11. With the proposed Teklif edilen sanallastirma
virtualization software, yazilimi ile sistemde
authorization should be yetkilendirme  yapilabilmeli,
made in the system, allowing belirli  operasyonel kisilerin
certain operational persons tim sanal sisteme veya sanal
to access the entire virtual sistemin bir kismina
system or part of the virtual erismelerine  ve  ydnetim
system and carry out operasyonlarini
management operations. gercgeklestirebilmelerine imkan

tanimalidir.

3.12. With the proposed Teklif edilen sanallastirma
virtualization software, yazilimi ile sistem performansi
system performance should CPU, memory, disk ve network
be monitored instantly or gibi parametreler igcin anlk
retrospectively for veya gecmise dogru
parameters such as CPU, izlenebilmeli, rapor
memory, disk, and network, alinabilmelidir.
and a report should be
obtained.

3.13. | The proposed virtualization Teklif edilen sanallastirma
software must  include yazilimi tiim sanal sunucularin
centralized management tek bir merkezden yénetimini
software that enables the saglayan merkezi ydnetim
management of all virtual yazilimini icermelidir. (Merkezi
servers from a single center. ybénetim yazilimi lisanslari ile
(Will  be offered with teklif edilecektir)
centralized management
software licenses)

3.14. The centralized management Teklif edilen sanallastirma
software that comes with the yazilimi ile gelen merkezi
proposed virtualization ybnetim yazilhmi web
software must be connected arayliziinden baglanip
and managed from the web ybnetmeye olanak

interface.

saglamalidir.




3.15. | The proposed virtualization Teklif edilen sanallastirma
software must allow VLAN yazillmi  sanal  sunuculara
assignment to virtual servers. VLAN atanmasina izin

vermelidir.

3.16. | The proposed virtualization Teklif edilen sanallastirma
software must allow a copy yazillmi  sanal  sunucularin
of the virtual servers to be acikken bir kopyasinin
made while they are open. cikarilmasina izin vermelidir.

3.17. | The proposed virtualization Teklif edilen sanallastirma
software should be able to yazilmi  ¢ahsir  durumdaki
transfer  running  virtual sanal ~ makinalari  ihtiyag
machines to another server duyuldugunda paylasimli  bir
within  the virtualization disk alanina ihtiyag
system without the need for duymaksizin sanallastirma
shared disk space when sistemi icindeki baska  bir
needed and perform this sunucuya aktarabilmeli, bu
process for multiple virtual islemi ayni anda birden fazla
machines at the same time. sanal makina icin

gerceklestirebilmelidir.

3.18. | There should be clustering Teklif edilen sanallastirma
service support in the form of yazillmi  icerisinde  tanimli
automatic  operation  of sunuculardan birisinde kontrol
virtual machines that shut disi  bir durma oldugunda
down when there is an out- kapanan sanal makinalarin
of-control stop on one of the sistemdeki diger sunucular
servers defined in the tarafindan otomatik olarak
proposed virtualization calistirilmasi seklinde
software. This service should kiimeleme hizmeti destegi
be prioritized between olmalidir. Bu hizmet igin sanal
virtual machines. makinalar arasinda

onceliklendirme
yapilabilmelidir.

3.19. | The proposed virtualization Teklif edilen sanallastirma
software should allow yazillmi  belirlenen  sanal
designated virtual machines makinalarin ayni lokasyondaki
to replicate on virtualization veya uzak bir lokasyondaki
servers in the same location sanallastirma sunuculari
or remote location. lizerine replikasyon yapmasina

olanak tanimalidir.

3.20. The proposed virtualization Teklif edilen sanallastirma

software should be able to

yazilimi Gglinci parti antivirus




work integrated with third-
party antivirus solutions and
enable virus scanning on
virtual machines  using
agency-independent
architecture.

¢oziimleri ile entegre
calisabilmeli ve ajansiz mimari
kullanarak sanal makinalar
tizerinde virtis taramasi
yapilmasina olanak

saglamalidir.

3.21. | The proposed virtualization Teklif edilen sanallastirma
software must support the yazillmi  ¢cahsir  durumdaki
addition of CPU, memory, sanal makinalara CPU,
disk, and network cards to memory, disk ve network karti
running virtual machines. eklenmesini desteklemelidir.

3.22. | The proposed virtualization Teklif edilen sanallastirma
software should be able to yazilimi secgilen sanal
ensure that the physical makinalar igin ¢alistigi fiziksel
servers it operates for the sunucularin plansiz bir kesinti
selected virtual machines yasamasi durumunda,
continue to operate from kesintisiz olarak diger fiziksel
other physical servers sunuculardan calismasina
without interruption in the devam etmesini
event of an unplanned saglayabilmelidir.
outage.

3.23. Performance monitoring Performans izleme yazilimi
software should be able to disk, bellek, cpu ve network
monitor performance kaynaklarina gére performans
according to disk, memory, izlemesi yapabilmelidir.

CPU, and network resources.

3.24. Performance monitoring Performans izleme yazilimi
software should be able to sistem kaynak kullanim
automatically make adaptive egrisini 6grenerek otomatik
threshold  definitions for olarak kaynak kullanimi igin
resource usage by learning adaptif esik tanimlamalari
the system resource usage yapabilmeli ve kaynak
curve and be able to sound kullanimini bu alt esigin altina
the alarm when resource veya lst esigin  (stiine
usage rises below or above ciktiginda alarm
this lower threshold. verebilmelidir.

3.25. Performance monitoring Performans izleme yazilimi

software should be able to
detect incidents that may
cause performance problems
by associating alarms, errors,

gerektiginde sistemdeki alarm,
hata veya uyarilari kaynak
kullanim grafikleri ile
iliskilendirerek performans




or warnings in the system
with source usage graphs
when necessary.

sorununa neden olabilecek
olaylari tespit edebilmelidir.

3.26. Performance monitoring
software must have its own
database, not need a third-

Performans izleme yazihmi
kendi  veritabanina  sahip
olmali, lglincii  parti  bir

party database. veritabanina ihtiyag
duymamalidir.
3.27. Performance monitoring Performans izleme yazilimi

software should be able to
monitor all virtual machines
in the system to check
whether the amounts of
resources assigned to virtual
machines are correct and to
make improvements in this
regard.

sistemdeki tim sanal
makinalari  izleyerek sanal
makinalara atanan kaynak
miktarlarinin ~ dogru  olup
olmadigini kontrol edebilmeli,
bu  konuda iyilestirmeler
yapabilmek icin tavsiyelerde
bulanabilmelidir.

3.28. All software updates and
security patches that will be
issued for at least 3 years
with  licenses for the
proposed solution must be
installed, as well as 5 days
and 9 hours of support for 3
years.

Teklif edilen ¢6ziime ait
lisanslar ile birlikte en az 3 yil
boyunca c¢ikacak tiim yazilim
glincellemeleri ve giivenlik
yamalari yliklenebilmelidir,
ayrica 3 yil boyunca 5 giin 9
saat destek hizmeti
verilmelidir.

Item to be supplied description

Tedarik edilecek iiriin tanimi

Offered technical
specifications by the
Bidder shall be inserted in
English

Firma tarafindan teklif edilen
teknik  6zellikler ingilizce
olarak verilmelidir

4. Backup Software

Yedekleme Yazilini

Brand/Model //
Marka/Model:

4.1. The software must be able
to back up virtual machines
running on the Microsoft
Hyper-V and VMware
vSphere virtualization

Yazilm Microsoft Hyper-V ve
Vmware vSphere
sanallastirma  platformunda
calisan  sanal  makinalarin
uygulama tutarl imaj tabanli




platform to the application- diske yedeklemesini
consistent image-based yapabilmelidir.
disk.

4.2, The software's Yazilimin yénetim konsolu 64
management console must bit bir Microsoft Windows
be able to work on any isletim sistemine sahip
physical or virtual, server, herhangi bir fiziksel veya sanal,
or personal computer with sunucu veya kisisel bilgisayar
a 64-bit Microsoft tizerinde ¢alisabilmelidir.
Windows operating
system.

4.3. The software must be Yazilimin lisanslamasi
licensed on the basis of the korunmakta (yedeklenmekte
physical processor of the ve/veya replike edilmekte)
main servers running the olan sanal makinalari
virtual machines that are ¢alistiran  ana  sunucularin
protected (backed up | fiziksel islemcisi  bazinda
and/or replicated). There olmalidir. Sanal Makina sayisi,
should be no licensing disk kapasiteleri ve uygulama
model based on the ajanlarina gére bir lisanslama
number of Virtual modeli olmamalidir.

Machines, disk capacities,
and application agents.

4.4. In order to improve the Yazilmin yedekleme ve
backup and replication replikasyon performansini
performance of the arttirmak amaci ile konsol,
Software, the number of proksi ve depolama alanlari
structural components gibi  yapisal  bilesenlerinin
such as consoles, proxics, sayisi ilave bir lisans
and storage areas should gerektirmeden
be increased without the arttirilabilmelidir.
need for an additional
license.

4.5, The Software must be able Yazilm, yedeklenen sanal
to use Windows, Linux, makinalari  saklamak  igin

CIFS/SMB file shares, and

devices that offer
singularization to store
backed-up virtual

machines.

Windows, Linux, CIFS/SMB
dosya paylasimlarini ve
tekillestirme sunan cihazlari
kullanabilmelidir.




4.6. The software must use the Yazilm artimli yedekler igin
Changing Block Tracking hipervizérlerin sundugu
(CBT) feature offered by Degisen Blok Takibi (CBT)
hypervisors for incremental ozelligini kullanmalidir.
backups.

4.7. The Software must provide Yazilm yedekleri kaynaktan
backup options over the okurken Dogrudan Veri
Direct Data Storage Depolama agi lzerinden, Ag
network, over the izerinden veya Hipervizér I/0
Network, or through the platformu lizerinden
Hypervisor 1/O platform yedekleme secenekleri
when reading backups sunmalidir.
from the source.

4.8. The Software must provide Yazilm dahili komut satiri
internal command-line (PowerShell) Destegi
(PowerShell) Support. sunmalidir.

4.9. The software must provide Yazilm ana sunucu ve diger
a file management sunucu ve bilgisayarlar
interface that will allow file arasinda dosya transferini
transfer between the main saglayacak bir dosya yonetim
server and other servers araylizii sunmalidir.
and computers.

4.10. The software must provide Yazilm sanal makinalari ana
the ability to move virtual sunucu ve disk alanlari
machines over the main lizerinde tasima ozelligi
server and disk areas. It sunmalidir. Bu islemi Vmware
should be able to do this vMotion, Storage vMotion
using Vmware vMotion, ve/veya kendi tasima
Storage vMotion, and/or its teknolojisini kullanarak
own transport technology. yapabilmelidir.

4.11. The Software must offer Yazihm herhangi bir ajan
internal compression and kurulumu gerektirmeden
singularization that can be kullanici tarafindan
customized or disabled by Ozellestirilebilen veya devre
the user without the need disi birakilabilen dahili
for any agent installation. sikistirma  ve  tekillestirme

sunmalidir.

4.12. The Software should Yazilim, icerisinde birden fazla

provide the option to
receive fast incremental
backups for only one

Sanal Makina bulunan bir
backup  gérevi igerisinden
sadece bir Sanal Makina igin




Virtual Machine from a
backup task with more
than one Virtual Machine in
it.

hizli artimli yedek alabilme
secenegi sunmalidir.

4.13.

The software must offer a
single full and subsequent
‘continuously incremental’
backup, eliminating the
need for a periodic full
backup.

Yazilm tek bir tam ve

sonrasinda  ‘siirekli artiml’
yedekleme sunarak periyodik
full yedek alma ihtiyacini
ortadan kaldiracak sentetik

tam yedekleme sunmalidir.

4.14.

The Software must be able
to automatically copy all
backups taken to a disk
space or backups of
selected Virtual Servers
from within for the purpose
of copying the backup to a
second disk space or for
long-term archiving
purposes.

Yazilim bir disk alanina alinmis
yedeklerin  tamamini  veya
icerisinden  secilen  Sanal
Sunucularin yedeklerini ikinci
bir disk alanina yedegin
kopyalanmasi  veya  uzun
dénem arsivlenmesi amaci ile
otomatik olarak

kopyalayabilmelidir.

4.15.

The Software must be able
to access backups taken to
a disk space, files from
Windowsor Linux servers
to tape units, tape libraries,
and Virtual Tape Libraries.

Yazilim bir disk alanina alinmis
yedekleri, Windows veya Linux
sunucular igerisinden dosyalari
teyp lnitelerine, teyp
kiitiiphanelerine ve Sanal Teyp
Kiitiiphanelerine
arsivleyebilmelidir.

4.16.

The Software must be able
to identify the Cloud disk
service offered by a
manufacturer-approved
service provider as a
backup store where
backups will be stored and
use this space to store
backups or copies of
backups.

Yazilim (iretici onayl bir servis
saglayici  tarafindan sunulan
Bulut disk hizmetini, yedeklerin
saklanacagi bir yedek deposu
olarak tanimlayabilmeli ve bu
alani yedekleri veya yedeklerin
kopyalarini  sakloama amagli
kullanabilmelidir.

4.17.

The software must be able
to encrypt stored backups
and network traffic end-to-
end (when transferring,

Yazilm saklanan yedekleri ve
ag trafigini  uctan  uca
(kaynakta,  aktarirken  ve




transferring, and storing) depolarken) AES256bit
AES256bit. sifreleyebilmelidir.

4.18. The Software should be Yazilm Vmware vCloud
able to fully back up Virtual Director yapisi lizerinden Sanal
Machine, vApp, and Makina, vApp ve metadata’lari
metadata directly through dogrudan tam
the Vmware vCloud yedekleyebilmeli  ve  ayni
Director structure and bilesenleri orjinal yerlerine ya
restore the same da farkli bir vCloud Director
components to their yapisi lizerine geri
original location or on a ylikleyebilmelidir.
different vCloud Director
structure.

4.19. The software must be able Yazilm Microsoft Hyper-V ve
to perform application- Vmware vSphere
consistent image-based sanallastirma  platformunda
replication  of  virtual calisan  sanal  makinalarin
machines running on the uygulama tutarli imaj tabanli
Microsoft Hyper-V and replikasyonunu yapabilmelidir.
VMware vSphere
virtualization platform.

4.20. The Software must be able Yazilim bir ana sunucu (izerine
to operate the Virtual replike edilmis Sanal Sunucuyu
Server replicated on a istenilen geri déniis
master server from the noktasindan, 6nceden
desired return point with tanimlanmis Sanal Ag ayarlari
predefined Virtual Network ile calisir duruma
settings. getirebilmelidir.

4.21. The Software must be able Yazilim bir ana sunucu Ulizerine
to operate the Virtual replike  edilmis  Microsoft
Machine with the Windows isletim sistemine
Microsoft Windows sahip Sanal Makinayi istenilen
operating system geri  donilis  noktasindan,
replicated on a master oénceden  tanimlanmis  IP
server from the desired ayarlari ile ¢alisir duruma
return point with getirebilmelidir.
predefined IP settings.

4.22, The software should be Yazihm alinan yedeklerden

able to replicate from the
received backups and
create the replication

replikasyon yapabilmeli,
déniis

yedek

replikasyon geri
noktalarini




fallback points from the
backup files.

dosyalarindan
olusturabilmelidir.

4.23. The software must provide Yazilim veri kaybi olmadan veri
Planned  Transport to merkezi tasimasini organize
organize  data  center edecek Planli Tasima ézelligi
migration without data sunmalidir. Plan kapsamindaki
loss. Virtual Servers within Sanal  Sunucular  belirtilen
the scope of the plan siraya gére otomatik olarak
should be automatically kapatiimali, degisiklikler
closed in the specified aktarilarak yeni lokasyonda
order and the changes calisir hale getirilmelidir.
should be transferred and
made operational in the
new location.

4.24. The software must be able Yazilm bir sanal makinayi
to make a virtual machine dogrudan diskte bulunan tam
operational without the veya artimli yedek
need for additional copying dosyasindan ilave bir
or intervention directly kopyalama veya miidahaleye
from the full or incremental gerek kalmadan ¢alisir duruma
backup file on the disk. getirebilmelidir.

4.25. The software must be able Yazilim bir sanal makinayi tam
to restore a virtual machine veya artimli yedek
from its full or incremental dosyasindan  orjinal  yerine
backup file to its original veya baska bir ana sunucu
location or on another tizerine geri ylikleyebilmelidir.
master server.

4.26. When restoring a virtual Yazilm bir sanal makinayi
machine from backup, the yedekten  geri  yiiklerken
software should offer quick sadece degisen bloklari
recovery by simply aktararak  hizli  kurtarma
transferring the changing 6zelligi sunmalidir.
blocks.

4.27. The software must be able Yazilm bir sanal makinanin
to restore the files of a ana sunucu lizerindeki
virtual machine on the dosyalarini geri
main server. ylikleyebilmelidir.

4.28. The software must be able Yazilm bir sanal makinanin

to independently restore

secilen sanal diskleri bagimsiz
olarak geri ylikleyebilmelidir.




the selected virtual disks of
a virtual machine.

4.29. The Software must be able Yazilim HP 3PAR StoreServ, HP
to restore the Complete StoreVirtual, HP StoreVirtual
Virtual Machine, a file from VSA ile NetApp Data ONTAP
within the virtual machine, tabanli NetApp FAS, NetApp
Microsoft Exchange, Active FlexArray (V-Serisi),
Directory, SharePoint NetAppData ONTAP Edge ve
application elements, and IBM N Serisi Veri Depolama
Microsoft SQL Databases Unitelerinin lizerindeki
from within snapshots on Snapshot’larin icerisinden
the HP 3PAR StoreServ, HP Komple Sanal Makinayi, Sanal
StoreVirtual VSA, and makinanin igcinden bir dosyayi,
NetApp Data ONTAP-based Microsoft Exchange, Active
NetApp FAS, NetApp Directory, SharePoint
FlexArray (V-Series), uygulama ogelerini ve
NetAppData ONTAP Edge, Microsoft SQL Veri tabanlarini
and IBM N Series Data geri ylikleyebilmelidir.

Storage units.

4.30. The Software Application Yazihm  Uygulama  tutarli
must be able to create a NetApp Donanimsal
second backup on top of Snapshot’larini kullanarak
NetApp Data ONTAP-based NetApp Data ONTAP tabanli
NetApp  FAS, NetApp NetApp FAS, NetApp FlexArray
FlexArray (V-Series), (V-Serisi), NetAppData ONTAP
NetAppData ONTAP Edge Edge VSA ve IBM N Serisi Veri
VSA, and IBM N Series Data Depolama (initelerinin lizerine
Storage using consistent ikinci bir yedek
NetApp Hardware olusturabilmelidir.

Snapshots.

4.31. The software must be able Yazihm  Microsoft  Active
to export groups, users, Directory yedekleri igerisinden
and computer accounts gruplari, kullanicilar ve
from within  Microsoft bilgisayar hesaplarini LDIFDE
Active Directory backupsin | formatinda disari
LDIFDE format. aktarabilmelidir.

4.32, The Software must provide Yazilm Microsoft Exchange

the ability to quickly
search, find, .msg, or

export e-mail items,
contacts, or notes,
including those

2010 ve 2013 sunucu yedekleri
icerisinden kalici olarak
silinmis olanlar dahil e-posta,
takvim égesi, kisi veya notlari
hizlica arama, bulma, .msg




permanently deleted from
Microsoft Exchange 2010
and 2013 server backups,
as files or email
attachments with the .pst
extension.

veya .pst uzantili dosya veya
eposta eklentisi olarak disa
aktarma olanagi sunmalidir.

4.33. The Software Microsoft Yazilm Microsoft SharePoint
SharePoint 2010 and 2013 2010 ve 2013 sunucu yedekleri
server  backups  must ogeleri ve igerikleri hizlica
provide the ability to arama, bulma, dosya veya
quickly search, find, file, or eposta eklentisi olarak disari
export items and content aktarma olanagi sunmalidir.
as a file or email
attachments.

4.34, The software must be able Yazilm Microsoft SQL Sunucu
to restore databases from yedekleri icerisinden
microsoft sql server veritabanlarini yerel veritabani
backups to the local sunucusuna geri
database server ylikleyebilmelidir

4.35. The software should be Yazilm vSphere Web Client’a
able to integrate into the entegre olabilmeli, anlik hizli
vSphere  Web  Client, yedeklemeler buradan
instant-speed backups baslatilabilmeli, yedeklerin
should be started here, durumlari, korunmayan sanal
information such as the makinalar gibi bilgilere
status of the backups, dogrudan web client
unprotected virtual icerisinden erisilebilmelidir.
machines should be
accessible directly from
within the web client.

4.36. The Software should be Yazilm kendi konfigurasyon
able to import its yededini herhangi bir kullanici
configuration backup into miidahalesi gerekmeden
defined disk space without tanimli disk alanina alabilmeli
any user intervention and ve tim ayarlari ve
be restored to include all tanimlamalari icerecek sekilde
settings and definitions. geri yiiklenebilmelidir.

4.37. The software must be Yazilm ortamdaki 4 fiziksel

licensed for the main server
environment consisting of

islemciden olusan ana sunucu
ortami icin lisanslanmalidir.

islemci lizerindeki ¢ekirdek




4 physical processors in the
environment.

(core) sayisi lisans sayisini

etkilememelidir.

Offered technical
specifications by the
Bidder shall be inserted in

Item to be supplied description Tedarik edilecek iiriin tanimi English
Firma tarafindan teklif edilen
teknik  o6zellikler ingilizce
olarak verilmelidir
Brand/Model //
Marka/Model:
Sunucu Yazilimi
5. Server Software
5.1. At least 80 core Windows Teklif  edilen  sunucularla
Server 2019 Standard birlikte en az 80 core Windows
licenses or equivalent must Server 2019 Standart lisansi ya
be issued with the da esdegeri verilmelidir.
proposed servers.
5.2, At least 20 Windows Server Teklif  edilen  sunucularla
2019 Cal licenses or birlikte en az 20 adet Windows
equivalent must be issued Server 2019 Cal lisansi ya da
with the proposed servers. esdegeri verilmelidir.
5.3. At least 2 SQL Server 2019 Teklif  edilen  sunucularla
Standard Edition licenses or birlikte en az 2 adet SQL Server
equivalent must be issued 2019 Standard Edition lisansi
with the proposed servers ya da esdederi verilmelidir
5.4. At least 20 SQL Server 2019 Teklif  edilen  sunucularla
Cal licenses or equivalent birlikte en az 20 adet SQL
must be issued with the Server 2019 Cal lisansi ya da
proposed servers. esdegeri verilmelidir.
Offered technical
specifications by the
Bidder shall be inserted in
Item to be supplied description Tedarik edilecek iiriin tanimi English
Firma tarafindan teklif edilen
teknik  6zellikler ingilizce

olarak verilmelidir




6. Backup Unit

Yedekleme Unitesi

Brand/Model //
Marka/Model:

6.1. The product to be offered Teklif edilecek riin ada
will be the storage unit NAS baglanabilen depolama (initesi
device that can be NAS cihazi olacaktir.
connected to the network.

6.2. The data backup unit to be Teklif edilecek veri yedekleme
offered will be rack-type Unitesi  raf tipinde rack
attachable to rack cabinets. kabinlerine takilabilir yapida

olacaktir.

6.3. The proposed product Teklif edilen iiriinde en az 8
must have at least 8 3.5" adet 3,57 disk  yuvasi
disc slots. With the addition bulunmalidir. Disk ¢ekmecesi
of disc drawers, 20 3.5" disc ilavesi ile 20 adet 3,5” disk
slots should be able to be yuvasina ¢ikabilmelidir.
accessed.

6.4. The proposed product Teklif edilen (riin 108TB disk
must support 108TB disk kapasitesini desteklemelidir.
capacity.

6.5. With the proposed Teklif edilen (iriinle birlikte en
product, specially az 8 adet en az 8 TB kapasiteli
manufactured discs will be 7200 rpm dénds hizinda SATA
supplied for AT least 8 NAB veya NL-SAS tipinde NAS
capacity 7200 rpm return cihazlari igin o6zel lretilmis
speed SATA or NL-SAS type diskler verilecektir.

NAS devices.

6.6. The system memory of the Teklif edilen (iriiniin sistem
proposed product must be bellegi en az 2 GB DDR3
at least 2 GB of DDR3. With olmalidir. Bellek modiilii ilavesi
the addition of the memory ile 16 GB  kapasiteye
modaule, it should be able to ¢cikabilmelidir.
increase to 16 GB capacity.

6.7. The proposed processor Teklif edilen islemci mimarisi

architecture must be at
least 64 bits, at least four

en az 64 bit, en az dort
cekirdek en az 2.4 GH:z
olmalidir.




cores must be at least 2.4
GHz.

6.8. The proposed product Teklif edilen tiriin 2,5” ve 3,5”
must support 2.5" and 3.5" SATA ve  SSD  diskleri
SATA and SSD discs. desteklemelidir.

6.9. The proposed product Teklif edilen (iriin lzerinde en
must have at least 2 USB az 2 adet USB 3.0, en az 1 adet
3.0, at least 1 eSATA, and at eSATA ve en az 4 adet Link
least 4 Gigabit Ethernet Aggregation ve  Failover
ports  supporting  Link destekleyen 1 Gigabit Ethernet
Aggregation and Failover. portu bulunmalidir.

6.10. The proposed product Teklif edilen (iriiniin en az 1
must have at least 1 PCle adet PCle Genisletme slotu
Expansion slot. bulunmalidir.

6.11. The product to be offered Teklif edilecek olan (iriiniin en
will have a power adapter 250W giiciinde gli¢ adaptorii
with a power of at least bulunacaktir.
250W.

6.12. The device must be able to Cihaz en az 5 °Cile en fazla 35
operate at temperatures °C arasindaki  sicakhklarda
from at least 5 °C to a calisabilmelidir.
maximum of 35 °C.

6.13. The warranty period of the Cihazin garanti siiresi en az 3
device must be at least 3 yil olmalidir.
years.

6.14. The proposed product Teklif edilen (iriin En az 512
must support at least 512 adede kadar klasér paylasimini
folder shares. desteklemelidir.

6.15. The number of products Teklif edilen (irtin iSCSI hedef
iSCSI targets on offer must sayisi en az 128 adet olmalidir.
be at least 128 pieces.

6.16. The number of iSCSI luns on Teklif edilen iiriin iSCSI lun
offer must be at least 256 sayisi en az 256 adet olmalidir.
pieces.

6.17. The proposed product Teklif edilen trdin

must support CIFS, AFP,
NFS, FTP, WebDAV file
protocols.

CIFS,AFP,NFS,FTP, WebDAV
dosya protokollerini
desteklemelidir.




6.18. The proposed product Teklif edilen lriin RAID O, RAID
must support RAID 0O, RAID 1, RAID 5, RAID 6 ve RAID 10
1, RAID 5, RAID 6, and RAID yapilarini desteklemelidir.

10 builds.

6.19. The proposed product Teklif edilen (iriin en az 2048
must support at least 2048 adet yerel kullanici hesabini
local user accounts. desteklemelidir.

6.20. The proposed product will Teklif edilen iiriin en az 3 yil

be guaranteed by the
manufacturer the next day
for at least 3 years.

boyunca ertesi giin LUretici

garantili olacaktir.

Item to be supplied description

Tedarik edilecek iiriin tanimi

Offered technical
specifications by the
Bidder shall be inserted in
English

Firma tarafindan teklif edilen
teknik  o6zellikler ingilizce
olarak verilmelidir

7. Network Switch Type 1

Ag Anahtan Tip 1

Brand/Model //
Marka/Model:

7.1. At least 4 1/10 GbE Teklif edilen anahtar lizerinde
SFP/SFP+ slots must be maksimum  konfigiirasyonda
supported in the maximum en az 4 adet 1/10 GbE
configuration on  the SFP/SFP+ yuva
proposed switch. desteklenebilmelidir.

7.2. At least 4 10G SR SFP+ Teklif edilen anahtar ile iiretici
Modules of the same brand ile ayni marka en az 4 adet 10G
as the manufacturer should SR SFP+ Modiil verilmelidir.
be given with the proposed
switch.

7.3. The "Switching" capacity of Teklif edilen anahtarin
the proposed switch must “Switching” kapasitesi en az
be at least 180 Gbps. 180 Gbps olmalidir.

7.4. The "Forwarding" capacity Teklif edilen anahtarin

of the proposed switch

“Forwarding” kapasitesi en az




must be at least 130 million
packets per second (Mpps).

130 million packet per second
(Mpps) olmalidir.

7.5. The proposed switch must Teklif edilen anahtar lizerinde
have at least 48 Copper en az 48 adet 10/100/1000
ports supporting the PoE+ hizinda  PoE+  standartini
standard at 10/100/1000. destekleyen Bakir port

bulunmalidir.

7.6. The POE power budget of Teklif edilen anahtarin POE gli¢
the proposed switch must biitcesi en az 370W olmalidir.
be at least 370W.

7.7. The proposed switch must Teklif edilen anahtar lizerinde
have 1 10/100 Mbps RJ-45 1 adet 10/100 Mbps RJ-45
Ethernet Out of Band Ethernet Out of Band
management port. management portu

bulunmalidir.

7.8. The proposed switch must Teklif edilen anahtar
be in the stackable yiginlanabilir mimaride
architecture. At least 8 olmalidir. Bir yidin igerisinde en
devices must be supported az 8 adet cihaz
in a stack. desteklenmelidir.

7.9. The stacking bandwidth of Teklif edilen anahtarin
the proposed switch must yiginlama bant genisligi en az
be at least 40 Gbps. 40 Gbps olmalidir.

7.10. The proposed switch must Teklif edilen anahtar yiginlama
be supplied with stacking icin gerekli olan kablo gerekli
modules if the cable ise yiginlama modiilleri ile
required for stacking is verilmelidir.
required.

7.11. The unit must be insertable Yigin  ¢alisir  durumdayken

and removable while the
stack is running. For this
purpose, at least one of the
"Online
Insertion/Removal" or "Hot
Insertion/Removal"
features should be
supported.

tinite eklenebilir ve ¢ikarilabilir
ozellikte olmalidir. Bu amacla
"Online Insertion/Removal"
veya "Hot Insertion/Removal”
ozelliklerinden en az birisi
desteklenmelidir.




7.12.

There must be at least
16,000 (sixteen thousand)
MAC address support in the
address table.

Adres tablosunda en az 16.000
(onaltibin) adet MAC adresi
destegi olmalidir.

7.13.

"MST (Multiple Spanning
Tree)", "Per Vlan Rapid
Spanning Tree (PRST)" and
" Per Vlan Rapid Spanning
Tree + (PVST+)" must be
supported on the proposed
switch.

Teklif edilen anahtar lizerinde
“MST  (Multiple  Spanning
Tree)”, "Per Vlan Rapid
Spanning Tree (PRST)” ve " Per
Vlan Rapid Spanning Tree +
(PVST+)” desteklenmelidir.

7.14.

120 ports
(Etherchannel/Link

Aggregation Group/Trunk
Group/Multi  Trunk Link)
must be created using the
IEEE 802.3ad Link
Aggregation protocol
feature. At least 8 ports
must be members of a
"Link Aggregation Group".

IEEE 802.3ad Link Aggregation
protokolii ézelligini kullanarak
120 adet baglanti noktasi
(Etherchannel/Link
Aggregation Group/Trunk
Group/Multi  Link  Trunk)
olusturulabilmelidir. Bir “Link
Aggregation Group” ‘a en az 8
adet port liye olabilmelidir.

7.15.

At least 4000 (four
thousand) VLAN
configurations must be
supported in the IEEE
802.1Q standard.

IEEE 802.1Q standardinda en
az 4000 (dért bin) adet VLAN
konfigiirasyonu
desteklenmelidir.

7.16.

At least one of the "RFC
3176 sFlow" or "Netflow"
protocols must be
supported in order to
perform traffic analysis.

Trafik analizi yapabilmek igin
"RFC 3176 sFlow” veya
"Netflow" protokollerinden en
az biri desteklenmelidir.

7.17.

Static routing, RIPv1/v2,
and RIPng must be
supported for IPv4 and IPv6
protocols.

IPv4 ve IPv6 protokolleri igin
statik yénlendirme, RIPv1/v2
ve RIPng desteklenmelidir.

7.18.

OSPF  v2/v3  dynamic
routing protocols must be
supported by obtaining a
license or software update
on request.

Istendidinde lisans alinarak
veya yazilim giincellemesi ile
OSPF v2/v3 dinamik
yénlendirme protokolleri
desteklenebilmelidir.




7.19. At least 1000 (thousand) En az 1000 (bin) adet yén kaydi
directional registrations desteklenmelidir.
must be supported.

7.20. The "VRRP-E" or "HSRP" Istendiginde lisans alinarak
gateway must support at veya yazilim giincellemesi ile
least one of the backup "VRRP-E" veya "HSRP" ag
protocols by obtaining a gecidi yedekleme
license or software update protokollerinden en az birini
on request. desteklemelidir.

7.21. MLD snooping v1, v2 must IPv6  multicast  trafiginin
be enabled so that IPv6 gerekli arayiizlere
multicast traffic can be yénlendirilebilmesi ve gereksiz
routed to the necessary multicast yayinin
interfaces and unnecessary engellenebilmesi  igin  MLD
multicast broadcasting can snooping v1, v2 oOzelligi
be blocked. bulunmalidir.

7.22. PIM-SM (PIM Sparse Mode) istendiginde lisans alinarak
and PIM-SSM  (Source veya yazilim glincellemesi ile
Specific Multicast) must be dinamik multicast yénlendirme
supported from dynamic protokollerinden PIM-SM (PIM
multicast routing protocols Sparse Mode) ve PIM-SSM
with license or software (Source Specific Multicast)
updates on request. desteklenmelidir.

7.23. RADIUS and TACACS RADIUS ve TACACS protokolleri
protocols and identification ile kimlik tanimlama
features should be ozelliklerini desteklenmelidir.
supported.

7.24, Access checklists must be Erisim kontrol listeleri
supported. desteklenmelidir.

7.25. At least one of the “Broadcast, multicast and
"Broadcast, multicast and unknown unicast rate limiting”
unknown unicast rate- veya "Storm Control"
limiting" or "Storm ozelliklerinden en az birisi
Control" features must be desteklenmelidir.
supported.

7.26. DHCP Relay, DHCP Server, DHCP Relay, DHCP Server ve

and DHCP snooping
features must be
supported.

DHCP snooping Ozelliklerini
desteklenmelidir.




7.27. The "Dynamic ARP Ag ataklarina karsi koruma
Inspection" feature should amagl “Dynamic ARP
be supported to protect Inspection” ozelligi
against network attacks. desteklenmelidir.

7.28. The "BPDU guard" feature “Spanning Tree” yapisini dis
must be supported to ataklara karsi korumak igin
protect the "Spanning “BPDU guard” ozelligi
Tree" structure against desteklenmelidir.
external attacks.

7.29. The "Root Guard" feature “Spanning Tree Root” segilmis
must be supported to anahtari ataklara ve
protect the selected switch yapilandirma hatalarina karsi
from attacks and korumak igcin “Root Guard”
configuration errors. ozelligi desteklenmelidir.

7.30. At least one of the "Multi- Port basina ayni anda birden
Device Authentication" or | fazla 802.1x  kullanicisinin
"Multidomain desteklenebilmesi adina "Multi
Authentication" features Device Authentication" veya
must be supported to "Multidomain Authentication"
support more than one ozelliklerinden en az birisi
802.1x user per port at the desteklenmelidir.
same time.

7.31. "VLAN Based Mirroring" or “VLAN Based Mirroring” veya
"VLAN ACL (VACL)" must be “VLAN ACL (VACL)”
supported. desteklenmelidir.

7.32. Support for "Uni- Anahtarlama cihazlari
Directional Link Detection arasindaki baglantilarin
(uDLD)" should be saghginin  korunmasi amagl
available to protect the “Uni-Directional Link Detection
health of connections (UDLD)” destegi bulunmalidir.
between switching devices.

7.33. Cisco Discovery Protocol Komsu cihazlari 6grenebilmek
(CDP) or LLDP protocol amaciyla  Cisco  Discovery
must be supported to learn Protocol (CDP) ya da LLDP
about neighboring devices. protokoliinii desteklenmelidir.

7.34. Support for the "IEEE IP Telefon gibi ug¢ cihazlarin
802.1AB LLDP-MED" QoS ve VLAN gibi ayarlarinin

protocol must be available
for automatic settings of
edge devices such as IP

otomatik olarak yapilabilmesi
icin “IEEE 802.1AB LLDP-MED”




Phones, such as QoS and protokolii destegi
VLAN. bulunmalidir.

7.35. It must have support for “IEEE 802.1p” ve “DSCP”
marking the values "IEEE degerlerini isaretleme
802.1p" and "DSCP". (marking/remarking)

destegine sahip olmalidir.

7.36. At least 8 priority/output En az 8 adet odncelik/cikis
queues (Priority/Egress kuyrugu (Priority/Egress
Queue) must be defined. Queue) tanimlanabilmelidir.

7.37. There must be support for Erisim kontrol listesine gére
applying speed restriction belirlenmis  bir trafige hiz
to traffic  determined sinirlama uygulama destegi
according to the access olmalidir.
control list.

7.38. The "SCP Secure Copy" Glivenli dosya transferi
protocol must be amaciyla “SCP Secure Copy”
supported for secure file protokolii desteklenmelidir.
transfer purposes.

7.39. The proposed product will Teklif edilen (iriin en az 3 yil

be guaranteed by the
manufacturer the next day
for at least 3 years.

boyunca ertesi
garantili olacaktir.

glin dretici

Item to be supplied description

Tedarik edilecek iiriin tanimi

Offered technical
specifications by the
Bidder shall be inserted in

English
Firma tarafindan teklif edilen
teknik  6zellikler ingilizce

olarak verilmelidir

Brand/Model //

8. Network Switch Type 2(NON- | a5  Anahtarr Tip 2 (POE Marka/Model:
POE) Olmayan)
8.1. At least 4 1/10 GbE Teklif edilen anahtar lizerinde

SFP/SFP+ slots must be
supported in the maximum
configuration on  the
proposed switch.

maksimum  konfigiirasyonda
en az 4 adet 1/10 GbE
SFP/SFP+ yuva

desteklenebilmelidir.




8.2. The "Switching" capacity of Teklif edilen anahtarin
the proposed switch must “Switching” kapasitesi en az
be at least 180 Gbps. 180 Gbps olmalidir.

8.3. The "Forwarding" capacity Teklif edilen anahtarin
of the proposed switch “Forwarding” kapasitesi en az
must be at least 130 million 130 million packet per second
packets per second (Mpps). (Mpps) olmalidir.

8.4. There must be at least 48 Teklif edilen anahtar lizerinde
10/100/1000 RJ45 Copper en az 48 adet 10/100/1000
ports on the proposed key. RJ45 Bakir port bulunmalidir.

8.5. The proposed switch must Teklif edilen anahtar lizerinde
have 1 10/100 Mbps RJ-45 1 adet 10/100 Mbps RJ-45
Ethernet Out of Band Ethernet Out of Band
management port. management portu

bulunmalidir.

8.6. The proposed switch must Teklif edilen anahtar
be in the stackable yiginlanabilir mimaride
architecture. At least 8 olmalidir. Bir yigin igerisinde en
devices must be supported az 8 adet cihaz
in a stack. desteklenmelidir.

8.7. The stacking bandwidth of Teklif edilen anahtarin
the proposed switch must yiginlama bant genisligi en az
be at least 40 Gbps. 40 Gbps olmalidir.

8.8. If the cable required for the Teklif edilen anahtar yiginlama
proposed switch stacking is icin gerekli olan kablo gerekli
required, it must be ise yiginlama modiilleri ile
supplied with stacking verilmelidir.
modaules.

8.9. The unit must be insertable Yigin  ¢alisir  durumdayken

and removable while the
stack is running. For this
purpose, at least one of the
"Online
Insertion/Removal" or "Hot
Insertion/Removal"
features should be
supported.

tinite eklenebilir ve ¢ikarilabilir
ozellikte olmalidir. Bu amacla
"Online Insertion/Removal"
veya "Hot Insertion/Removal”
ozelliklerinden en az birisi
desteklenmelidir.




8.10.

There must be at least
16,000 (hexadecimal) MAC
address support in the
address table.

Adres tablosunda en az 16.000
(onaltibin) adet MAC adresi
destegi olmalidir.

8.11.

"MST (Multiple Spanning
Tree)", "Per Vlan Rapid
Spanning Tree (PRST)" and
" Per Vlan Rapid Spanning
Tree + (PVST+)" must be
supported on the proposed
switch.

Teklif edilen anahtar lizerinde
“MST  (Multiple  Spanning
Tree)”, "Per Vlan Rapid
Spanning Tree (PRST)” ve " Per
Vlan Rapid Spanning Tree +
(PVST+)” desteklenmelidir.

8.12.

120 ports
(Etherchannel/Link

Aggregation Group/Trunk
Group/Multi  Trunk Link)
must be created using the
IEEE 802.3ad Link
Aggregation protocol
feature. At least 8 ports
must be members of a
"Link Aggregation Group".

IEEE 802.3ad Link Aggregation
protokolii ézelligini kullanarak
120 adet baglanti noktasi
(Etherchannel/Link
Aggregation Group/Trunk
Group/Multi  Link  Trunk)
olusturulabilmelidir. Bir “Link
Aggregation Group” ‘a en az 8
adet port liye olabilmelidir.

8.13.

At least 4000 (four
thousand) VLAN
configurations must be
supported in the IEEE
802.1Q standard.

IEEE 802.1Q standardinda en
az 4000 (dért bin) adet VLAN
konfigiirasyonu
desteklenmelidir.

8.14.

At least one of the "RFC
3176 sFlow" or "Netflow"
protocols must be
supported in order to
perform traffic analysis.

Trafik analizi yapabilmek igin
"RFC 3176 sFlow” veya
"Netflow" protokollerinden en
az biri desteklenmelidir.

8.15.

Static routing, RIPv1/v2,
and RIPng must be
supported for IPv4 and IPv6
protocols.

IPv4 ve IPv6 protokolleri igin
statik yénlendirme, RIPv1/v2
ve RIPng desteklenmelidir.

8.16.

OSPF  v2/v3  dynamic
routing protocols must be
supported by obtaining a
license or software update
on request.

Istendiginde lisans alinarak
veya yazilim giincellemesi ile
OSPF v2/v3 dinamik
yénlendirme protokolleri
desteklenebilmelidir.




8.17. At least 1000 (thousand) En az 1000 (bin) adet yén kaydi
directional registrations desteklenmelidir.
must be supported.

8.18. The "VRRP-E" or "HSRP" istendiginde lisans alinarak
gateway must support at veya yazilim giincellemesi ile
least one of the backup "VRRP-E" veya "HSRP" ag
protocols by obtaining a gecidi yedekleme
license or updating protokollerinden en az birini
software on request. desteklemelidir.

8.19. PIM-SM (PIM Sparse Mode) Istendiginde lisans alinarak
and PIM-SSM  (Source veya yazilim glincellemesi ile
Specific Multicast) must be dinamik multicast yénlendirme
supported from dynamic protokollerinden PIM-SM (PIM
multicast routing protocols Sparse Mode) ve PIM-SSM
with license or software (Source Specific Multicast)
update on request. desteklenmelidir.

8.20. MLD snooping v1, v2 must IPv6  multicast  trafiginin
be enabled so that IPv6 gerekli arayliizlere
multicast traffic can be yénlendirilebilmesi ve gereksiz
routed to the necessary multicast yayinin
interfaces and unnecessary engellenebilmesi  igin  MLD
multicast broadcasting can snooping v1, v2 ozelligi
be blocked. bulunmalidir.

8.21. RADIUS and TACACS RADIUS ve TACACS protokolleri
protocols and identification ile kimlik tanimlama
features should be ozelliklerini desteklenmelidir.
supported.

8.22, Access checklists must be Erisim kontrol listeleri
supported. desteklenmelidir.

8.23. At least one of the “Broadcast, multicast and
"Broadcast, multicast and unknown unicast rate limiting”
unknown unicast rate veya "Storm Control"
limiting" or "Storm ozelliklerinden en az birisi
Control" features must be desteklenmelidir.
supported.

8.24. DHCP Relay, DHCP Server, DHCP Relay, DHCP Server ve

and DHCP snooping
features must be
supported.

DHCP snooping Ozelliklerini
desteklenmelidir.




8.25. The "Dynamic ARP Ag ataklarina karsi koruma
Inspection" feature should amagl “Dynamic ARP
be supported to protect Inspection” ozelligi
against network attacks. desteklenmelidir.

8.26. The "BPDU guard" feature “Spanning Tree” yapisini dis
must be supported to ataklara karsi korumak igin
protect the "Spanning “BPDU guard” ozelligi
Tree" structure against desteklenmelidir.
external attacks.

8.27. The "Root Guard" feature “Spanning Tree Root” segilmis
must be supported to anahtari ataklara ve
protect the selected key yapilandirma hatalarina karsi
from attacks and korumak igcin “Root Guard”
configuration errors. ozelligi desteklenmelidir.

8.28. At least one of the "Multi Port basina ayni anda birden
Device Authentication" or | fazla 802.1x  kullanicisinin
"Multidomain desteklenebilmesi adina "Multi
Authentication" features Device Authentication" veya
must be supported to "Multidomain Authentication"
support more than one ozelliklerinden en az birisi
802.1x user per port at the desteklenmelidir.
same time.

8.29. "VLAN Based Mirroring" or “VLAN Based Mirroring” veya
"VLAN ACL (VACL)" must be “VLAN ACL (VACL)”
supported. desteklenmelidir.

8.30. Support for "Uni- Anahtarlama cihazlari
Directional Link Detection arasindaki baglantilarin
(uDLD)" should be saghginin  korunmasi amagl
available to protect the “Uni-Directional Link Detection
health of connections (UDLD)” destegi bulunmalidir.
between switching devices.

8.31. Cisco Discovery Protocol Komsu cihazlari 6grenebilmek
(CDP) must support CDP or amaciyla  Cisco  Discovery
LLDP protocol in order to Protocol (CDP) ya da LLDP
learn about neighboring protokoliinii desteklemelidir.
devices.

8.32. Support for the "IEEE IP Telefon gibi ug¢ cihazlarin

802.1AB LLDP-MED"
protocol must be available
for automatic settings of

QoS ve VLAN gibi ayarlarinin
otomatik olarak yapilabilmesi
icin “IEEE 802.1AB LLDP-MED”




edge devices such as IP protokolii destegi
Phones, such as QoS and bulunmalidir.
VLAN.

8.33. Must have support for “IEEE 802.1p” ve “DSCP”
marking the values "IEEE degerlerini isaretleme
802.1p" and "DSCP". (marking/remarking)

destegine sahip olmalidir.

8.34. At least 8 priority/output En az 8 adet oncelik/cikis
queues (Priority/Egress kuyrugu (Priority/Egress
Queue) must be defined. Queue) tanimlanabilmelidir.

8.35. There must be support for Erisim kontrol listesine gére
applying speed restriction belirlenmis bir trafige hiz
to traffic determined sinirlama uygulama destegi
according to the access olmalidir.
control list.

8.36. The "SCP Secure Copy" Glivenli dosya transferi
protocol must be amaciyla “SCP Secure Copy”
supported for secure file protokolii desteklenmelidir.
transfer purposes.

8.37. The proposed product will Teklif edilen iiriin en az 3 yil

be guaranteed by the
manufacturer the next day
for at least 3 years.

boyunca ertesi giin liretici

garantili olacaktir.

Item to be supplied description

Tedarik edilecek iiriin tanimi

Offered technical
specifications by the
Bidder shall be inserted in

English
Firma tarafindan teklif edilen
teknik  o6zellikler ingilizce

olarak verilmelidir

9. Wireless Access Point

Kablosuz Erisim Noktasi

Brand/Model //
Marka/Model:

9.1.

It should be able to operate
simultaneously in 2.4GHz
and 5 GHz Frequency
bands.

2.4GHz ve 5 GHz Frekans
bantlarinda ayni
calisabilmelidir.

anda




9.2. 12.2. IEEE must support IEEE 802.11b/g/a/n/ac wave 2
802.11b/g/a/n/ac wave 2 standartlarini desteklemelidir.
standards.

9.3. 12.3. 802.11n technology 802.11n teknolojisinde hem
should support 20 MHz, 24 GHz hem de 5 GH:z
and 40 Mhz signals in both bantlarinda 20 MHz, ve 40
2.4 GHz and 5 GHz bands. Mhz sinyalleri desteklemelidir.
80 MHz signal should 802.11ac teknolojisinde 5 GHz
support 5 GHz signal in bandinda 80 MHz sinyali
802.11ac technology. desteklemelidir.

9.4. 12.4. The following Asagidaki performans
performance values must degerleri desteklenmelidir:
be supported:

a) 802.11ac: 6.5 Mbps — 867
a) 802.11ac: 6.5 Mbps - Mbps
867 Mbps

b) 802.11n: 6.5Mbps — 300
b) 802.11n: 6.5Mbps — 300 Mbps
Mbps

c) 802.11a/g: 54, 48, 36, 24,
c)802.11a/g: 54, 48,36,24, | 18,12, 9, 6 Mbps
18, 12,9, 6 Mbps

d)802.11b: 11, 5.5, 2, 1 Mbps
d) 802.11b: 11, 5.5, 2, 1
Mbps

9.5. Support Transmit Transmit BeamForming
BeamForming technology. teknolojisini desteklemelidir.

9.6. It must have intelligent Dinamik olarak yayin alanini

antenna technology that
can dynamically shape the
broadcast area and provide
advanced RF management
by changing antenna
coverage. 128 different
broadcast areas must be
dynamically created. In this
way, an additional gain of 4
dB should be achieved in
the direction of Transmit to
antenna power. Thanks to
the dynamically shaped
broadcast area, signals
should not be sent in
directions where there is

sekillendirebilen akilli bir anten
teknolojisine sahip olmali ve
anten kapsama alanlarini
degistirerek ileri diizey RF
ybnetimi saglamalidir. 128
farkli yayin alani  dinamik
olarak yaratilabilmelidir. Bu
sayede anten glictine Transmit
ybniinde 4 dB ilave kazang
saglanabilmelidir. Dinamik
olarak sekillendirilebilen yayin
alani sayesinde haberlesmenin
olmadigi
génderilmemeli, bu tir

ybnlere sinyal




no communication, such
broadcasts should be
weakened at a rate of 10
dB.

yayinlar 10 dB oraninda

zayiflatiimalidir.

9.7. Radio Frequency output Radyo Frekansi ¢ikis glicii 2.4
power should be 23 dBm GHz igin 23 dBm, 5 GHz igin 23
for 2.4 GHz and 23 dBm for dBm olmalidir.

5 GHz.

9.8. Reception sensitivity must Alis hassasiyeti -101 dBm’e
be up to -101 dBm. kadar olmalidir.

9.9. Must have at least 2x2 En az 2x2 MIMO anten
MIMO antenna structure. yapisina sahip olmalidir.

9.10. At least 2 Spatial-Streams En az 2 Spatial-Stream
must be supported. desteklenmelidir.

9.11. Support 256 users at the Ayni anda 256  kullanici
same time. desteklemelidir.

9.12. The channel must be able Kanal  se¢imini  otomatik
to select automatically. yapabilmelidir.

9.13. Background Scanning Background Scanning yaparak
should allow you to detect yliksek yogunluklu
interference (interference) ortamlardaki girisimleri
in high-density (paraziti) tespit edebilme ve
environments and bunlardan sakinarak uygun
automatically select the kanali otomatik olarak segme
appropriate channel by ozelligi bulunmalidir.
avoiding them.

9.14. IP multicast video stream IP multicast video stream
support must be available. destedi bulunmalidir.

9.15. IPv6 support must be IPv6 destegi bulunmalidir.
available.

9.16. The device should be able Cihaz  paketleri  otomatik
to analyze packages olarak  analiz  edebilmeli,

automatically and assign
them to the relevant
gueues using advanced
service quality, packet
classification, and

gecikmeye duyarli trafik igin
ileri diizey servis kalitesi, paket
siniflandirma  ve  otomatik
oncelik belirleme 6zelliklerini
kullanarak bunlari ilgili
kuyruklara atayabilmelidir.




automatic prioritization for
latency-sensitive traffic.

9.17. There should be fair airtime Adil yayin zamani kullanim
fairness support. destegi  (Airtime  Fairness)

olmalidir.

9.18. It should have the ability to En yiiksek performansh kanali
automatically detect the otomatik olarak tespit edip
highest performance kendisini o kanala ayarlama
channel and adjust itself to 6zelligi olmalidir. En yiiksek
it. It should not interrupt performansli  kanali  tespit
communication with amaciyla tim kanallari
computers when scanning tararken bilgisayarlarla olan
all channels for the purpose iletisimi kesmemelidir.
of detecting the highest
performance channel.

9.19. It should have VLAN VLAN destegi olmalidir.
support.

9.20. WEP, WPA-PSK, WPA-TKIP, WEP, WPA-PSK, WPA-TKIP,
WPA2 AES, 802.11i must WPA2 AES, 802.11i giivenlik
support security features. ozelliklerini desteklemelidir.

9.21. Support port-based 802.1x Port tabanl 802.1x giivenlik
security features over ozelliklerini RADIUS (izerinden
RADIUS (both desteklemelidir (hem
authenticator and authenticator hem de
supplicant). supplicant olarak).

9.22. It should have BandSteering é6zelligi olmali ve
BandSteering capability gerekli  gérdiigiinde  ylik
and be able to force both paylasimi icin hem 2.4 GHz
24 GHz and 5 GHz hem de 5 GHz destekli
supported computers to bilgisayarlari 6ncelikle 5 GHz
connect over 5 GHz for load lizerinden baglanmaya
sharing when necessary. zorlayabilmelidir.

9.23. 16 BSSIDs should be Glivenlik ve servis kalitesi
supported where security politikalarinin ayri ayri
and service quality policies ayarlanabilecegi 16 adet BSSID
can be set separately. desteklenmelidir.

9.24. Support router feature NAT ve DHCP servislerini de

including NAT and DHCP
services.

iceren router
desteklemelidir.

ozelligini




9.25. HotSpot  WLAN must HotSpot WLAN igin dinamik
dynamically have a user- olarak kullanici bazinda hiz
by-user speed restriction kisitlama 6zelligi olmalidir.
feature.

9.26. It must be configured Bagimsiz olarak komut
independently from the satirindan (Telnet/SSH), Web
command line ara-yliziinden (http/s),
(Telnet/SSH), web interface Controller switch lizerinden,
(http/s), via Controller SNMP v1,2,3 yazilimi
switch, via SNMP v1,2,3 tizerinden konfigiirasyonu
software. Must support TR- yapilabilmelidir. TR-069
069. destedi olmalidir.

9.27. Be able to make software FTP ve TFTP ile yazilm
updates with FTP and TFTP. glincellemeleri yapabilmelidir.

9.28. It must be able to operate Bagimsiz  olarak veya  bir
independently or in a controller denetiminde
controller control. calisabilmelidir.

9.29. When working Bagimsiz  olarak  ¢alisirken
independently, L2TP must merkez ofisle arasinda L2TP
be able to tunnel between tiinel olusturabilmelidir.
it and the head office.

9.30. When used with the Controller ile birlikte
controller it must support kullanildiginda asagidaki

the following features:

a) Authentication must be
performed through the
local database on the
controller, via Active
Directory, LDAP, or RADIUS
server.

b) Access control and load
sharing between AP
devices.

c) Captive Portal and Guest
user accounts that can
authenticate over the web
should be supported.

ozellikleri desteklemelidir:

i Kimlik dogrulama
islemleri controller lizerindeki
yerel veri tabani lizerinden,
Active Directory, LDAP veya
RADIUS
yapabilmelidir.

server  lzerinden

fi. Erisim kontrolii ve AP
cihazlari arasinda ylik
paylasimi olmalidir.

jii. Web lizerinden kimlik
dogrulamasi yapabilen Captive
Portal ve Misafir kullanici
hesaplari desteklenmelidir.




d) In order to be able to
roam quickly in voip and
802.1x EAP related
applications, a tunnel must
be established between
the controller and the AP.

iv. VoIP ve 802.1x EAP ile
ilgili  uygulamalarda  hizli
roaming  yapabilmek icin
controller ile AP arasinda tiinel
olusturulabilmelidir.

9.31.

Must have the following
physical characteristics:

a) Be able to feed on 12
VDC or PoE. If the DC
adapter is received, it must
be able to operate between
110-240 VAC.

b) Power consumption
should be no more than
13W.

c) It should be able to
operate between 0°C and
+40°C.

d) Be able to work in
relative humidity
environments up to 95%.

e) Kensington lock against
theft should be possible.

f) It must have a locking
mechanism that  will
prevent accidental exit/fall
from where it is installed.

g) There must be one
10/100/1000BaseT Gigabit
Ethernet port on it and it
must be able to receive
electricity via PoE. This port
auto MDX should support
auto-sensing.

Asagidaki  fiziki  6zelliklere
sahip olmalidir:

a) 12 VDC ile veya PoE
lizerinden
beslenebilmelidir. DC
adaptér alinmissa 110-
240 VAC arasinda
calisabilmelidir.

b) Gii¢ tiiketimi en fazla
13W olmalidir.

c) 0°C ile +40°C arasinda
calisabilmelidir.

d) %95’e kadar bagil nem
ortamlarinda
calisabilmelidir.

e) Calinmaya karsi
Kensington kilit imkdani
olmalidir.

f)  Monte edildigi yerden
kazara ¢cikmayi/diismeyi
engelleyecek  bir kilit
mekanizmasina  sahip
olmalidir.

g) Uzerinde  bir  adet
10/100/1000BaseT

Gigabit Ethernet port




h) PoE power requirement
must be within 802.3af
standards.

i) Energy saving feature.

olmalidir ve bu port PoE
lizerinden elektrik
alabilmelidir. Bu port
auto MDX, auto-sensing
ozelligini
desteklemelidir.

h) PoE gii¢ ihtiyaci 802.3af
standartlari icinde
olmalidir.

i) Enerji tasarruf ézelligi

olmalidir.

9.32. Limited lifelong guarantee
should be provided against
manufacturing and labor
defects.

imalat ve iscilik hatalarina
karsi kisith 6miir boyu garanti
saglanmalidir.

Item to be supplied description

Tedarik edilecek iiriin tanimi

Offered technical
specifications by the
Bidder shall be inserted in
English

Firma tarafindan teklif edilen
teknik  6zellikler ingilizce
olarak verilmelidir

10. Authentication and Network

Access Control Software

Kimlik Dogrulama ve Ag Erisim
Kontrol Yazilimi

Brand/Model //
Marka/Model:

10.1. The authentication and
network access control
platform can be offered to

Kimlik dogrulama ve ag erisim
kontrol platformu, Vmware
altyapisi lzerinde c¢alisacak

run on VMware sekilde veya donanim olarak
infrastructure or as teklif edilebilir.
hardware.

10.2. The authentication and Kimlik dogrulama ve ag erisim

network access control
platform must work in full
compatibility with  the

kontrol platformu, teklif edilen
ag anahtarlari ve kablosuz




proposed network erisim cihazlari ile tam uyumlu
switches and  wireless calismalidir.
access devices.

10.3. Authentication and Kimlik dogrulama ve ag erisim
network access control kontrol  platformu, sistem
platform should not giivenligini tehlikeye
compromise system diistirmemeli, Vlan atamasi,
security, Vlan assignment, profillendirme vb. ézelliklerin
profiling, etc. In order to kullanilabilmesi amaciyla
use its features, it should SNMP yazma (SNMP write)
not request SNMP write hakki istememelidir.
right.

10.4. Authentication and Kimlik dogrulama ve ag erisim
network access control kontrol platformu, IEEE 802.1x
platform should work using protokoliinii kullanarak
IEEE 802.1x calismalidir
protocol

10.5. The authentication and Kimlik dogrulama ve ag erisim
network access control kontrol  platformu merkezi
platform should be able to olarak calisabilmelidir.
work centrally. No Bélgelere ayrica donanim veya
additional hardware or yazilim kurulmasi
software should be gerekmemelidir.
installed in the
zones.

10.6. The authentication and Kimlik dogrulama ve ag erisim
network access control kontrol platformu hem kablolu
platform should be hem kablosuz ag hem de VPN
available for both wired icin kullanilabilmelidir.
and wireless network and
VPN.

10.7. Authentication and Kimlik dogrulama ve ag erisim
network access control kontrol  platformu  RADIUS
platform should work with protokolii ile ¢calismalidir.
RADIUS protocol.

10.8. Authentication and Kimlik dogrulama ve ag erisim
network access control kontrol platformu tek bir
platform should be ybnetim  ekrani  lizerinden

managed through a single

yénetilmelidir.




management

screen.

10.9. Authentication and Kimlik dogrulama ve ag erisim
network access control kontrol platformu Ada dahil
platform for the network , olan son kullanici/cihazlarin
including the last, which kimlik, grup, cihaz marka ve
users / devices identity, modeli, baglanti turu,
group, device make and (kablosuz  ise)  baglandigi
model, contact tour | fiziksel  lokasyon,  postur,
(wireless is)  physically iizerinde ¢alisan uygulama,
being connected location , varsa lzerinde ¢calisan zararli
post, applications running yazilimlar VS. bilgileri
on running  malicious gbrebilmeli/6grenebilmeli  ve
software, if any, etc. must bunlara gore aksiyon
be able to see / learn alabilmelidir.
information  and  take
action accordingly.

10.10. Authentication and Kimlik dogrulama ve ag erisim
network access control kontrol platformu NAC gérevi
platform should be able to yapabilmeli, istemci lizerindeki
act as NAC, it should be isletim sistemi ve anti viriis
able to determine the uygulamasinin glincellik
current status of the durumlarini, USB baglantisini,
operating  system and disk kriptosunu vs. kontrol
antivirus application on the edebilmelidir.
client, USB connection, disk
encryption, etc. should be
able to control.

10.11. The authentication and Kimlik dogrulama ve ag erisim
network access control kontrol platformu en az 500
platform must be licensed endpoint icin lisanslanmalidir.
for at least 500 endpoints . Teklif edilen lisanslarin siiresi
The duration of the offered en az 5 yil olmalidir.
licenses must be at least 5
years.

10.12. The system to be proposed Teklif edilecek sistem, IEEE

should be able to work with
all network devices that are
IEEE 802.1x compliant and
independent of the
brand.

802.1x uyumlu marka
bagimsiz tiim ag cihazlar ile
calisabilmelidir.




10.13. The system to be proposed
should be able to authorize
MAC for devices that do
not support IEEE

802.1x.

Teklif edilecek sistem, IEEE
802.1x  destegi  olmayan
cihazlar icin MAC

yetkilendirmesi yapabilmelidir.

Item to be supplied description

Tedarik edilecek iiriin tanimi

Offered technical
specifications by the
Bidder shall be inserted in
English

Firma tarafindan teklif edilen
teknik  ozellikler
olarak verilmelidir

ingilizce

11. Firewall

Giivenlik Duvari

Brand/Model //
Marka/Model:

11.1. The proposed system must

have at least the following

features as the next
generation firewall
features.
e Firewall
e IPSec VPN
Termination
System
e SSL VPN
Termination
System

e Intrusion Detection
and Prevention
System (IPS)

e Application
Recognition  and

Control System

e Virus / Malicious

Teklif edilen sistem, yeni nesil

giivenlik  duvari  6zellikleri
olarak asgari asagidaki
ozelliklerde olmaldir.
e Giivenlik Duvari
(Firewall)
e |PSec VPN

Sonlandirma Sistemi

e SSL VPN Sonlandirma

Sistemi

e Saldiri Tespit  ve
Engelleme Sistemi
(IPS)

e Uygulama Tanima ve
Kontrolii (Application

Control) Sistemi

e Viriis/Zararli icerik
Kontrolii
e URL Kategori




Content Control

e URL Category
Filtering

e Bandwidth
management

Filtreleme

e Bant genisligi yonetimi

11.2.

These features should be
provided with a single
device as a hardware
solution of the
manufacturer. However, in
case IPSec VPN and SSL
VPN features cannot be
supported when
positioned Transparent; It
can be provided with the
virtual firewall feature on
the same system or with a
separate hardware product
from the same
manufacturer.

Bu ozellikleri lireticiye ait
donanimsal ¢éziim olarak tek
bir cihaz ile saglanmalidir.
Fakat IPSec VPN ve SSL VPN
ozelliklerinin Transparan
konumlandirildiginda
desteklenememesi durumda;
ayni sistem lizerinde sanal
glivenlik duvari ézelligi ile veya
ayni lreticiye ait ayri bir
donanimsal iriin ile
saglanabilir.

11.3.

The device can operate as a
single physical firewall, and
in any case, it must be
configured to run at least
10 virtual firewalls if the
organization needs
it.

Cihaz tek bir fiziksel giivenlik
duvari olarak c¢alisabilecegi
gibi, her halukarda kurumun
ihtiya¢ duymasi durumunda en
az 10 adet sanal giivenlik
calistiracak  sekilde
konfigiire edilebilmelidir.

duvari

11.4.

The proposed Network
Firewall must support
Active-Active and Active-
Passive operation for High-
Availability. It should be
able to share load while
Active-Active. In case of
failure of one of the
devices, the other device
should be able to continue
operating by undertaking
all functions.

Teklif edilen Ag§ Glivenlik
Duvari, High-Availability igin
Aktif-Aktif ve Aktif-Pasif olarak

calismayi desteklemelidir.
Aktif-Aktif  calisirken  yiik
paylasimi yapabilmelidir.
Cihazlardan birinin
arizalanmasi durumunda,

diger cihaz tiim fonksiyonlari
tstlenerek ¢alismaya devam
edebilmelidir.




11.5. The system must have SPI Sistemin SPI (Stateful Packet
(Stateful Packet Inspection) Inspection) Firewall &zelligi
Firewall feature. olmalidir.

11.6. The system will detect and Sistem, spoof edilmis paketleri
block spoofed tespit edip bloklayacaktir.
packets.

11.7. Each of the network Sistemde bulunan ag
interfaces in the system; It araydtizlerinin her biri; LAN,
must be able to be defined WAN, DMZ, veya kullanici
as LAN, WAN, DMZ, or user- tarafindan  isimlendirilebilen
nameable segments. The segmentler olarak
system should support IEEE tanimlanabilmelidir.  Sistem
802.1Q VLAN and defined IEEE 802.1Q VLAN
VLANs should be used as an desteklemeli ve tanimlanan
interface. VLAN’lar arayiiz (interface)

olarak kullanilabilmelidir

11.8. When offered with System Sistem Sanal Giivenlik Duvari
Virtual Firewall feature; ozelligi ile teklif edildigi
Physical and virtual durumda; sistem (lzerindeki
interfaces on the system fiziksel ve sanal ara yiizler
should be able to be shared Sanal  Giivenlik  Duvarlari
between Virtual Firewalls. arasinda paylastirilabilmelidir.
Virtual Firewalls should be Sanal Giivenlik Duvarlari kural
managed independently ve yénlendirme agisindan
from each other in terms of birbirinden badimsiz olarak
rules and routing. yénetilebilmelidir.

11.9. System; It must be able to Sistem; Layer3 (routing mod)
work on Layer3 (routing ve Layer2 (saydam mod)
mode) and Layer2 katmanlarinda
(transparent mode) layers. calisabilmelidir. Sistem
While the desired virtual lizerinde sanal giivenlik duvari
firewall systems on the sistemlerinden istenilenler
system can work in Layer3, Layer3 te c¢alisabilirken ayni
the desired virtual firewalls anda istenilen sanal giivenlik
must be able to work duvarlari Layer2 de
transparently on Layer2 at transparant olarak
the same time. calisabilmelidir.

11.10. It should provide the Saydam (Transparent) modda

following  features in
Transparent mode:

asagidaki ozellikleri

saglamalidir:




e SPI (stateful packet
inspection),

e Intrusion Detection
and Prevention
System (IPS)

e Application
Recognition  and
Control System

e Virus / Malicious
Content Control on
Gateway

e URL Category

Filtering

SPI (stateful packet
inspection),

Saldiri Tespit  ve
Engelleme Sistemi
(IPS)

Uygulama Tanima ve
Kontrolii (Application
Control) Sistemi

Ag Gegidinde
Viriis/Zararli icerik
Kontrolii

URL Kategori

Filtreleme

11.11.

In routing mode, it should
provide the following
features:

e SPI (stateful packet
inspection),

e |PSec VPN
Termination,

e SSL VPN
Termination,

e Intrusion Detection
and Prevention
System (IPS)

e Application
Recognition  and
Control System

e Virus / Malicious

Routing modda asagidaki
ozellikleri saglamalidir;

SPI (stateful packet
inspection),

IPSec VPN
Sonlandirma,

SSL VPN Sonlandirma,
Saldiri Tespit  ve
Engelleme Sistemi
(IPS)

Uygulama Tanima ve
Kontrolii (Application
Control) Sistemi
Virtis/Zararl Icerik
Kontrolii

URL Kategori




Content Control

e URL Category
Filtering

e Bandwidth control

e Static routing,

e RIP must support
OSPF and BGP
routing protocols.
If a license or extra
software is
required to provide
these

routing

protocols, it must

have been
provided.

e Server load
balancing

e WIFI Access Point
controller

e WAN optimization

Filtreleme

e Bant genisligi kontrolii

e Statik yonlendirme
(static routing),

e RIP, OSPF ve BGP
yoénlendirme
protokollerini
desteklemelidir. Bu
yoénlendirme
protokollerini
saglamak icin lisans

veya fazladan yazilm

gerekiyorsa saglanmis

olmalidir.

e Sunucu ylik
dengeleme

e WIFI Access Point
kontrolciisii

e  WAN optimizasyon

11.12. The Network Security | Ag Glivenlik Sisteminin, Birden
System should support | fazla Genis Alan Agr (WAN)
multiple Wide Area baglantisini desteklemeli,
Network (WAN) birden fazla Internet
connections, and be able to baglantisini  yedekli olarak
use more than one Internet kullanabilmelidir.
connection as
redundant.

11.13. Network Security System Agd Glivenlik Sistemi, Kural

must support Policy Based
Routing.

Tabanli Yénlendirmeyi (Policy
Based Routing)
desteklemelidir.




11.14. The system must have Sistemin DHCP Server ve DHCP
DHCP Server and DHCP Relay 6zelligi bulunmalidir.
Relay feature.

11.15. Firewall policies should be Glivenlik  duvari politikalari
able to be written on the sistem lizerindeki ag arayiizii
network interface and / or ve/veya zone bazl
zone basis on the yazilabilmelidir.
system.

11.16. Firewall policies should be Glivenlik duvarr politikalari,
written on the basis of user kullanici ve kullanici gruplan
and user groups. Must have bazinda yazilabilmeldir.
AD integration for user Kullanici  bilgisi  icin  AD
information. entegrasyonu olmalidir.

11.17. The system should be able Sistem Bant Genisligi Kontrolii

to do rule-based traffic
shaping and traffic
prioritization for
Bandwidth Control. The
system must support QoS
and Differentiated
Services.

e Traffic formatting
should also be
defined in rules
written on the
basis of source,
destination, and
protocol (such as
SMTP, FTP, DNS,
H323).

e The maximum and
/ or guaranteed

bandwidth
should be defined

value

by priority value

amaciyla kural tabanl trafik
bigimlendirme, ve trafik
onceliklendirme

yapabilmelidir. Sistem QoS ve

Differentiated Services
desteklemelidir.
e Kaynak, hedef, ve

protokol (SMTP, FTP,
DNS,  H323  gibi)
bazinda yazilan
kurallarda trafik
bigimlendirme tanimi
da yapilabilmelidir.
e Maksimum  ve/veya
garanti edilecek bant
genisligi degeri 6ncelik
degeri (diisiik, orta,
yliksek gibi) ile
tanimlanabilmelidir.

o stenildiginde per-IP




(such as low,
medium, high).
Bandwidth control
on per-IP  basis
should be possible
when required. In
this way, it should
be ensured that
the bandwidth
defined for each
resource allowed
on the same rule is
guaranteed.
Contrary to Article
abone, it should be
ensured that the
bandwidth defined
for each resource
allowed within the
same rule can be
used in common.

It should be able to
control bandwidth
on the basis of
application.
Bandwidth control
should be possible
in inbound and
outbound direction
for the same
traffic. Thus, while

bandwidth can be

bazinda bant genisligi
kontrolii
yapilabilmelidir. Bu
sayede ayni  kural
tizerinden izin verilen
her kaynak icin
tanimlanan bant
genisliginin ~ garanti
edilmesi
saglanmalidir.

Ustteki maddenin
aksine tiim ayni kural
dahilinde izin verilen
her kaynak icin
tanimlanan bant
genisliginin ortak bir
sekilde
kullanilabilmesi
saglanabilmelidir.
Uygulama bazinda
bant genisligi kontrolii
yapabilmelidir.

Ayni trafik ile ilgili
Inbound ve outbound
dogrultuda band
genisligi kontrolii
yapilabilmelidir. Bu
sayede izin verilen bir
baglanti icin  gidis
dogrultusunda  bant
genisligi
belirtilebilirken, bu




specified in the
outbound line for a
permitted
connection, a
different
bandwidth should
be applied for the
traffic
corresponding to

this connection.

baglantiya karsihik
gelen trafik icin farkli
bir  bant  genisligi

uygulanabilmelidir.

11.18. Security System; It must be Glivenlik Sistemi; kendi
able to authenticate and lizerinde tanimlanan kullanici
authorize over the user veritabani, RADIUS ve LDAP
database defined on it, tizerinden kimlik dogrulama ve
RADIUS and LDAP. yetkilendirme yapabilmelidir.

11.19. The system must have Sistemin uygulama kontrol
application control feature. 6zelligi bulunmalidir. Sistem;
System; It should be able to Mesajlasma ~ (MSN, IcqQ,
recognize, control and Yahoo, AOL gibi), P2P (Kazaa,
block traffic of at least Skype, bitTorrent, eDonkey,
3,000 (three thousand) Gnutella vb) ve  Web
applications, such  as Uygulamalari gibi tanimli en az
messaging (such as MSN, 3.000 (lighin) adet
ICQ, Yahoo, AOL), P2P uygulamaya ait trafigi
(Kazaa, Skype, bitTorrent, kullanilan porttan bagimsiz
eDonkey, Gnutella, etc.) olarak taniyabilmeli, kontrol
and Web Applications, edebilmeli ve
regardless of the port used. engelleyebilmelidir. Uygulama
. Applications recognized kontrolii kapsaminda taninan
within  the scope of uygulamalar internet
application control should lizerinden giincelleme servisi
be updated with an update ile gtincellenmelidir.
service over the
internet.

11.20. It should be possible to Politika  bazli  firewall’un
control whether the policy- oturumlarda start/stop
based firewall logs start / loglayip  /  loglamamasi

stop in sessions .

denetlenebilmelidir.




11.21. Firewall, NAT, and all layer?7 Firewall, NAT ve sunulan tim
security functions provided layer7 giivenlik fonksiyonlar
should be able to be graniiler  sekilde  “sadece
enabled in granular form belirlenen kriterlere uyan trafik
on a rule-based basis "only igin”  kural bazli  devreye
for traffic that meets the alinabilmelidir.
specified criteria."

11.22. Daily operation operations WebGUI lizerinden giinliik
should be able to be operasyon islemleri  bliylik
performed to a large extent oranda (CLI lizerinde islem
(without the need to yapmaya gerek olmadan)
operate on the CLI) via gerceklestirilebilmelidir.  CLI
WebGUI. On the other lizerinden ise tim
hand, the entire konfigiirasyona bulk sekilde
configuration should be miidahale edilebilmelidir.
able to be intervened in
bulk via CLI.

11.23. The application control Kaynak (IP ve/veya kullanici),
policy should be set in each hedef, servis bazinda yazilan
firewall rule written on the her glivenlik duvari kuralinda
basis of source (IP and / or uygulama kontrol politikasi set
user), target, edilebilmelidir.
service.

11.24. The system should support Sistem VPN Gateway olarak
IPSec VPN as VPN Gateway. IPSec VPN desteklemelidir.
DES must support MD5 and DES, 3DES, AES Kriptolama ile
SHA-1 with 3DES, AES MD5 ve SHA-1 desteklemelidir.
Encryption. There should IKE ve PKI destegi olmalidir.
be support for IKE and PKI. IPSEC VPN islevleri ASIC
IPSEC VPN functions should mimarili ozel hardware
be able to perform at lizerinde sistem ana
hardware level kaynaklarini yormadan
performance on special donanimsal seviyede
ASIC-architecture performansl
hardware without straining gerceklestirilebilmelidir.
the main resources of the
system.

11.25. The IPS system should be IPS sistemi Trafik ve Protokol

able to detect and stop
Traffic and Protocol
anomalies , as well as
recognize and stop

anomalilerini  tespit  edip
durdurabildigi  gibi,  imza
tabanl saldirilari da taniyip

durdurabilmelidir. IPS imzalari




signature-based  attacks.
IPS signatures should be
able to be updated
automatically with the
update service over the
internet. The  update
process should also be able

otomatik  olarak  internet
lizerinden giincelleme servisi
ile gtincellenebilmelidir.
Giincelleme islemi manuel

olarak ta yapilabilmelidir.

to be done
manually.

11.26. It should allow system Sistem yéneticilerinin
administrators to create kuruma/ihtiyaca ézel zaafiyet
and block weakness imzalari  yaratip  bloklama
signatures specific to the yapabilmelerine imkan
organization / need saglamalidir.

11.27. IPS policy should be set in Kaynak (IP ve/veya kullanici) ,
every firewall rule written hedef, servis bazinda yazilan
on the basis of source (IP her glivenlik duvari kuralinda
and / or user), target, IPS politikasi set
service. edilebilmelidir.

11.28. The proposed Network Teklif edilen Ag givenlik
security system should be sistemi  Botnet  aktivitesini
able to detect and block tespit edip engelleyebilmelidir.
Botnet activity.

11.29. By analyzing the behavior Kullanici trafiklerinin davranis

of user traffics, it should
allow easy detection of
user machines displaying
abnormal behavior on the
graphical interface. All
behaviors between layer3-
layer7, such as traffic
blocked through the
firewall, attempts to access
inappropriate web
categories, running risky
applications,

communication with
botnet sites, should be
determined by weighing
determinable scoring. In
this way, it is aimed to

analizini  yaparak, anormal
davranis gdsteren  kullanici
makinalarinin grafiksel
arayiizde kolayca tesbitine

olanak saglamalidir. Firewall
tizerinden bloklanan trafikler,
uygunsuz web kategorilerine

erisim denemeleri, riskli
uygulamalarin calisiyor
olmasi, botnet siteleri ile

haberlesme gibi layer3-layer7
aras! tiim davranislar agirligi
belirlenebilir  puanlama ile
belirlenebilmelidir. Bu sayede
heniiz imzasi yayinlanmamis




detect a zero-day activity
whose signature has not
yet been published.

bir sifir-glin aktivitesinin tesbit
edilmesi amaglanmaktadir

11.30. The Network  Security Ag Glivenligi Sistemi (izerinde,
System must have SSL VPN Mobil  Kullanicilarin ~ Kurum
Gateway feature in order kaynaklarina giivenli olarak
to provide secure access of erisimini saglayabilmek igin,
Mobile Users to Institution SSL VPN Gateway ozelligi
resources. SSL VPN client bulunmalidir. SSL VPN
must support at least istemcisi en az Windows, Mac
Windows, Mac OS, Linux OS, Linux isletim sistemlerini ve
operating systems and I0OS, 10S, Android tabanli mobil
Android based mobile cihazlari desteklemelidir.
devices.

11.31. TCP and UDP-based traffic SSL VPN Gateway igerisinden
must be tunneled through TCP ve UDP tabanli trafikler
SSL VPN Gateway. tiinellenebilmelidir.

11.32. SSL VPN feature will be SSL VPN ézelligi  sinirsiz
offered with unlimited user kullanici  lisansi ile  teklif
license. edilecektir.

11.33. Users accessing via SSL VPN SSL VPN izerinden erisen
should be able to kullanicilar, Sistem (izerinde
authenticate and authorize tanimli  kullanici  veritabani,
over the user database RADIUS, LDAP  lizerinden
defined on the System, kimlikleri  dogrulanabilmeli,
RADIUS, LDAP, and define yetkilendirilebilmeli ve  bu
internal and  external yetkilendirme ile erisilebilecek
resources that can be kurum ici ve disi kaynaklar
accessed with this tanimlanabilmelidir.
authorization.

11.34. For users or systems SSL VPN ve IPSEC VPN ile erisim

accessing with SSL VPN and
IPSEC VPN; SPI (stateful
packet inspection),
Intrusion Detection and
Prevention System (IPS),
Application Recognition
and Control (Application
Control) System, Virus /
Malicious Content Control
and URL Category Filtering,

saglayan kullanici veya
sistemleri igin; SPI (stateful
packet inspection),  Saldiri
Tespit ve Engelleme Sistemi
(IPS), Uygulama Tanima ve
Kontrolii (Application Control)
Sistemi, Virtis/Zararli Igerik
Kontrolii ve URL Kategori
Filtreleme, QoS ve Bant




QoS and Bandwidth
management features
must be applicable.

Genisligi  yonetimi  ézellikleri
uygulanabilir olmalidir.

11.35. Malware detection and Ag Glivenlik Duvari Sistemi
blocking feature must be lizerinde zararli yazilim
available on the Network (Malware) tespit ve engelleme
Firewall System. System; It 6zelligi bulunmalidir. Sistem;
should be able to prevent HTTP, SMTP, FTP ve POP3, IM
malicious  software by (ICQ, MSN, Yahoo Messenger)
scanning HTTP, SMTP, FTP, , MAPI, HTTPS, SMTPS, POP3S,
and POP3, IM (ICQ, MSN, IMAPS, FTPS, SMB trafigini
Yahoo Messenger), MAPI, tarayarak zararli yazilimlari
HTTPS, SMTPS, POP3S, engelleyebilmelidir. Sistem,
IMAPS, FTPS, SMB traffic. anilan  protokoller  igcinde
The system scans within tarama  yaparak; Worm,
the aforementioned Trojan, Keylogger, Spy, Dialer
protocols; It should be able tiriinden tehditleri  taniyip
to detect and stop threats durdurabilmelidir. Virlis
such as Worm, Trojan, Kontrolii, A§ Giivenlik Duvari
Keylogger, Spy, Dialer. Sistemi  lzerinde  bulunan
Virus Control should be biitiin network segment’leri
able to be performed arasinda yapilabilmelidir.
between all  network AntiVirus  sistemi  Internet
segments on the Network lizerinden  virtis imzalarini
Firewall ~ System. The otomatik olarak
AntiVirus system should be glincelleyebilmelidir
able to automatically
update virus signatures
over the Internet.

11.36. AV control policy should be Kaynak (IP ve/veya kullanici) ,
set in every firewall rule hedef, servis bazinda yazilan
written on the basis of her giivenlik duvari kuralinda
source (IP and / or user), AV  kontrol politikasi  set
target, service. edilebilmelidir.

11.37. There should be URL Ag Glivenligi Sistemi lizerinde

Filtering feature on the
Network Security System.
In this way, Category -
based URL Filtering should
be able to. Different
categories of URL filtering
should be able to be

URL Filtreleme
bulunmalidir. Bu

ozelligi
sayede
Kategori bazli URL Filtreleme
yapabilmelidir. Farkli kullanici
ve kullanici gruplarina farkli
kategorilerde URL filtreleme
uygulanabilmelidir.




applied to different users
and user groups.

11.38. Different URL filtering Kaynak (IP ve/veya kullanici) ,
policies should be set for hedef, servis bazinda yazilan
each firewall rule written her giivenlik duvari kuralinda
on the basis of source (IP | farkl URL filtreleme
and / or user), target, and politikalari set edilebilmelidir.
service.

11.39. At least 75 URL categories Sistem lizerinde en az 75 adet
on the system and more URL  kategorisi ve 250
than 250 million were milyondan fazla kategorize
categorized URL should edilmis URL bulunmalidir.
contain.

11.40. There should be no user Sistemin URL Filtreleme
limit for the URL Filtering | fonksiyonu icin kullanici siniri
function of the system and olmamali ve sinirsiz kullanici
should be offered with an lisansi ile teklif edilmelidir.
unlimited user
license.

11.41. Apart from URL filtering URL filtreleme kategorileri
categories, the addresses disinda, wildcard, regex veya
requested as wildcard, tam URL olarak istenilen
regex, or full URL should be adreslerin  farkli  profiller
defined under different altinda tanimlar
profiles (such as * .gov.tr yapilabilmelidir (Ornegin
*). Access to these defined *.gov.tr* gibi). Tanimi yapilan
addresses  should be bu adreslere erisim
blocked or allowed. engellenebilmeli  veya izin

verilebilmelidir.

11.42. URL filtering  warning URL filtreleme uyari ekranlari
screens can be Ozellestirilebilecektir.
customized.

11.43. All systems offered must Teklif edilen tim sistemlerin

have IPv6 support and
support dual-stack feature,
which allows the use of
IPv4 and IPv6 protocols at
the same time. At least
under IPVv6; IPv6
addressing, IPv6 static
routing, IPv6 DNS, IPv6

IPv6 destegi bulunmalidir ve
IPv4 ile IPv6 protokollerinin
ayni anda kullanimina izin

veren  dual-stack  o6zelligi
desteklenmelidir. IPv6
kapsaminda en az; IPv6
adresleme, IPv6 statik

yoénlendirme, IPv6 DNS, IPv6




security rules, IPv6
recording and reporting,
and Pingé must be

supported. IPS, Application
Control, and Web Filtering

gtivenlik kurallari, IPv6 kayit ve

raporlama ve Ping6
desteklenmelidir. IPv6
trafigine IPS, Uygulama

Denetimi ve Web Filtreleme

should be able to be yapilabilmelidir.
applied to IPv6
traffic.

11.44. System configuration Sistem yapilandirmasi en az
should be able to be done asagidaki yontemler ile
by at least the following yapilabilmelidir:
methods: .

e Seri baglanti ile konsol
port lizerinden,
i i ° ttp ve Https baglanti
e With serial H H badl
connection, ile web ara Vyiz
through the lizerinden veya
console port, iireticinin kendisine ait
e With Http and Linux veya Windows
Https connection, tabanli yénetim
via web interface uygulamasi lizerinden
or via the e SSH baglanti ile komut
manufacturer's satiri (command line)
own  Linux or iizerinden
Windows  based
management
application
e With SSH
connection, via the
command line

11.45. Network  Firewall The Ag Giivenlik Duvari Sistemin
system must support SNMP SNMP  destegi olmali ve
and must support SNMPv3 desteklemelidir
SNMPv3

11.46. Network Firewall System Ag Glivenlik Duvari Sistemi

operating system and

isletim sistemi ve yazilm




software updates must be
made via the Web

glincellemelerini Web ara
ylizii, TFTP veya FTP lizerinden

interface, TFTP or yapilabilmelidir.
FTP.

11.47. Updates of systems Yedekli olarak calisan
running redundantly sistemlerin giincellemeleri en
should be able to be made az web gui lzerinden
at least via web gui. yapilabilmelidir. Sistemler
Systems should be able to otomatik  olarak, trafigi
be automatically updated kesintiye ugratmayacak
sequentially without sekilde sirayla
disrupting traffic. glincellenebilmelidir.

11.48. There should be no user Sistemin; Firewall, VPN, IPS
limit for the system about | fonksiyonlarinin hic biri icin
the Firewall, VPN, IPS kullanici sinirnt olmamalidir ve
functions and should be sinirsiz kullanici lisansi ile teklif
offered with an unlimited edilmelidir.  Ag  Giivenlik
user license. Licenses to Sisteminin 3 yil siire ile
perform Software / Yazilim/isletim sistemi
operating system updates glincellemelerini ve en az 3 yil
for 3 wyears and IPS, stire igin IPS, Uygulama
Application Recognition Tanima ve Kontroli, AntiVirus,
and Control, AntiVirus, URL URL Kategori Filtreleme servis
Category Filtering services ve glincellemelerini yapacak
and updates for at least 3 lisanslar  sistemle  birlikte
years of the Network verilmelidir.

Security System must be
provided with the
system.

11.49. The recommended firewall Onerilecek giivenlik duvari
system manufacturer must sistemi (reticisinin, bir veya
have one or more of its birden fazla (iriini, “NSS Labs
products, entered the "NSS Network IPS” ve “NSS Labs
Labs Network IPS" and Next Generation Firewall”
"NSS Labs Next Generation testlerine girmis ve tavsiye
Firewall" tests and should edilen iriin  kategorisinde
be in the recommended olmasi gereklidir.
product category.

11.50. The Firewall System must Glivenlik  Duvari  Sisteminin
have a geographic cografi veri tabani
database. It should be able bulunmalidir. Ulke bazinda

to cut the traffic from the

kural yazilarak belirtilen (ilke




specified

country or

countries by writing a rule
on a country basis.

veya lilkelerden gelen trafigi

kesebilmelidir.

11.51.

The

proposed

security

system will also have load
balancing features.

It should be able to
load balance all
sessions based on
HTTP, HTTPS, SSL
for Layer 7, TCP
and UDP for Layer
4, and IP protocol
for Layer 3.

IPS, AV policies
should be available
for servers with
load balancing.

For HTTP and
HTTPS
connections, the
source IP address

should be able to

go to physical
servers.
Must have SSL

Offloading feature
for SSL
connections.

Traffic should be
able to be

distributed to the

Teklif edilen giivenlik sistemi,
ayni zamanda yiik dengeliyici

ozelliklerine sahip olacaktir.

Layer 7 icin HTTP,
HTTPS, SSL, Layer 4
icin TCP ve UDP, Layer
3 igin IP protokolii
bazinda tim
oturumlar igin  yik
dengelemesi
yapabilmelidir.
Yiik dengelemesi
uygulanan sunucular
icin IPS, AV politikalari
kullanilabilmelidir.
HTTP, HTTPS
baglantilariicin fiziksel
sunuculara kaynak IP
adresinin gitmesi
saglanabilmelidir.
SSL  baglantilari igin
SSL Offloading ézelligi
olmalidir.
Trafik kurum gercek
sunucularina
asagidaki yontemlerle
dagitilabilmelidir:
Kaynak Ip hash

bilgisi




real servers of the
institution by the
following methods:
. Source IP
hash information

. Round robin
° By making a
weight definition in
the real server
definitions against
the possibility of
the servers having
different powers

. The traffic is
sent to the first of
the active real
servers and the
load is sent to the
next active server
in case of inactivity.
. Based on
responses to ping
packets

° Depending
on the session
number
information
directed to the
servers

During load

sharing, it should

° Round robin

° Sunucularin farkli
gliclerde olabilme
ihtimaline  karsi
gercek sunucu
tanimlarinda
agirhk tanimi
yapilarak

° Aktif  durumda
olan gercek
sunuculardan
ilkine trafigin

génderilip, devre

disi kalmasi
durumunda
sonraki aktif

sunucuya yikin
génderimesi

° Ping paketlerine
verilen cevaplar
esas alinmasi

° Sunucular lizerine
yoénlendirilen
session sayi
bilgisine bagl
olarak

Yiik paylasimi sirasinda sunucu
bulunurlugunu  tcp, http
(6rnegin
http://190.1.128.1/test_page.
htm adresinin kontrolii ile) ve
ping ile kontrol edebilmelidir.




be able to check
server availability
by tcp, http (eg
checking

http://190.1.128.1

/ test_page.htm),

and ping.

11.52. It should be able to e Belirlenen  sistemler
perfor‘m vuIneraI?l!lty lizerinde zadfiyet
scanning tests on specified
systems. tarama testi

yapabilmelidir.

11.53. The proposed system can Teklif edilen sistem  wifi
work as a wifi controller, so controller olarak ¢alisabilecek,
it can be used for the bu sayede kullanilabilecek
management of wireless kablosuz erisim cihazlarinin
access devices that can be ybnetimi icin
used. kullanilabilecektir.

11.54. Wan will have optimization Wan optimizasyon
features. ozelliklerine sahip olacaktir.

11.55. It should be able to Common Internet File System
optimize the protocol for (CIFS), FTP, HTTP, MAPI ve TCP
Common Internet File oturumlari  igin  protokol
System (CIFS), FTP, HTTP, optimizasyonu yapabilmelidir.
MAPI, and TCP
sessions.

11.56. Must have web cache Web cache ézelligi olmalidir.
feature.

11.57. It must support Web cache Web cache communication
communication  Protocol Protocol  (WCCP)  destegi
(WCCP). olmalidir.

11.58. Proposed security system Teklif edilen giivenlik sistemi,

should have at least
10/10/6 Gbps Firewall
performance value for
1518/512/64  Byte IP
packet size in the proposed
configuration. These values

teklif edilen konfigiirasyonda,
1518/512/64 Byte IP paket
biiyiikliugi icin en az 10/10/6
Gbps Firewall performansi
degerine sahip olmalidir. Bu
degerler teklif edilen tiriin ile



http://190.1.128.1/
http://190.1.128.1/

should be stated in the
documentation for the
product offered and the
manufacturer should have

posted these  values
publicly on his
website.

ilgili belgelerinde belirtilmis ve
tretici bu degerleri kendi web
sitesinde herkese agik bir
sekilde yayinlamis olmalidir.

11.59.

The system must support at
least 700 thousand
sessions at the same time
and must have a
performance of at least 35
thousand new sessions per
second. These values
should be specified in the
product  documentation
offered. These values
should be stated in the
documentation for the
product offered and the
manufacturer should have

published these values
publicly on his
website.

Sistem ayni anda en az 700bin
oturumu  desteklemeli  ve
saniyede en az 35 Bin yeni
oturum acabilme
performansina sahip olmalidir.
Bu degerler teklif edilen (iriin
belgelerinde belirtilmis
olmalidir. Bu degerler teklif
edilen trdin ile ilgili
belgelerinde  belirtilmis  ve
tretici bu degerleri kendi web
sitesinde

herkese agik bir

sekilde yayinlamis olmalidir.

11.60.

Firewall System must have
at least 6.5 Gbps IPSec VPN
throughput for AES128 +
SHA-1 . These values should
be stated in the
documentation for the
product offered and the
manufacturer should have

published these values
publicly on his
website.

Glivenlik  Duvari  Sisteminin
AES128 + SHA-1 i¢cin en az 6.5
Gbps IPSec VPN throughput
degerine sahip olmalidir. Bu
degerler teklif edilen (iriin ile
ilgili belgelerinde belirtilmis ve
iretici bu degerleri kendi web
herkese

sitesinde acik  bir

sekilde yayinlamis olmalidir.

11.61.

The system must support
200 Site-to-Site and at least
500 IPSec VPN tunnels for
Client-to-Site. The device
must be able to work
compatible  with VPN
Gateway devices that

Sistem Site-to-Site 200 adet ve
Client-to-Site icin en az 500
adet IPSec VPN tiinel
desteklemelidir. Cihaz, anilan
VPN protokollerini destekleyen

standartlarla  uyumlu VPN




comply with the standards

that support the
aforementioned VPN
protocols.

Gateway cihazlari ile uyumlu
calisabilmelidir

11.62. The system must have a
performance rating of 1.4
Gbps IPS throughput. This
value should be stated in
the documentation for the
product offered, and the
manufacturer should have
posted these  values
publicly on his
website.

Sistem 1.4 Gbps IPS
throughput performans
degerine sahip olmalidir. Bu
deger teklif edilen driin ile ilgili
belgelerinde  belirtilmis  ve
tiretici bu degerleri kendi web
sitesinde herkese acik bir
sekilde yayinlamis olmalidir.

11.63. There should be at least 5
10/100/1000 Base-T and 2
Management Port ports on
the system.

Sistem lizerinde En az 5 adet
10/100/1000 Base-T, 2 adet
Management Port baglanti
noktasi olmalidir.

11.64. The system must be able to
send records to the Syslog
Servers, to the Registration
/ Reporting System that will
be offered with the System,
and to keep
records.

Sistem  Syslog  Sunuculara,
Sistem ile  birlikte teklif
edilecek Kayit/Raporlama
Sistemine kayit gonderebilmeli
kayit tutabilmelidir.

11.65. Log and Hotspot software
that fully complies with the
Law No. 5651 should be
offered with the
system.

Sistemle birlikte 5651 nolu
kanunu tam karsilayan Log ve
Hotspot yazilimi teklif
edilmelidir.

11.66. The proposed system must
have a software and
hardware warranty of at
least 3 years. Licenses to
perform Software /
Firmware updates for 3
years must be given with
the system.

Teklif edilen sistemin en az 3 yil
yazilm ve donanim garantisi
bulunmalidir. 3 yil siire ile
Yazillm/Firmware
glincellemelerini yapacak
lisanslar  sistemle  birlikte
verilmelidir.

Item to be supplied description

Tedarik edilecek iiriin tanimi

Offered
specifications

technical

by

the




Bidder shall be inserted in

English
Firma tarafindan teklif edilen
teknik  o6zellikler ingilizce

olarak verilmelidir

Brand/Model //

o Marka/Model:
Bilgisayar
12. Personal Computer

12.1. The computer to be Teklif  edilecek  bilgisayar
offered must be a kurumsal  Grin  olmalidir.
corporate product. The Garanti siresi ek paketler ile
warranty period should uzatilabilmelidir.
be extended with
additional
packages.

12.2. The frame size of the Bilgisayarin kasa tipi MFF
computer must be in MFF formunda olmalidir.
form.

12.3. The processor of the Bilgisayarin islemcisi en az 2.2
computer should have a GHz temel hizinda olmalidir.
minimum 2.2 GHz base
CPU speed.

12.4. The computer's RAM Bilgisayarin RAM hafizasi en az
memory must be at least 4GB olmalidir.
4GB.

12.5. The disk capacity of the Bilgisayarin disk kapasitesi en
computer must be at a0z 500GB olmalidir.
least 500GB.

12.6. The operating system of Bilgisayarin isletim  sistemi
the computer must be Windows 10 Pro ya da
Windows 10 Pro or esdegeri olmalidir.
equivalent.

12.7. There should be at least 4 Bilgisayarin lizerinde en az 4

USB 3.1 ports and at least
2 USB 2.0 ports on the
computer. At least 2 of
the USB ports should be

adet USB 3.1 portu ve en az 2
adet USB 2.0 portu
bulunmalidir. USB portlarinin
en az 2 tanesi kasanin én




located on the front of
the case.

tarafinda
konumlandirilmalidir.

12.8.

The computer must have
at least 1 RJ-45 ethernet
port.

Bilgisayarin en az 1 adet RJ-45
ethernet portu bulunmalidir.

12.9.

There should be at least 1
HDMI 1.4 and at least 1
DisplayPort 1.2 port on
the computer for
Monitor

connection.

Bilgisayarin lizerinde Monitor
baglantisi icin en az 1 adet
HDMI 1.4 ve en az 1 adet
DisplayPort 1.2 portu
bulunmalidir.

12.10.

There should be
headphone and
microphone jacks on the
computer.

Bilgisayarin lizerinde kulaklik
ve mikrofon
bulunmalidir.

girisleri

12.11.

DVD-RW must be on the
computer.

Bilgisayar lizerinde DVD-RW
bulunmalidir.

12.12.

The computer must have
at least 2 M.2
slots.

Bilgisayarin en az 2 adet M.2
yuvasi bulunmalidir.

12.13.

At least 23.8 “monitor of
the same brand should
be provided with the
computer.

Bilgisayar ile birlikte ayni
marka en az 23.8” monitér
verilmelidir.

12.14.

The monitor must
support 1920 x 1080
60Hz resolution.

Monitér 1920 x 1080 60H:z
¢Oziiniirliigi desteklemelidir.

12.15.

The brightness of the
monitor should be at
least 250cd / m2.

Monitér in parlakligi en az
250cd/m2 olmalidir.

12.16.

The response time of the
monitor should be at
most 6ms.

Monitér (n tepkime sliresi en
¢cok 6ms olmalidir.

12.17.

The monitor should have
a depth of 16.7 Million
colors.

Monitér 16.7 Milyon renk
derinligine sahip olmalidir.




12.18. The monitor should be Monitér yatayda ve dikeyde en
visible horizontally and az 178 derecelik acgida
vertically at an angle of at goriilebilmelidir.
least 178 degrees.

12.19. The monitor should be Monit6riin yliksekligi
height adjustable. ayarlanabilir olmalidir.

12.20. The monitor must have Monitér  parlama  6nleyici
anti-glare ozellige sahip olmalidir.
properties.

12.21. The same brand of Bilgisayar ile birlikte ayni
wireless keyboard and marka kablosuz klavye ve
wireless mouse should kablosuz Mouse verilmelidir.
be given with the
computer.

12.22. The individual computer Teklil edilen bilgisayar ve

and monitor must have a
warranty period of at
least 3 years.

monitér en az 3 yil garanti
stiresine sahip olmalidir.

Item to be supplied description

Tedarik edilecek iiriin tanimi

Offered technical
specifications by the
Bidder shall be inserted in

English
Firma tarafindan teklif edilen
teknik  6zellikler ingilizce

olarak verilmelidir

Brand/Model //

. Marka/Model:
13. Data Center Security | veri Merkezi Giivenlik Yazilimi /
Software
13.1. All components that make Teklif edilecek Veri Merkezi

up the Data Center Security
Software to be offered will
be a single product from
the same manufacturer.
Even if it belongs to the
same manufacturer, it will
not be a solution created

Glivenlik Yazimini olusturan
tim bilesenler ayni lireticiye
ait tek bir lriin olacaktir. Ayni
reticiye dahi ait olsa farkl
driinlerin bir araya
getirilmesinden olusturulan bir
¢6ziim olmayacaktir.




by combining different
products.

13.2.

The Data Center Security
Software to be offered will
be capable of managing the
security policies of server
systems in physical, virtual,
and cloud environments
from a single point.

Teklif edilecek Veri Merkezi
Glivenlik Yazilimi fiziksel, sanal
ve bulut ortamdaki sunucu
sistemlerin glivenlik
politikalarini tek bir noktadan
yOnetebilecek ozellikte

olacaktir.

13.3.

The Data Center Security
Software to be offered
should be offered to license
10 servers.

Teklif edilecek Veri Merkezi
Glivenlik  Yazilmi 10 adet

sunucuyu lisanslayacak sekilde
teklif edilmelidir.

13.4.

The Data Center Security
Software to be offered will
consist of Central
Management System and
Operating system agent
applications.

Teklif edilecek Veri Merkezi
Glivenlik Merkezi
Yénetim Sistemi ve Isletim
sistemi ajan uygulamalarindan
olusacaktir.

Yazilimi

13.5.

The Data Center Security
Software to be offered will
be able to run on the
following operating system
platforms:

° Windows Server
2016 (64-bit)
° Windows Server

2012 or 2012 R2 (64-bit) —
Full Server or Server Core

° Windows Server
2008 R2 (64-bit)

. Windows Server
2008 (32-bit and 64-bit)

. Windows Server
2003 SP2 or higher (32-bit
and 64-bit)

. Windows 10 or 10
TH2 (32-bit and 64-bit)

. Windows 8.1 (32-bit
and 64-bit)

Teklif edilecek Veri Merkezi
Glivenlik  Yazihmi asagidaki
isletim sistemi platformlarinda
calisabilecektir:

e Windows Server 2016
(64-bit)

e  Windows Server 2012 or
2012 R2 (64-bit) — Full
Server ya da Server Core

e  Windows Server 2008 R2
(64-bit)

e Windows Server 2008
(32-bit ve 64-bit)

e Windows Server 2003
SP2 ya da daha yliksegi
(32-bit ve 64-bit)

e Windows 10 or 10 TH2
(32-bit ve 64-bit)

e Windows 8.1 (32-bit ve
64-bit)

e Windows 8 (32-bit ve 64-
bit)




. Windows 8 (32-bit
and 64-bit)

° Windows 7 (32-bit
and 64-bit)

° Windows XP (32-bit
and 64-bit)

. Hyper-V on Windows
2012 R2, 2012, 2008 R2, 8,
and 8.1

. Red Hat Enterprise
Linux 7 (32-bit and 64-bit)
. Red Hat Enterprise
Linux 6 (32-bit and 64-bit)
. Red Hat Enterprise
Linux 5 (32-bit and 64-bit)
° CentOS 7 (32-bit and
64-bit)

° CentOS 6 (32-bit and
64-bit)

° CentOS 5 (32-bit and
64-bit)

° Oracle Linux 7 (32-bit
and 64-bit)

° Oracle Linux 6 (32-bit
and 64-bit)

o Oracle Linux 5 (32-bit
and 64-bit)

° SUSE Enterprise
Linux 12 (64-bit)

° SUSE Enterprise
Linux 11 SP1, SP2, and SP3
(32-bit and 64-bit)

o CloudLinux 7 (32-bit
and 64-bit)

° CloudLinux 6 (32-bit
and 64-bit)

° Debian 7 (64-bit)

° Debian 8 (64-bit)

. Ubuntu 16.04 LTS
(64-bit)

. Ubuntu 14.04 LTS
(64-bit)

° Solaris 11, 11.2, or
11.3 (64-bit, SPARC, or x86)
. Solaris 10 Update 11
(64-bit, SPARC, or x86)

Windows 7 (32-bit ve 64-
bit)

Windows XP (32-bit ve
64-bit)

Hyper-V on Windows
2012 R2, 2012, 2008 R2,
8 vel8.1

Red Hat Enterprise Linux
7 (32-bit ve 64-bit)

Red Hat Enterprise Linux
6 (32-bit ve 64-bit)

Red Hat Enterprise Linux
5 (32-bit ve 64-bit)
CentOS 7 (32-bit ve 64-
bit)

CentOS 6 (32-bit ve 64-
bit)

CentOS 5 (32-bit ve 64-
bit)

Oracle Linux 7 (32-bit ve
64-bit)

Oracle Linux 6 (32-bit ve
64-bit)

Oracle Linux 5 (32-bit ve
64-bit)

SUSE Enterprise Linux 12
(64-bit)

SUSE Enterprise Linux 11
SP1, SP2, ve SP3 (32-bit
and 64-bit)

CloudLinux 7 (32-bit ve
64-bit)

CloudLinux 6 (32-bit ve
64-bit)

Debian 7 (64-bit)
Debian 8 (64-bit)
Ubuntu 16.04 LTS (64-
bit)

Ubuntu 14.04 LTS (64-
bit)

Solaris 11, 11.2, or 11.3
(64-bit, SPARC, ya da
x86)

Solaris 10 Update 11
(64-bit, SPARC, ya da
x86)




13.6. The Data Center Security Teklif edilecek Veri Merkezi
Software to be offered Guivenlik — Yazihmi  yiiksek
should support workingina erisilebilir mimaride ¢alismayi
highly accessible desteklemelidir.
architecture.

13.7. The Data Center Security Teklif edilecek Veri Merkezi
Software Central Glivenlik ~ Yazilmi  Merkezi
Management System to be Yoénetim Sistemi asagidaki
proposed must support isletim sistemleri lizerinde
working on the following calismayi desteklemelidir:
operating systems:

e Windows Server 2016
¢ Windows Server 2016 (64-Bit)
(64-bit) e Windows Server 2012
(64-Bit)
* Windows Server 2012 e  Windows Server 2012 R2
(64-bit) (64-Bit)
« Windows Server 2012 e Red Hal‘“ Enterprise Linux
R2 (64-bit) 7 (64-Bit)
e Red Hat Enterprise
Linux 7 (64-
bit)
13.8. The Data Center Security Teklif edilecek Veri Merkezi

Software to be proposed
should support working
with the following systems

as the Central
Management System
database.

e Oracle Database
12c,

* Microsoft SQL Server
2016

* Microsoft SQL Server
2014,

e Microsoft SQL Server
2012,

Merkezi
Yénetim Sistemi veritabani

Gilvenlik  Yazilimi

olarak asadidaki sistemler ile
calismayi desteklemelidir.

Oracle Database 12c,
Microsoft SQL Server 2016
Microsoft SQL Server 2014,
Microsoft SQL Server 2012,
Postgre SQL 9.6 (Core
Distribution & Amazon RDS)
Microsoft SQL RDS ya da
Oracle RDS




® Postgre SQL 9.6 (Core
Distribution & Amazon
RDS)

e Microsoft SQL RDS or
Oracle RDS

13.9. On the Data Center Teklif edilecek Veri Merkezi
Security Software to be Glivenlik ~ Yazihmi  lizerinde
offered, there will be saldiri  tespit ve dnleme,
intrusion detection and gtivenlik duvari, zararli yazilim
prevention, firewall, oénleme, web sitesi
malware prevention, glivenilirligi, biitiinliik
website reliability, integrity goézleme, kiitiik inceleme ve
monitoring, log inspection, uygulama kontrolii bilesenleri
and application control bulunacak, bu islevlerle ilgili
components, and all tim bilesenler teklif
components related to edilecektir.
these functions will be
offered.

13.10. The attack detection and Teklif edilecek Veri Merkezi
prevention component to Glivenlik ~ Yazihmi  lizerinde
be found on the Data bulunacak saldiri tespit ve
Center Security Software to o6nleme bileseni gelen ve giden
be proposed will be in an trafigi tarayabilecek ve derin
architecture that can scan paket inceleme (DPI)
incoming and outgoing calisabilecek mimaride
traffic and work with deep olacaktir.
packet inspection
(DPI).

13.11. Virtual Patch functionality Teklif edilecek Veri Merkezi

on Windows systems will
be supported by the
intrusion detection and
prevention module that
will serve on the proposed
Data Center  Security
Software When
necessary, modules
provided at network level
can be switched to
"monitoring" mode.

Glivenlik ~ Yazillmi  lizerinde
hizmet verecek olan saldin
tespit ve onleme modiilii
marifeti ile Windows sistemler
lizerinde Sanal Yama islevi
desteklenecektir. Gerektigi
durumlarda ag seviyesinde
saglanan modiiller “izleme”

moduna alinabilecektir.




13.12. The Data Center Security Teklif edilecek Veri Merkezi
Software to be offered will Gtlivenlik Yazilmi, sanal yama
include the virtual patch (host based IPS) o6zelligini
(host based IPS) feature. barindiracaktir. Sanal yama
With the virtual patch ozelligi ile sunucular lizerinde
feature, network bulunan ag zafiyetleri tespit
vulnerabilities on  the edilebilecek,  istege  bagh
servers can be detected, olarak manuel veya otomatik
and they can be turned off olarak kapatilabilecektir.
manually or automatically,
optionally.

13.13. The firewall component to Teklif edilecek Veri Merkezi
be found on the Data Giivenlik  Yazihmi  lizerinde
Center Security Software to bulunacak  olan  glivenlik
be proposed must be duvarr bileseni hizmet disi
capable of preventing birakma saldirilarini (DoS) ve
denial of service attacks kesif taramalarini engelleme
(DoS) and discovery yetenegine sahip olmalidir.
scans.

13.14. Integrity monitoring Teklif edilecek Veri Merkezi
component to be found on Glivenlik ~ Yazihmi  lzerinde
the proposed Data Center bulunacak biitiinliik gézleme
Security Software will be bileseni kritik isletim sistemi
able to monitor and report dosyalari,  dizinleri,  kayit
changes in critical defteri (registry) anahtar ve
operating system files, degerlerindeki  degisiklikleri
directories, registry keys, gercek zamanl izleyerek rapor
and values in real-time and edebilecek, alarm
generate alarms. retebilecektir.

13.15. The log analysis component Teklif edilecek Veri Merkezi
to be found on the Data Glivenlik  Yazillmi  lizerinde
Center Security Software to bulunacak  kiitiik inceleme
be proposed will be able to bileseni ¢alistigi isletim sistemi
monitor the log records lizerindeki isletim sistemi ve
and logs of the operating uygulamalara  ait  giinliik
system and applications on kayitlari ve kiitiikleri izleyerek
the operating system it is stipheli ~ durumlari rapor
running on, and report edebilecek, alarm
suspicious situations and Uretebilecektir.
generate alarms.

13.16. The Data Center Security Teklif edilecek Veri Merkezi

Software to be offered will

Gilvenlik  Yazilmi lreticinin




be able to access the
manufacturer's Global
Threat Intelligence service,
and with this service, it will
be able to make reputation
inquiries for web pages,
electronic mail resources,
and files.

Global  Tehdit Istihbarat
hizmetine erisebilecek, bu
hizmet sayesinde web
sayfalari, elektronik posta
kaynaklar1 ve dosyalar igin
sayginlik sorgulari

yapabilecektir.

13.17.

The Data Center Security
Software to be offered will
support integration with
the same manufacturer's
Detailed Analysis System
for Advanced Attacks. With
this integration, they will
be able to send suspicious
files for analysis. It will also
be able to block files and
URLs found as a result of
the analysis.

Teklif edilecek Veri Merkezi
ayni
reticinin Gelismis Saldirilar

Giivenlik Yazilimi,

icin Detayli Analiz Sistemi ile

entegrasyonu

destekleyecektir. Bu
entegrasyon ile stipheli
gordigiu dosyalari  analize
génderebilecektir. Ayrica

analiz sonucu bulunan dosya
ve URL leri bloklayabilecektir.

Item to be supplied description

Tedarik edilecek iiriin tanimi

Offered technical
specifications by the
Bidder shall be inserted in

English
Firma tarafindan teklif edilen
teknik  o6zellikler ingilizce

olarak verilmelidir

14. User Security Solution

Kullanici Giivenligi Co6ziimii

Brand/Model //
Marka/Model:

14.1. All  components to be Teklif edilecek tiim bilesenler
offered will belong to the ayni lreticiye ait olacaktir.
same
manufacturer.

14.2, The "User Security" Teklif  edilecek  “Kullanici

solution to be offered will
be offered for at least 15
end users.

Glivenligi” ¢6ziimi en az 15
son  kullanici  icin  teklif
edilecektir.




14.3. The Anti-malware Software Teklif edilecek Zararli Yazilim
to be offered must support Onleme  Yazilmi  asadida
the endpoint platforms listelenen u¢ nokta
listed below. platformlarini desteklemelidir.

¢ Windows 7 SP1 e Windows 7 SP1
. e Windows 8.1
e Windows 8.1 e  Windows 10
o Windows 10 e  Windows Server 2008R2
(64bit)
* Windows  Server e Windows Server 2012
2008R2 (64bit) (64bit)
¢ Windows Server 2012 ‘ Winc{ows server 2012K2
. (64bit)
(64bit) e Windows Server 2016
e Windows Server (64bit)
2012R2 (64bit) ° Windows Server 2019
(64bit)
e Windows Server 2016
(64bit)
e Windows Server 2019
(64bit)
14.4. The Anti-malware to be Teklif edilecek Zararli Yazilim

offered should support the
database platforms listed
below.

* Microsoft SQL Server
2008 Express SP2

* Microsoft SQL Server
2008

* Microsoft SQL Server
2008R2

* Microsoft SQL Server
2012

* Microsoft SQL Server
2014

* Microsoft SQL Server
2016 Express SP1

Onleme  Yazilmi  asadida
listelenen veritabani
platformlarini
desteklemektedir.

e  Microsoft SQL Server 2008
Express SP2

e  Microsoft SQL Server 2008

e Microsoft SQL Server
2008R2

e  Microsoft SQL Server 2012

e Microsoft SQL Server 2014

e  Microsoft SQL Server 2016
Express SP1

e Microsoft SQL Server 2016




* Microsoft SQL Server
2016

* Microsoft SQL Server
2016 SP1

e Microsoft SQL Server
2016 SP2

e Microsoft SQL Server
2017

e  Microsoft SQL Server 2016
SP1

e Microsoft SQL Server 2016
Sp2

e  Microsoft SQL Server 2017

14.5. The Anti-malware Teklif edilecek Zararli Yazilim
Management server to be Onleme  Yazilmi  yénetim
offered must be accessed sunucusuna Web ara
and managed through the ylziinden erisilmeli ve yonetim
Web interface. saglanabilmelidir.

14.6. The communication Teklif edilecek Zararli Yazilm

between the Malware Onleme  Yazihmi  yénetim
Prevention Software sunucusu ile son kullanici
management server to be sistemler (izerinde c¢alisacak
offered and the agent ajan  yazilmi  arasindaki
software to run on the iletisim  AES-256  sifreleme
end user systems must be standardinda  sifreli  olarak
encrypted in the AES-256 gergeklestirilebilmelidir.
encryption

standard.

14.7. The anti-malware software Teklif edilecek Zararli Yazilim
to be offered must be able Onleme  Yazilmi  lizerinde
to fully protect the calistigr isletim  sistemlerini
operating systems on virtis, truva at, worm ve
which it works against spyware lere karsi tam olarak
viruses, trojans, worms, koruyabilmeli ve  network
and spyware, and must be lizerinden  yayillan  zararli
able to provide full kodlara karsida tam koruma
protection against saglayabilmelidir.
malicious codes spreading
over the network.

14.8. The Malware Prevention Teklif edilecek Zararli Yazilm

Software to be offered will
monitor the suspicious file
encryption activities of
such malicious software on
client systems in order to

Onleme Yazilimi ransomware
tiriinde  zararli  yazilimlari
tespit etmek lizere, bu tip
istemci

zararlh  yazilimlarin

sistemler lizerindeki siipheli




detect ransomware type
malware and will be able to
stop these encryption
activities by quarantining

dosya sifreleme faaliyetlerini
izleyecek ve bu sifreleme
faaliyetlerini karantinaya
alarak ya da sonlandirarak

or terminating durdurabilecektir.
them.

14.9. The Malware Prevention Teklif edilecek Zararli Yazilm
Software to be offered will Onleme Yazihmi  éngériisel
be able to work with makine 6grenme ydntemi ile
predictive machine calisabilecek, viriis imzalarina
learning  method and ihtiyag  duymadan  zararh
detect malicious software yazilimlari tespit edebilecektir.
without the need for virus
signatures.

14.10. The Anti-malware Software Teklif edilecek Zararli Yazilim
to be offered should be Onleme Yazihmi rootkitlere
able to provide kernel-level karsi kernel  seviyesinde
protection against koruma saglayabilmelidir.
rootkits.

14.11. The Malware Prevention Teklif edilecek Zararli Yazilim
Software to be offered Onleme Yazilimi web
should provide a website tehditlerine  karsi  desktop
rating service that will seviyesinde koruma
provide desktop level saglayacak olan web sitesi
protection against web derecelendirme hizmet
threats. With this feature, alabilmesini saglamalidir. Bu
users should warn and ozellik ile kullanicilarin, zararl
block access before icerikli olan web sayfalarina
accessing web pages with erismeden énce uyarmali ve
harmful content. erisim engellemesi

saglamalidir.

14.12. In addition to malicious Teklif edilecek Zararli Yazilim

content sites that are
blocked by the proposed
Anti-Malware website
rating feature, system
administrators should be
able to create their own
allowed and banned
lists.

Onleme Yazilmi web sitesi
derecelendirme ozelliginin
icerikli
sistem

engelledigi  zararh
sitelere ek olarak,
ybneticileri, kendi izinli ve
yasakli listelerini
olusturabilmelidir.




14.13. The Malware Prevention Teklif edilecek Zararli Yazilim
Software to be offered Onleme Yazilimi ézellikle farkli
should contain signatures sikistirma metotlari ile kendini
and algorithms that can icine saklayan zararh kodlar
detect malicious codes, tespit edebilecek imzalari ve
especially with different algoritmalari icerisinde
compression barindirmalidir.
methods.

14.14. The Anti-malware Software Teklif edilecek Zararli Yazilim
to be offered must include Onleme  Yazihmi  stateful
a stateful firewall. ozellikli - bir giivenlik duvari

barindirmalidir.

14.15. The firewall on the Anti- Teklif edilecek Zararli Yazilim
malware to be offered Onleme  Yazihmi  lizerinde
should protect against DoS bulunan giivenlik duvari, DoS
attacks and Syn Flood ataklarina, Syn Flood
attacks. ataklarina  karsi  koruma

saglamalidir.

14.16. All settings made on the Teklif edilecek Zararli Yazilim
proposed  Anti-Malware Onleme  Yazihmi  lizerinde
Software should be backed yapilan tim ayarlar merkezi
up by the central ybnetim yazillmi  yolu ile
management software and yedeklenebilmeli ve
easily recycled from the gerektiginde kolayca daha
previously purchased 6nce alinmis yedekten geri
backup when déndiiriilebilmelidir.
necessary.

14.17. With the Malware Teklif edilecek Zararli Yazilim
Prevention Software to be Onleme Yazilimi ile herhangi
offered, in case of a virus bir virtis salgini durumunda ag
epidemic, shares and port lizerindeki paylasimlar ve port
access on the network erisimleri el ile yollanacak
should be closed with rules kurallarla  kapatilabilmelidir.
to be sent manually. Write Dosya ve klasér lizerindeki
rights on the file and folder yazma haklari
should be able to be turned kapatilabilmelidir.
off.

14.18. With the Anti-malware Teklif edilecek Zararli Yazilim

Software to be offered, all
virus, spyware and
software updates should

Onleme Yazilimi ile tiim viriis,
spyware ve yazihm
glincellemeleri merkezi olarak




be done centrally and can
be sent to clients remotely,

yapilmali ve istemcilere

uzaktan otomatik ve el ile

automatically and yollanabilmelidir.
manually.

14.19. | The Malware Prevention Teklif edilecek Zararli Yazilim
Software to be offered Onleme  Yazilmi  merkezi
should have the sunucunun internet baglantisi
infrastructure to ensure that olmasa dahi el ile indirilen
the manually downloaded glincelleme dosyalarinin
update files are applied to merkezi sunucuya
the central server even if the uygulanmasini saglayacak alt
central server does not have yapiya sahip olmalidir.
an internet
connection.

14.20. Anti-malware to be Teklif edilecek Zararli Yazilim
offered, mobile users Onleme Yazilimi mobil
should be able to keep their kullanicilar merkez ile
software under protection baglantilari olmadigi
with their roaming profile zamanlarda gezici profili ile
when they are not yazilimlari  koruma altinda
connected to the center. At olmaya devam
the same time, these users edebilmelilerdir. Ayni
should be able to make zamanda  bu  kullanicilar
updates via their internet merkezi ybénetim yazilimina
connection without the gerek kalmadan bulunduklari
need for central internet  baglantisi  yoluyla
management glincellemelerini
software. yapabilmelilerdir.

14.21. With the Anti-malware to Teklif edilecek Zararli Yazilim
be offered, POP3 e-mail Onleme Yazihmi ile POP3 e-
connections should also be posta badglantilari da zararli
able to be checked for yazilimlara karsi
malware. denetlenebilmelidir.

14.22, The Anti-malware Software Teklif edilecek Zararli Yazilim

to be offered should
constantly monitor the
activity on the computer
whenever a file is opened
or run, whenever any
changes are made to the
file (such as renaming,
storing, moving, or copying

Onleme  Yazilimi  bilgisayar
lizerindeki aktiviteyi herhangi
bir dosya agildiginda veya

calistirildiginda, dosyada
herhangi bir degisiklik
yapildiginda (veniden
isimlendirme, saklama, tasima
veya bir dizine veya bir




to a directory or a
directory) by looking at the

dizinden kopyalama gibi) viriis

imza tanimlarina  bakarak

virus signature devamli gézlemlemelidir.
definitions.

14.23. Anti-malware to be Teklif edilecek Zararli Yazilim
offered, the user will be Onleme Yazilimi kullanici usb
able to scan for viruses on disk, hard disk, COROM ve ag
usb disk, hard disk, stirticiileri  lzerinde  viriis
CDROM, and network taramasi yapabilecektir.
drives.

14.24. Anti-malware to be offered Teklif edilecek Zararli Yazilim
will provide external device Onleme Yazihmi  kullanicilar
usage policies for users. igin  harici aygit kullanim
There will be authorization politikalari saglayacaktir.
rules for users to authorize Kullanicilar icin  harici aygit
the use of external kullanim  yetkilendirilmesini
devices. saglayan yetki kurallari

mevcut olacaktir.

14.25. The Anti-malware Teklif edilecek Zararli Yazilim
Prevention Software to be Onleme  Yazilmi  sezgisel
offered will have heuristic tarama (heuristic scan)
scan feature. In this way, 6zelligine sahip olacaktir. Bu
files that do not have a sayede imzasi bulunmayan
signature but are ancak viriis olmasindan
suspected of being viruses stiphelenilen dosyalar
can be blocked. bloklanabilecektir.

14.26. The Anti-malware Software Teklif edilecek Zararli Yazilim
to be offered will also check Onleme Yaziimi sikistirilmis
for viruses in compressed (zip vb.) dosyalarda da viriis
(zip, etc.) files. denetimi yapacaktir.

14.27. The Anti-malware Software Teklif edilecek Zararli Yazilim
to be offered should Onleme Yaziimi  taramalar
support the definition of sirasinda istenilen dosya ve
exception rules so that the klasérlerin taranmamasi igin
desired files and folders are istisna kurallarinin
not scanned during tanimlanmasini
scans. desteklemelidir.

14.28. The Malware Prevention Teklif edilecek Zararli Yazilm

Software to be offered
should be able to alert the
system administrator via e-

Onleme Yaziimi herhangi bir
viriis salgini ya da ag lizerinde
yasanan zararl kod




mail if the threshold value
determined in any virus
outbreak or malicious code
attacks on the network is
exceeded.

saldirilarinda  belirlenen esik
degeri gecilmesi durumunda
sistem ybneticisini e-posta
yoluyla uyarabilmelidir.

14.29. The Anti-malware to be Teklif edilecek Zararli Yazilim
offered should provide Onleme  Yazihlmi  giivenlik
flexibility in  processor taramalari sirasinda islemci
(CPU) usage during security (CPU) kullanimi  konusunda
scans, and include esneklik saglamali, maksimum
maximum  usage level kullanim  diizeyi  ayarlarini
settings. iceresinde barindirmalidir.

14.30. Anti-Malware user Teklif edilecek Zararli Yazilim
components to be offered Onleme  Yazilmi  kullanici
must be able to be installed bilesenleri ~ MSI  paketleri
via MSI packages. MSI yoluyla kurulabilmelidir. MSI
packages should be able to paketleri degistirilebilmeli ve
be modified and recreated kurulum secenekleri ile
with installation yeniden yaratilabilmelidir.
options.

14.31. The Malware Prevention Teklif edilecek Zararli Yazilim
Software to be offered Onleme Yazilimi ile imajdan
should support the isletim sistemleri kurulumlarini
installations of operating desteklenmelidir.
systems from the
image.

14.32. The Anti-malware Software Teklif edilecek Zararli Yazilim
to be offered should Onleme Yaziimi herhangi bir
support the reverting to sorun aninda virlis glincelleme
previous versions of the dosyasinin ve zararl tarama
virus update file and the motorunun hem istemci hem
malware scanning engine, de sunucu tarafinda, bir énceki
both on the client and eski stiriimlerine geri
server side, in case of any doniilmesini  desteklemelidir.
problem. (Rollback) (Rollback)

14.33. Virus, system update, Teklif edilecek Zararli Yazilim

event log, instant virus
scanning, etc. on the Anti-

malware Management
software to be offered.
Event records of

Onleme  Yazihmi  yénetim
yazilimi lizerinde virlis, sistem
glincelleme, olay giinliigii,
anlik viriis tarama vb. bilgilere

ait olay kayitlari tutulmalidir.




information  should be
kept. The storage duration
of the event logs on the

Yénetim yazilimi lzerinde olay
kayitlarinin saklanma siiresi,
sistem yéneticisi tarafindan

management software belirlenebilmelidir.
should be determined by

the system

administrator.

14.34. The Anti-malware Teklif edilecek Zararli Yazilm
Prevention Software to be Onleme Yazilimi zaman araligi
offered will be verilerek  belirlenen glin
automatically deleted from asiminda  aktif  olmayan
the system if inactive istemciler  tespit  edildigi
clients are detected within takdirde  otomatik  olarak
the specified day-out sistemden silinmesi
period. saglanacaktir.

14.35. The Anti-malware to be Teklif edilecek Zararli Yazilim
offered should be able to Onleme Yazihmi, istemciler
alert the system lizerinde  zararl bulundugu
administrator via e-mail anda e-posta ve SNMP yoluyla
and SNMP as soon as they sistem ybneticisini
are found malicious on uyarabilmelidir.
clients .

14.36. It should be possible to Teklif edilecek Zararli Yazilim
specify how long the logs Onleme  Yaziimi  lizerinde
will remain in the system dretilen loglarin sistemde ne
on the Anti-malware kadar siire kalacagdi
Prevention Software to be belirtilebilmeli ve otomatik
offered, and optimize the silme islemi tanimlanarak log
log records by defining the kayitlari lizerinde
automatic deletion optimizasyon
process. saglanabilmelidir.

14.37. With the Malware Teklif edilecek Zararli Yazilim

Prevention Software to be
offered, the management
features of the software to
be installed on the clients
can be customized by the
system administrator
through the central
management software. The
removal of the software
from memory should be

Onleme Yazilimi ile istemcilere
yliklenecek yazilmlarin
ybnetim  ézellikleri merkezi
yénetim yazilimi yoluyla sistem
yoneticisi tarafindan
ozellestirilebilecektir. Yazilimin
hafizadan ctkarilmasi
engellenebilmeli, uninstall ile
sistemden kaldirilmasi  sifre
korumali olarak giivenlik altina




prevented, and its removal
from the system by
uninstall should be secured
with password protection.
The system administrator
should be able to block
access to the folders where
the client software s
installed, as well as to deny

alinabilmelidir. Sistem
yoOneticisi  isterse istemci
yaziminin kuruldugu
klasérlere erisimleri

engelleyebilecegi gibi kayit
defteri icindeki erisimlerini de
kesebilmelidir.

access within the
registry.

14.38. Malware Prevention Teklif edilecek Zararli Yazilim
Software to be requested Onleme Yaziimi Spyware ve
from the list of Spyware Grayware listesinden istenilen
and Grayware should be yazilimlar zararsiz olarak kabul
considered as harmless and edilip ayristirilabilmelidir.
separated.

14.39. The Anti-malware Software Teklif edilecek Zararli Yazilim
to be offered must support Onleme Yazilmi proxy
receiving  updates via tizerinden gtincellemeleri
proxy. almayi desteklemelidir.

14.40. Support the remote Teklif edilecek Zararli Yazilim
removal of agents located Onleme Yazilimi ile u¢ noktalar
on endpoints with the Anti- lizerinden bulunan ajanlarin
malware Software to be uzaktan kaldiriimasini
offered. desteklemelidir.

14.41. The infected files Teklif edilecek Zararli Yazilim
quarantined with the Anti- Onleme Yazilmi ile
malware Prevention karantinaya alinan  virlslii
Software to be offered dosyalar sifrelenerek
should be encrypted and saklanmalidir.
stored.

14.42. More than one update Teklif edilecek Zararli Yazilim

source for the Anti-
malware Software to be
offered must be defined
within the network. For
this, an end-user computer
with Malware Prevention
Software agent installed on
it should be used, and a

Onleme Yazilimi igin birden
fazla giincelleme kaynagi ag
igcinde tanimlanabilmelidir.
Bunun igin lizerinde Zararli
Yaziim Onleme Yazilimi ajani
yiklii  bir  son  kullanici
bilgisayari kullanilabilmeli, bu




separate computer should
not be required for this
feature.

ozellik igin ayri bir bilgisayar
ihtiyaci olmamalidir.

14.43. Anti-malware to be offered Teklif edilecek Zararli Yazilim
should be integrated into Onleme Yazilimi gerektiginde
the central product ayni dreticinin merkezi (iriin
management software of ybnetim yazilmina entegre
the same manufacturer as olmalidir.
required.

14.44. 17.44. The Malware Teklif edilecek Zararli Yazilim
Prevention Software to be Onleme  Yaziimi  merkezi
offered should be able to ybnetim  yazilmi  yoluyla
start time-dependent and istemciler lizerinde zamana
instant scans on clients and bagl ve anlk taramalar
monitor  their  results baslatilip sonuglari
through the central izlenebilmelidir.
management
software.

14.45. The Anti-malware Software Teklif edilecek Zararli Yazilim
to be offered should scan Onleme Yazilimi tek noktadan
the entire network from a tim adgi tarayarak antiviriis
single point, detect clients yazillmi  kurulu  olan ve
with and without antivirus olmayan istemcileri  tespit
software installed, and etmeli, kurulu olmayan
support the installation of istemcilere antiviriis ajaninin
an antivirus agent on kurulmasini desteklemelidir.
clients that are not
installed.

14.46. The Malware Prevention Teklif edilecek Zararli Yazilim

Software to be offered
should support the
monitoring method such as
changing  the  system
registry keys, changing the
host file, installing a new
service, and changing
existing services within the
pre-determined policies by
monitoring the changes
made by the software that
can be run on the client,
and these monitoring

Onleme Yazilimi istemci
tizerinde ¢alistirilabilecek olan

yazilmlarin  sistem lizerinde

yapacaklari degisiklikleri
izleyerek daha onceden
belirlenecek politikalar

dahilinde sistem kayit defteri
anahtarlarinin  degistirilmesi,
host dosyasinin degistirilmesi,
yeni bir servis yliklenmesi ve
var olan servislerin
degistiriimesi  gibi  izleme
metodunu desteklemeli ve bu




settings should be edited
separately for a specific

izleme ayarlari tim sistem,
belirli bir grup veya tek bir

group or a single istemci icin ayri ayri
client. diizenlenebilmelidir.

14.47. The Malware Prevention Teklif edilecek Zararli Yazilm
Software to be offered will Onleme Yazilimi ayni iireticiye
be able to receive malicious ait Gelismis Saldirilar igin
URL, Domain, IP, and Hash Detayli Analiz Sistemi
information detected by tarafindan tespit edilen zararli
the Detailed Analysis URL, Domain, IP ve Hash bilgisi
System  for  Advanced glincelleme olarak alabilecek
Attacks belonging to the ve istemciler ile
same manufacturer as an paylasabilecektir.
update and share it with
clients.

14.48. The Malware Prevention Teklif edilecek Zararli Yazilim
Software to be offered will Onleme Yazilimi ayni iireticiye
be able to receive the SHA- ait Gelismis Saldirilar igin
1 control summary Detayli Analiz Sistemi
information of the tarafindan tespit edilen zararli
malicious software yazilimlarin, siipheli dosyalarin
detected by the Detailed SHA-1 kontrol 6zeti bilgilerini
Analysis System for Glivenlik  Yénetim  Yazimi
Advanced Attacks lizerinden giincelleme olarak
belonging to the same alabilecek ve bu zararh
manufacturer as an update yazilimlari, siipheli dosyalari
over the Security bulastigi istemciler (izerinden
Management Software, temizleyebilecektir.
and will be able to clean
these malicious software
through  the infected
clients.

14.49. The Malware Prevention Teklif edilecek Zararli Yazilim

Software to be offered will
be able to send suspicious
files extracted from USB, e-
mail and web pages to the
Detailed Analysis System
for Advanced Attacks of the
same manufacturer,
regardless of whether the
client is in or out of the

Onleme Yazilimi ayni iireticiye
ait Gelismis Saldirilar igin
Detayli  Analiz  Sistemi’ne
istemcinin kurum icinde ya da
kurum disinda olmasindan
bagimsiz olarak USB, eposta ve
web sayfalarindan ¢ekilmis
olan siipheli dosyalari detayh




institution, for detailed analiz amaci ile
analysis. goénderebilecektir.

14.50. Proposed Anti-Malware Teklif edilecek Zararli Yazilim
Software will be able to Onleme Yazilimi olay
transmit event logs to a kayitlarini  syslog araciligiyla
SIEM solution via bir SIEM ¢6ziimiine
syslog. iletebilecektir.

14.51. Different administrator Teklif edilecek Zararli Yazilim
roles should be defined on Onleme Yazilimi iizerinde farkli
the Anti-malware ybnetici rolleri
Prevention Software to be tanimlanabilmeli ve bu
offered, and these users kullanicilar istenilirse Active
should be able to be pulled Directory lzerinden ¢ekilip
from Active Directory if kullanilabilmelidir.
desired.

14.52. The Malware Prevention Teklif edilecek Zararli Yazilim
Software to be offered Onleme Yazilimi hazir rapor
should be able to quickly sablonlari ile hizli bir sekilde
generate detailed reports baglh bulunan glivenlik
of the connected security yazilimlarina ait  detayh
software with ready report raporlar lretebilmelidir.
templates.

14.53. Anti-malware to be offered Teklif edilecek Zararli Yazilim
will provide external device Onleme Yazihmi kullanicilar
usage policies for users. icin  harici aygit kullanim
There will be authorization politikalari saglayacaktir.
rules for users to authorize Kullanicilar igin harici aygit
the use of external kullanim  yetkilendirilmesini
devices. saglayan yetki kurallari

mevcut olacaktir.

14.54. Special reports will be Teklif edilecek Zararli Yazilim
provided in the Anti- Onleme  Yazilminda  ézel
malware Prevention raporlar alinmasi
Software to be saglanacaktir.
offered.

14.55. The Malware Prevention Teklif edilecek Zararli Yazilim

Software to be offered will
be able to generate reports
in  pdf, docx , xlsx
formats.

Onleme Yaziimi pdf,docx,xlsx
formatlarinda rapor
liretebilecektir.




14.56.

Reports created with the
Anti-malware Prevention
Software to be offered
should be able to be
generated automatically
depending on time.

Teklif edilecek Zararli Yazilm
Onleme Yazilimi ile olusturulan
raporlar zamana bagh olarak
otomatik tiretilebilmelidir.

14.57.

The Malware Prevention
Software to be offered
should be able to transmit
the automatically
generated reports to
predetermined people by
e-mail.

Teklif edilecek Zararli Yazilm
Onleme  Yazilmi  otomatik
olusturulan raporlari e-posta
ile daha énceden belirlenmis
kisilere iletebilmelidir.

14.58.

The Anti-malware Software
to be offered must have
integrated data loss
prevention (DLP)
capability.

e The data loss
prevention system
on the Anti-

malware to be

offered should
have predefined
data identifiers and
templates and
allow the
identification  of
organization-
specific identifiers
and templates.

e The data loss

prevention system

on the proposed

Teklif edilecek Zararli Yazilm
Onleme Yazilimi biitiinlesmis
veri kaybi 6nleme ézelligine
(DLP) sahip olmalidir.

e Teklif edilecek Zararli

Yazilim Onleme
Yazilimi lizerinde
bulunan veri kaybi
O6nleme sistemi 06n
tanimli veri
belirleyicileri ve
sablonlara sahip

olmali ve kuruma 6zel
belirleyici ve
sablonlarin
tanimlanmasina
olanak tanimalidir.

e Teklif edilecek Zararli
Yazilim Onleme

lizerinde

kaybi

Yazilimi
bulunan veri

onleme sistemi 6n




Anti-Malware
Software should be
able to control
access to certain
applications and
file types by
default, and should
be able to do this
by recognizing the
actual file type
regardless of the
file extension type.
It should allow
specific definitions
for the institution
to be made when
necessary.

There must be a
device control
feature on the data
loss prevention
system on the Anti-
malware
Prevention
Software to be
offered. With this
feature, data
traveling from the
client to different
devices should be
blocked, allowed

or recorded

tanimli olarak belirli
uygulama ve dosya
tiplerine erisimi
denetleyebilmeli, bu
islemi dosya uzantisi
tipinden bagimsiz
olarak gercek dosya
tipini taniyarak
yapabilmelidir.

Gerektiginde kuruma
6zel tanimlamalarin
yapilmasina  olanak
saglamalidir.

Teklif edilecek Zararl
Yazilim Onleme
Yazilimi lizerinde
bulunan veri kaybi
o6nleme sistemi
tizerinde cihaz kontrol
ozelligi  bulunmalidir.
Bu ozellik ile
istemciden farkli
cihazlara dogru giden
veriler uygulanan
kurallara gore
engellenebilmeli, izin
verilebilmeli ya da
kayit altina
alinabilmelidir.

Teklif edilecek Zararl
Yazilim Onleme

Yazilimi lizerinde




according to the
rules applied.

The data loss
prevention system
on the Anti-
malware
Prevention

Software to be

offered must
support the
following data

output channels.

¢ Email Clients
o FTP
e HTTP and HTTPS

o Instant
communication
applications
(Instant Messaging)

e SMB protocol
e Webmail

e C(Cloud storage
services

e CD/DVD

® P2P applications
¢ PGP encryption
e Printer

e External data
storage

e ActiveSync

J Windows
Clipboard

bulunan veri kaybi
onleme sistemi
asagida belirtilen veri
cikis kanallarini

desteklemelidir.

° Email Clients

° FTP

° HTTP ve HTTPS

° Anlik
haberlesme
uygulamalari
(Instant
Messaging)

° SMB protokolii

° Webmail

° Bulut depolama
servisleri

° CD/DVD

. P2p
uygulamalari

° PGP sifreleme

° Printer

° Harici veri
depolama

° ActiveSync

° Windows
Clipboard




14.59. The Malware Prevention Teklif edilecek Zararli Yazilm
Software to be offered will Onleme Yazilminda saldiri
have an intrusion detection tespit ve engelleme o&zelligi
and prevention feature (HIPS)  ve  sifirnci  glin
(HIPS) and a virtual ataklarina karsi sanal yama
patching feature against yapma 6zelligi bulunacaktir.
zero-day attacks.

14.60. The Anti-malware to be Teklif edilecek Zararli Yazilm
offered will have an Onleme Yaziiminda uygulama
application control kontrolii 6zelligi bulunacaktir:
feature:

14.61. With  the  "lockdown" Teklif edilecek Zararli Yazilim
feature in the application Onleme Yaziliminda bulunan
control in the Malware uygulama kontroliinde
Prevention Software to be “lockdown” ozelligi ile
offered, it will be able to kullanicinin mevcut
learn the user's current envanterini 6grenip sadece
inventory and only allow onlara izin vererek, yeni
them to prevent new uygulamalarin calismasini
applications from engelleyebilecektir.
running.

14.62. Whitelist-blacklist rules can Teklif edilecek Zararli Yazilim
be created in  the Onleme Yazilminda bulunan
application control in the uygulama kontroliinde
Anti-malware Prevention whitelist-blacklist kurallar
Software to be olusturulabilecektir.
offered.

14.63. In the application control in Teklif edilecek Zararli Yazilim
the Malware Prevention Onleme Yazilminda bulunan
Software to be offered, uygulama kontroliinde
blocking / allowing rules uygulamalarin HASH
can be written according to bilgilerine gére bloklama/izin
the HASH information of verme kurallar yazilabilecektir.
the applications.

14.64. The application control Teklif edilecek Zararli Yazilim

included in the Anti-
malware Prevention
Software to be offered can
only work in logging mode

Onleme Yazilminda bulunan

uygulama kontrolii sadece
loglama modunda
calisabilecektir.




Item to be supplied description

Tedarik edilecek iiriin tanimi

Offered technical
specifications by the
Bidder shall be inserted in
English

Firma tarafindan teklif edilen
teknik  o6zellikler ingilizce
olarak verilmelidir

Brand/Model //

15. Uninterruptable Power | kesintisiz Gii¢ Kaynadi Marka/Model:
Supply

15.1. Bidding manufacturers Teklif veren liretici kuruluslar
must certify that they have Uluslararasi 1SO 9001-14001
the international ISO 9001- ve CE standardina sahip
14001 and CE olduklarini belgelemelidirler.
standard.

15.2. In order not to affect Bilgisayar ve hassas elektronik
computers and sensitive sistemlerin etkilenmemesi
electronic systems, it must bakimindan, elektromanyetik
comply with the EN 62040- etkileri minumuma indiren EN
2 (EMC) standard, which 62040-2 (EMC) standardina ve
minimizes electromagnetic glivenlik maddelerini iceren EN
effects, and the EN 62040-1 62040-1 standardina uygun
standard, which includes olmalidir
safety items.

15.3. The offered product should Teklif edilen riin
be available in tower type istenildiginde ~ tower tip,
and rack type when istenildiginde ise rack tipi
desired. kullanilabilmelidir.

15.4. The company must provide Firma KGK’ larin  teslimi
the user manual and the aninda, herbir KGK igin ayn
service manual for ayri olmak lizere, kullanici el
maintenance and repair, kitabini ve bakim onarim igin
written in Turkish servis el kitabini, Tiirkge dilinde
language, free of charge, at matbaa harfleriyle yazilmis
the time of delivery of the halde licretsiz olarak
UPSs, separately for each vermelidir.

UPS.
15.5. The UPSs will be an original KGK “lar imalat¢inin orijinal

model of the

seri  imalati  bir  model




manufacturer's mass
production. There will be
no broken, cracked,
scratched, paint defect, or
deformed parts and will not
be used.

olacaktirKirik, ¢atlak, ¢izik,
boya hatasi ve deformasyona
ugramis hicbir pargasi
bulunmayacak, kullaniimis

olmayacaktir.

15.6. State-of-the-art materials KGK’ larin imalatinda son
and elements should be teknoloji riinii malzeme ve
used in the manufacture of elemanlar kullaniimalidir.
UPSs.

15.7. All materials to be used in KGK ‘larin montajinda
the assembly of UPSs must kullanilacak tiim malzemeler
comply with TSE or TSE veya uluslararasi
international standartlara uygun olmalidir.
standards.

15.8. Must have SNMP SNMP modiilii olmalidir.
module.

15.9. It should be able to be Istenildiginde Grafik ekranli
monitored with the Uzaktan izleme Paneli ile de
Graphic Screen Remote izlenebilmelidir.

Monitoring Panel when
desired.

15.10. Optionally, the MODBUS Opsiyonel olarak  MODBUS
system must be sistemi uyumlu olmalidir.
compatible.

15.11. The Uninterruptible Power Teklif edilen Kesintisiz Gli¢
Supplies offered must be Kaynaklari  online  olarak
designed online and with tasarlanmis ve DSP Kontollii
DSP Control. olmalidir.

15.12. The UPS must have a Boost KGK Boost sarj sistemine sahip
charging system. olmalidir.

15.13. UPSs should give the KGK’lar, Teknik sartname de
output power in kVA clearly kVA cinsinden verilen ¢ikis
and continuously in the gliciinii net ve siirekli olarak
Technical vermelidir.
specification.

15.14. UPS's; It should consist of KGK ‘lar; Redresér, Invertér,

rectifier, inverter, battery
charger, static and manual

Akl sarjorii, Statik ve Manuel




by-pass switch main By-pass Salteri ana
units. Unitelerinden olusmalidir.

15.15. The rectifier must have Redresér  IPM  teknolojisi
been manufactured using kullanilarak dretilmis
IPM  technology. While olmalidir. invertér icin gerekli
providing the necessary DC DC gerilimi saglarken ayni
voltage for the inverter, it zamanda akiileri de sarj
should also be able to edebilmelidir.
charge the
batteries.

15.16. The inverter must be invertér,  IGBT  teknolojisi
manufactured using IGBT kullanilarak  imal  edilmis
technology and  must olmalidir ve redresérden yada
continuously feed the load akii gurubundan aldigi DC
by converting the DC enerjiyi AC enerjiye cevirerek,
energy received from the siirekli olarak ylikii
rectifier or battery pack beslemelidir. Invertér,
into AC energy. The senkronizasyon
inverter should operate parametrelerinde belirtilen
synchronously with the grid sinirlar icinde sebekeye
within the limits specified senkron ¢alismalidir. invertér
in  the synchronization arizasinda veya asiri  ylik
parameters. In case of durumunda, yiik beslemesinde
inverter failure or overload, kesinti olmaksizin ylikii
it should transfer the load sebekeye aktarmalidir.
to the grid without
interruption in the load
supply.

15.17. The battery pack must Sebekenin  kesildigi  veya

provide the necessary DC
energy to the inverter in
case the mains fails or the
grid goes out of the
specified tolerance. In case
the network returns or
returns within limits, the
rectifier should
automatically supply DC
energy and the battery
charger should start
charging  the battery

group.

sebekenin belirtilen tolerans
disina ¢cikmasi durumunda akii
grubu invertere gerekli DC
enerjiyi saglamalidir.
Sebekenin geri gelmesi veya
limitler icine dénmesi
durumunda, redresér
otomatik olarak DC enerjiyi
saglamali, aki sarjorii  akii
grubunu sarj etmeye
baslamalidir.




15.18. In order to save energy in Teklif edilen Kesintisiz gli¢
the proposed kaynaklarinda enerji tasarrufu
uninterruptible power amaciyla  opsiyonel olarak
supplies, economical ekonomik c¢calisma modu (
operating mode (Ecomode) Ecomode ) olmalidir.
should be optional.

15.19. In case of failure, the UPS Ariza durumunda, arizanin
should be able to disable yerine ve mahiyetine gore KGK
itself depending on the kendisini devre disi
location and nature of the birakabilmelidir. Arizalar KGK
failure. The faults should be lizerindeki panelden isikli LED
visible on the panel on the ‘lerle veya LCD panel (izerinden
UPS with the illuminated goriilebilmelidir.

LEDs or on the LCD
panel.

15.20. 128 historical events and Geg¢mise yénelik 128 adet olay
5000 alarms must be able ve 5000 alarmi hafizada
to be kept in the tutulabilmelidir.
memory.

15.21. There should also be a Bakim islemlerinde kolaylik
manual by-pass unit in saglamasi  amaciyla ayrica
order to facilitate manuel by-pass lnitesi de
maintenance bulunmalidir.
operations.

15.22. In order to facilitate Bakim/onarimin
maintenance / repair and kolaylastirilmasi  ve  bakim
minimize maintenance stiresinin ~ asgari  seviyeye
time, UPS's microprocessor indirilmesi amaciyla KGK’larin
circuits and circuit boards mikroislemci devreleri ile devre
should be in easily kartlari  kolay  ulasilabilir
accessible locations and in yerlerde ve ariza durumunda
a replaceable manner in degistirilebilir sekilde
case of olmalidir.
malfunction.

15.23. UPS must be working in KGK’ en az 4 adete kadar
parallel at least up to 4 parelel ¢alisiyor olmak
units. zorundadir.

15.24. The technical service has to Teknik servisin egitim
present the training sertifikalarini  teklif ekinde

sunmak zorundadir.




certificates in the offer
attachment.

15.25. Input characteristics Giris karakteristikleri
e Input Voltage and e Giris Gerilim ve Toleransi
Tolerance : 220VAC :220VAC(1FAZ, N) £ %20
(1Phase N) + 20% e Giris Frekansi ve Toleransi
:40-65Hz
* Input Frequency and e By-Pass Gerilimi ve
Tolerance : 40-65hz Toleransi :2201 faz + %10
« Bypass voltage and e Sistem Giris Gii¢ Faktorii
) :0,99
Tolerance : the first phase .
290 + 10% e Giris Akim THD
e <%5
e System Input Power
Factor : 0.99
e Input Current THD : <5%
15.26. Output Characteristics Cikis Karakteristikleri

e Output Power : 15 kVA
e Power Kw : 10.5 kW

e OQutput Waveform
sinusoidal

¢ Output Voltage : 220 VAC

¢ Qutput Voltage Tolerance
t+/-1%

e Qutput Power Factor : 0.7
e Qutput Frequency : 50 Hz

o Output Frequency
Tolerance : +/-% 0.2

e Efficiency at 100% load :>
92%

e Crest Factor:3:1

¢ Overload : 10 minutes at
100-125% load.

e QOutput Voltage at Linear
Load : <3%

e (ikis Giicli
:15 kVA
e Glic Kw
:10.5 kW
e Cikis Dalga Sekli
: Sinusoidal
e (Cikis Gerilimi
: 220 VAC
e (Cikis Gerilim Toleransi
s +/- %1
e Cikis Gli¢c Faktorii
20,7
e (ikis Frekansi
: 50 Hz
e (Cikis Frekans Toleransi
:+/-%0.2
e Verim %100 ylikte
1 >%92
e C(Crest Faktori
0 3:1
o Asiri Yiik
: %100-125 yiikte 10 dk.
e (ikis Gerilimi Lineer Yiikte
1< %3
o Akustik Giirdiltii
:<50dba




¢ Acoustic Noise : <50 dBA

15.27. It must be in a structure Sebekeden aldigi  bir fazl
that can keep the battery alternatif  gerilimi  reglile
group in float charge while edilmis dogru gerilime
feeding the inverter at full cevirerek invertori tam yiikte
load by converting the one- beslerken akdi grubunu
phase alternating voltage tampon sarjda tutabilecek
received from the network yapida olmalidir.
to the regulated correct
voltage.

15.28. The rectifier must have soft Redresér soft start ézelligine
start feature. The current sahip olmaldir. Soft start
drawn during soft start esnasinda ¢ekilen akim cihazin
should not be more than anma akimindan fazla
the rated current of the olmamalidir. Giris geriliminin
device. Even if the input cok kisa siireli kesilmesinde
voltage is cut for a very dahi (dogrultucu DC barasinin
short time (the situation tamamen sifira  erismedigi
where the rectifier DC bus durum) soft start O&zelligine
does not reach zero uygun akim cekmelidir.
completely), it should draw
current in accordance with
the soft start
feature.

15.29. In case of mains power cut, Sebeke enerjisinin

input voltage and
frequency out of specified
tolerance values, and in
cases such as phase cut, the
rectifier will be
automatically deactivated
and the inverter will be fed
through the battery . In
case the appropriate
voltage and frequency to
be provided from the
network or generator is
restored, the rectifier will
automatically  re-engage
and feed the
inverter.

kesilmesinde, giris gerilim ve
frekansinin belirtilen tolerans
degerleri disina ¢itkmasinda ve
faz kesilmesi gibi durumlarda
redresér  otomatik  olarak
devreden cikacak, invertér akii
tizerinden beslenecektir.
Sebeke veya jeneratérden
saglanacak uygun gerilim ve
frekansin yeniden saglanmasi
durumunda redresér otomatik
olarak tekrar devreye girerek

invertorii besleyecektir.




15.30. In order to prevent the Akii  hiicrelerinin asiri  sarj
battery cells from being akimi ile  hasarlanmasinin
damaged by excessive 6nlenmesi  amaciyla,  sarj
charging current, there will kartinda  akim  sinirlama
be a current limiting circuit devresi bulunacaktir.
on the charge card.

15.31. Designed using IPM IPM  teknolojisi  kullanilarak
technology, the inverter tasarlanan invertér, redresér
must transfer the DC veya akii grubundan gelen DC
voltage from the rectifier or gerilimi regiileli ve her tiirlii
battery pack to a regulated glrtltiden arindirilmis bir AC
and noise-free AC voltage gerilime  ¢evirerek  statik
and transfer it to the static transfer devresine
transfer circuit. aktarmalidir.

15.32. The inverter should be Invertér siirekli olarak devrede
manufactured as kalacak sekilde mikro islemci
microprocessor controlled kontrollu olarak imal edilmis
so that it will be olmalidir.
continuously on.

15.33. Output voltage should not Cikis gerilimi +/- %1 ve frekansi
exceed +/- 1% and +/- %0.2 (Akiiden c¢alisma)
frequency +/- 0.2 % tolerans sinirlarini
(battery operation) asmamalidir.
tolerance limits.

15.34. The dynamic tolerance of Cikis  geriliminin ~ dinamik
the output voltage should toleransi +/- %5 i
not exceed +/- 5%. (At| asmamalidir. (% 100 yiik
100% load impulse) This darbesinde) Bu tolerans en ¢ok
tolerance should be set to £ 20 msn'de + % 2 sinirlarina
2% within 20 ms at the cekilmelidir.
most.

15.35. Total harmonic amount of Tam yiikte ¢ikis gerilimi toplam
output voltage at full load harmonik  miktar;,  lineer
should not exceed 3% in yiiklerde % 3’lU, bilgisayar
linear loads and 5% in yliklerinde (CF: 3:1) %5 ‘i
computer loads  (CF: gecmemelidir.

3:1).
15.36. The inverter output must Invertér cikisi kisa devrelere

be protected against short
circuits.

karsi korunmus olmalidir.




15.37. The inverter must have an Invertérde asir1 1si koruma
overheat protection devresi bulunmalidir.
circuit.

15.38. It must be an electronically Yari iletkenlerden meydana
controlled semiconductor gelen elektronik kontrollii yar
switch consisting of semi- iletken bir salter olmali ve KGK
conductors and feed the nmin normal  ¢alismasi
load from the inverter in durumunda yiikii invertérden
the normal operation of beslemelidir. Asiri yiikte, kisa
the UPS. In case of devre durumunda veya
overload, short circuit, or a invertérde bir ariza meydana
failure in the inverter, the geldiginde ylikii enerji kesintisi
load should be transferred olmaksizin  sebekeye yada
to the network or auxiliary yardimci kaynaga
source without power cut. aktarmalidir. Invertér de ariza
If the inverter also fails, it gecmis ise  yliiki  tekrar
must transfer the load back invertére aktarmalidir.
to the inverter. If it is out of Belirlenen  tolerans degeri
the specified tolerance disinda ise sebekeye transfer
value, it should not transfer islemini gerceklestirmemelidir.
to the network.

15.39. As long as the grid is within Sebeke verilen tolerans
the given tolerance limits, it sinirlari iginde oldugu stirece
should be able to perform invertér ¢ikisi ile aralarinda
automatic synchronization otomatik senkranizasyon ve
and phase locking with the | faz kilitlenmesi yapabilmelidir.
inverter output. Otherwise, Aksi durumda invertér kendi
the inverter should be dahili osilatériine
locked to its internal kilitlenmelidir.
oscillator.

15.40. From the LEDs on the front UPS 6n panelindeki ledler veya
panel of the UPS or the LCD LCD ekrandan, sebeke ile
screen, it should be invertor ¢ikisinin senkron olup
possible to learn whether olmadigini, senkron limit disi
the mains and the inverter durumunu ve asiri  ylik
output are synchronous , durumunu 6grenilebilmelidir.
synchronous  out-of-limit
status and overload
status.

15.41. Static  transfer  circuit Statik transfer devresi
should be able to belirtilen  sartlarda sebeke
automatically select the veya invertér secimini




network or inverter under
specified conditions. In
synchronous operation, the

otomatik olarak

yapabilmelidir. Senkron

calismada, invertor ile sebeke

transfer between the arasindaki transfer kesintisiz
inverter and the grid should yapilabilmelidir.

be possible without

interruption.

15.42. When the UPS is requested Bakim, onarim veya baska
to be disabled for sebeplerle KGK ‘ nin devre disi
maintenance, repair, or birakilmasi istenildiginde yliki
other reasons, it should sebekeye  yada  yardimci
transfer the load to the kaynada kesintisiz
network or auxiliary source aktarmalidir.
without
interruption.

15.43. When this switch is ON, Bu salter ON durumunda iken
there should be no voltage KGK kabini icerisinde giris
at any point in the UPS terminallerinin disinda higbir
cabinet other than the noktada gerilim
input terminals. bulunmamalilidr.

15.44. When 220/380 V, 50 Hz 220/380 V, 50 Hz sebeke
mains power is cut or when enerjisi  kesildiginde  yada
the specified tolerance belirtilen tolerans bandinin
band is exceeded, the UPS disina ¢ikildiginda KGK  cift
should continue to supply polariteli akii grubundan ylikii
the load from the dual beslemeye devam etmelidir.
polarity battery group. It Beslenecek sistemi tam ylikte
should feed the system to 15 dk siireyle beslemelidir. Akii
be fed for 15 minutes at full grubundan beslemeye geciste,
load. No interruption cikista herhangi bir kesinti
should be felt in the output hissedilmemelidir.
from the battery group to
supply.

15.45. Batteries; completely Akiiler;  tamamen  kapali,
closed, maintenance-free, bakim gerektirmeyen
dry type, stationary (maintenance- free), kuru Tip,

(suitable for being under
continuous charging)
rechargeable, must have a
life expectancy of at least 5
years.

stasyoner (siirekli sarj altinda
kalmaya elverisli) sarj
edilebilen, en az 5 yil 6miir
beklentili olmalidir.




15.46. Information such as battery Kullanilan akii kapasitesi , akii
capacity used, battery sarj voltaji ve akimi gibi
charge voltage, and current bilgilerin  cihazin lizerindeki
should be monitored on LCD panelden ve yazilimdan
the LCD panel on the device izlenebilmelidir.
and from the
software.

15.47. Batteries necessary for the Sistemin bakimi icin
maintenance of the UPS gerektiginde akiileri KGK ‘dan
System ' from separating ayiran anahtarlama  sistemi
switching system will be bulunacaktir.  Bu durumda
found. In this state, the UPS iken KGK akiistiz olarak
should continue to perform |  fonksiyonlarini yerine
its functions without a getirmeye devam etmelidir.
battery.

15.48. The calculation of the Akl grubunun hesabi hiicre
battery group should be basina diisen maksimum gli¢
made using the maximum yéntemiyle yapilmalidir.
power per cell
method.

15.49. Battery connection parts Akl baglanti parcalari izoleli
will be insulated and not ve gévdeye temas etmeyecek
touch the body. sekilde olacaktir. Bloklar arasi
Connections between baglantilar esnek malzemeden
blocks should be made of yapiimalidir.
flexible material.

15.50. Rectifier, Bypass inputs, Sistemde Dogrultucu, Bypass
and Inverter output must girisleri ve Evirici ¢ikisi salter
be protected with a veya sigorta ile korunmalidir.
breaker or fuse in the
system.

15.51. The inverter must be Asiri yiik ve kisa devreye karsi
electronically  protected evirici elektronik olarak
against overload and short korunmalidir.
circuits.

15.52. The system must have Sistem, akii asiri sarj ve desarj

battery overcharge and
discharge
protection.

korumasina sahip olmalidir.




15.53.

The system must have
over-heat
protection.

Sistem asiri 1s1 korumasina
sahip olmalidir.

15.54.

The user should be able to
access information about
the operation of the system
through the control panel
of the UPS or the LCD
screen. In addition, there
should be a sound warning
that can be silenced in case
of failure or power
failure.

KGK’ nin kontrol paneli veya
LCD ekran lizerinden, kullanici
sistemin c¢alismasi ile ilgili
bilgilere ulasabilmelidir. Ayrica
ariza veya elektrik kesintisi
durumunda susturulabilir ses
ikazi olmalidir.

15.55.

A connection with a
computer must be possible
with a standard RS 232
output. All information
about the UPS should be
displayed on the
screen.

Standart RS 232 ¢ikisi ile
bilgisayar'la baglanti
kurulabilmelidir. KGK ile ilgili
tim bilgiler
izlenebilmelidir.

ekrandan

15.56.

As standard, the UPS
should automatically shut
down Novell, Windows, NT
type operating systems
when the electricity is cut
off. The software to be
provided for these
operating systems must be
graphic-based and given
free of charge.

Standart olarak UPS elektrikler
kesildiginde Novell, Windows,
NT, tipi isletim sistemlerini
otomatik kapatabilmelidir. Bu
isletim sistemleri icin verilecek
yazilm grafik tabanli olmali ve
licretsiz olarak verilmelidir

15.57.

The UPS  must be
compatible to be used with
SNMP and communication
must be made with SNMP
when required.

KGK SNMP ile kullaniimaya
uyumlu olmali ve istenildiginde
haberlesme SNMP ile
yapilabilmelidir.

15.58.

The UPS system must have
a firmware structure so
that the system must be
fully software controlled.
Future developments
should be able to be

KGK sistemi firmware yapisina
sahip olmali béylece sistem
tamami ile yazilm kontrollii
olmalidir. ileride olabilecek
gelismeler yazilm gelistirme

fonksiyonu ile ile sisteme




transferred to the system
with the software
development function and

aktarilabilmeli ve sistem

update edilebilmelidir.

the system should be
updated.

15.59. It should have automatic Otomatik ve manuel akii test
and manual battery test 6zelligi olmalidir.
feature.

15.60. The Uninterruptible Power Kesintisiz GligKaynagi OBIC ile
Supply must be able to 408C arasinda stirekli
operate continuously calisabilmeli, Calisma
between 0 °C and 40 °C, yliksekligi 1000 m'ye kadar
The working altitude must olmali  ve daha  yukar
be up to 1000 m and at seviyelerde sistem, fazla hava
higher levels the system sirkiilasyonu saglamakla
must operate with calismalidir.
excessive air
circulation.

15.61. The amount of heat the Sistemin ortama yaymakta
system emits into the oldugu ISI miktari
environment should be belirtilmelidir.
specified.

15.62. The Uninterruptible Power Kesintisiz Gli¢ Kaynadinda likit
Supply should have a front kristal display ( LCD ) yapisinda
panel in liquid crystal bir 6n panel bulunmalidir.
display (LCD)
structure.

15.63. The user should be able to Kullanici bu panodan sistemin
get information about the gidisati hakkinda bir bakista
progress of the system at a bilgi  sahibi  olabilmelidir.
glance from this panel. Sistem icin gerekli olan kontrol
Control keys and other tuslari ile diger kontrol edici
controller keys required for anahtarlar da burada yer
the system should also be almalidir.
located here.

15.64. The following status and On panelde asagidaki durum

alarm messages must be
visible on the front panel:

ve alarm mesajlari mutlaka
goriilebilmelidir:

e Yik Kesintisiz Glig
Kaynaginda




. Load is on
Uninterruptible Power

Supply
¢ Freight By-Pass also

¢ Manual By-Pass

Yiik By-Pass da
Manuel By-Pass
Acil kapatma

Akii gerilimi diisiik
Ariza kodlari

Sesli alarm ag¢ik

e  Sebeke kesik
*Emergency shutdown o Asin yiik
¢ The battery voltage is ‘ A§I,r_l ISI .
e Akd diistik
low -
e Akl yiiksek
¢ Fault codes e (ks diistik
o (ikis yiiksek
¢ Audible alarm on
e Mains cut
¢ Overload
® Excessive heat
¢ Battery low
¢ High Battery
¢ Output low
e Qutput high
15.65. In addition, the values Ayrica asadida bulunan

below should be monitored
on the LCD panel from the
measurement menu:

. Load value
in%

e Output voltage and
frequency

o Input voltage,
current, and
frequency

¢ By-pass voltage and
frequency

. Input
current

degerler élciim meniisiinden

LCD panelde izlenebilmelidir.

% olarak yiik degeri
Cikis voltaji ve frekansi
Giris voltaji, akimi ve
frekansi
By-pass
frekansi
Giris akimi
Akii voltaji, sarj desarj
akimi

Akii  kapasitesi  ve
kalan akii stiresi
Sicaklik

voltaji  ve




battery
current

time

. Battery voltage,

¢ Battery capacity and
remaining

e Temperature

discharge

battery

Product catalogue/brochure of the proposed brand/model showing detailed technical specifications of the

goods should be submitted.

Other Related services

and requirements
(based on the information
provided in Section 5b)

Compliance with requirements

Yes, we comply

No, we cannot comply
(indicate discrepancies)

Details or comments
on the related requirements

Delivery, installation and
commissioning of each
item within 90 calendar
days following the
signature of the contract

Warranty (min. 3 years) for
each item

Local Service Support

Training following
installation




