Annex 2


FORM FOR SUBMITTING SERVICE PROVIDER’S PROPOSAL[footnoteRef:2] [2:  This serves as a guide to the Service Provider in preparing the Proposal. ] 


(This Form must be submitted only using the Service Provider’s Official Letterhead/Stationery[footnoteRef:3]) [3:  Official Letterhead/Stationery must indicate contact details – addresses, email, phone and fax numbers – for verification purposes ] 



 [insert: Location].
[insert: Date]

To:	[insert: Name and Address of UNDP focal point]

Dear Sir/Madam:

[bookmark: _Hlk71635990]We, the undersigned, hereby offer to render the following services to UNDP in conformity with the requirements defined in the 495-2021-UNDP-UKR-RFP-RPP, and all of its attachments, as well as the provisions of the UNDP General Contract Terms and Conditions:

A. Qualifications of the Service Provider

The Service Provider must describe and explain how and why they are the best entity that can deliver the requirements of UNDP by indicating the following: 
• Business Licenses – Registration Papers, Tax Payment Certification, etc.
• A letter of interest/offer, which outlines previous experience in implementing similar projects and competitive advantages of the applicant company.
• At least 2 (two) examples of similar products successfully implemented and launched (to be provided in organization’s profile or in a separate document; links are acceptable).
• At least 2 (two) reference letters from previous clients/customers/partners reflecting the nature of the implemented projects, their results, and the role of the applicant
• A Letter of Conformity to the ToR Annex 1 requirement.
• Written Self-Declaration that the company is not in the UN Security Council 1267/1989 List, UN Procurement Division List or Other UN Ineligibility List.


	BRIEF COMPANY PROFILE
The Service Provider must describe and explain how and why they are the best entity that can deliver the requirements of UNDP by indicating the following:

	Full registration name
	 

	Year of foundation
	 

	Legal status 
	If Consortium, please provide written confirmation from each member

	Legal address
	 

	Actual address
	 

	Bank information
	

	VAT payer status
	 

	Contact person name
	 

	Contact person email
	 

	Contact person phone
	

	Company/Organization’s core activities
	

	Profile – describing the nature of business, field of expertise, licenses, certifications, accreditations (If any);
	Please indicate here

	Business Licenses – Registration Papers, Tax Payment Certification, etc 
	EDRPOU, ID tax number
Copies of State registration and Tax registration should be attached

	Track Record performed 
	Please indicate here the List of clients for similar services as those required by UNDP, indicating description of contract scope, contract duration, contract value, contact references; Brief description of previous products developed by the company (list);

	Certificates and Accreditation 

	Please indicate here applicable including Quality Certificates, Patent Registrations, Environmental Sustainability Certificates, etc.  

	Please provide contact details of at least 2 previous partners for reference
	Please attach the signed reference letters if any.

	Company is not in the UN Security Council 1267/1989 List, UN Procurement Division List or Other UN Ineligibility List.
	Yes/No (Please choose)

	Other relevant information
	







B. Proposed Methodology for the Completion of Services

	
The Service Provider must describe how it will address/deliver the demands of the RFP; providing a detailed description of the essential performance characteristics, reporting conditions and quality assurance mechanisms that will be put in place, while demonstrating that the proposed methodology will be appropriate to the local conditions and context of the work including:
· Proposed work plan with detailed list of key activities and vision of the establishment of a comprehensive and integral system of telemedicine services with coverage of all levels of medical care health care facilities of Donetsk oblast



C. Qualifications of Key Personnel 

If required by the RFP, the Service Provider must provide:
• CVs of all the project team members (Team Lead/Project Manager and all the engaged Experts), including information mentioned in the EXPERIENCE AND QUALIFICATION REQUIREMENTS section (references and relevant information should be provided).

D. Financial Proposal 
The Proposer is required to prepare the Financial Proposal separately from the rest of the RFP as indicated in the Instruction to Proposers.
The Financial Proposal must provide a detailed cost breakdown. Provide separate figures for each functional grouping or category.
Any estimates for cost-reimbursable items, such as travel and out-of-pocket expenses, should be listed separately.
In case of an equipment component to the service provider, the Price Schedule should include figures for both purchase and lease/rent options. UNDP reserves the option to lease/rent outright the equipment through the Contractor.
The format shown on the following pages is suggested for use as a guide in preparing the Financial Proposal. The format includes specific expenditures, which may or may not be required or applicable but are indicated to serve as examples.

Cost Breakdown per Deliverable*
The key steps and a description of the results that must be obtained in the specified time frames are listed above. The Contractor is invited to assess the complexity of work on the implementation by each of these stages and offer the customer the preferred percentage of the agreement's total proposed value.
Taking into account that purchase of services will be carried out within the project of international technical assistance Your price offers / invoices for payment must be presented without VAT.

	No.
	Activities / Costs
	Percentage of Price 
(Weight for
payment)
	Price, excluding VAT, please indicate the currency

	1
	Deliverable 1: Surveying the software implementation facility, coordination of all issues with the Beneficiary and the preparation of results of the respective assessment. Action plan for all activities of the assignment is elaborated and presented.
	
	

	2
	Deliverable 2: Installation of the comprehensive and integral system of telemedicine services.
Licenses for Medical Information System, establishing a comprehensive and integral system of telemedicine services are provided to the Customer.
	
	

	3
	Deliverable 3: Conducting a training session for the staff of the medical facilities on the operation of the comprehensive and integral system of telemedicine services.
	
	

	
	Total, excluding VAT, please indicate the currency
	100%
	


*This breakdown per deliverables shall be the basis of the payment tranches

  Cost Breakdown by Cost Component
The Proposers are requested to provide the cost breakdown for the above given prices for each deliverable based on the following format. UNDP shall use the cost breakdown for the price reasonability assessment purposes as well as the calculation of price in the event that both parties have agreed to add new deliverables to the scope of Services.
	[bookmark: _Hlk74666284]№
	Activity/Costs
	Unit
	Number
	Cost per unit, excl. VAT, indicate the currency
	Amount, excl. VAT, indicate the currency

	1
	Personnel
	
	
	
	

	1.1
	Team Leader
	month
	
	
	

	1.2
	Software Engineer/Developer
	
	
	
	

	1.3
	Senior Software Engineer/Leading developer
	
	
	
	

	1.4
	System Administrator/Information Security Specialist
	
	
	
	

	1.5
	Software Engineer/Testing Specialist
	
	
	
	

	1.6
	Other staff (as required)
	
	
	
	

	2
	Cost of implementation/ maintenance 
	
	
	
	

	2.1
	Telemedicine Software License
	unit
	
	
	

	2.2
	System warranty maintenance
	Month
	12
	
	

	3
	Administration Costs (if necessary)
	
	
	
	

	3.1
	Communication (Internet/Phone/etc.) 
	
	
	
	

	3.2
	Other (if any - to define clearly activities/costs)
	
	
	
	

	4
	Travel and Lodging
	
	
	
	

	4.1
	Travel costs 
	
	
	
	

	4.2
	Accommodation
	
	
	
	

	4.3
	Daily Allowance
	
	
	
	

	5
	Staff training sessions
	
	
	
	

	5.1
	…
	
	
	
	

	5.2
	…
	
	
	
	

	
	Total (please indicate currency)
	
	
	
	



[Name and Signature of the Service Provider’s Authorized Representative]
[Designation]
[Date]
** Dear partners!
The United Nations Office in Ukraine would like to inform you that the purchase of goods and services announced in the tender will be carried out within the project of international technical assistance.
According to the provisions of the Tax Code of Ukraine (paragraph 197.11), an exemption from VAT is provided for operations that are financed through material and technical assistance.
The procedure for obtaining the right to exemption from taxation for operations that are made within international technical assistance projects is regulated by the Decree of the Cabinet of Ministers of Ukraine No.153 dated February 15, 2002.
According to this procedure, the price of the contract is determined "without VAT" and the tax invoice is drawn up in accordance with paragraph 2 of Order No. 1307. In the left part of this invoice, the corresponding mark "X" should be made and the type of reason 12 should be indicated. At the same time in the column "Recipient” (buyer) the name of the legal entity (UN Office in Ukraine) should be indicated, and in the column "Individual tax number of the beneficiary” (buyer) should be indicated conventional TIN (taxpayer reg. No.) "200000000000".
Based on the above stated, we request that you prepare your bid proposals / invoices for payment without VAT taking into account the provisions of the Ukrainian legislation stated in the above mentioned normative acts.
If you have any additional questions, please contact the offices of the State Fiscal Service of Ukraine at the place of registration of your company for additional advice within the Article 52 of the Tax Code of Ukraine.


Annex 1 to Terms of Reference

	№
	Technical (quality) requirements to the Medical Information System, establishing a comprehensive and integral system of telemedicine services
	Compliance with the requirements (Yes / No) Indicator

	1.
	GENERAL REQUIREMENTS

	1.1
	System construction principles

	1.1.1
	· Ability to scale hardware and software as the load increases.
	· 

	1.1.2
	· One-time input and multiple uses of primary information.
	· 

	1.1.3
	· Ability to log all facts of access to information and its modification (create, edit, delete).
	· 

	1.2
	System architecture requirements

	1.2.1
	· The system architecture should be client-server, three-tier (database level, application server level, client level), must support remote operation via the Internet.
	· 

	1.2.2
	· The database server is a relational database server that contains all the data of the System.
	· 

	1.2.3
	· The application server is a server that can be used as an application server for client software. It is used to interact with the database server.
	· 

	1.2.4
	· The architecture of the System should be scalable, i.e., it should be possible by adding for example additional database servers and/or application servers without changing the system code.
	· 

	1.2.5
	· The system must have available capabilities and mechanisms for installing updates (new features, releases, bug fixes, security updates, implementation of legal requirements, etc.).
	· 

	1.2.6
	· If necessary, the system should be able to interact with external information systems.
· The system must support the ability to export/import data to related information systems (for example, using data files in .xml, .csv, .xlsx, or interface tables) and be able to exchange data with related information systems using standardized information exchange protocols.
	· 

	1.3
	Requirements for information protection in the System

	1.3.1
	The system should provide access to its data only to authorized users.
	

	1.3.2
	The System must restrict access to information following the rights configured in the System.
	

	1.3.3
	The system must log all user actions to change information. Information about the relevant actions should be detailed (with fixing the indicators of which attributes were changed to others).
	

	1.3.4
	The system must record all user actions to access personal data so that it is possible for each person whose data was accessed to obtain a detailed report on who and when viewed this information.
	

	1.3.5
	The system must have built-in mechanisms for using electronic digital keys of certified centers for the ability to sign data.
	

	1.3.6
	The algorithm defined in DSTU 4145-2002 should be used for the formation and verification of the electronic digital signature.
	

	1.3.7
	The key distribution protocol according to item 8.3 of DSTU ISO/IEC 15946 should be used for the calculation of session keys.
	

	1.3.8
	The level of data security in the system should be such as to enable the construction of a Comprehensive Information Security System (hereinafter CISS) for the System.
	

	1.3.9
	The system should be able to encrypt data stored at the central level using encryption libraries that have passed the appropriate certification of the State Special Service, which will ensure the construction of CISS without purchasing additional software/hardware.
	

	1.3.10
	Algorithms defined in DSTU 28147: 2009 should be used to encrypt information. The algorithm defined by DSTU 34.311-95 should be used to calculate the hash function.
	

	1.4
	Automated workstations requirements

	1.4.1
	Workstation - Customer Physician
· Main tasks: formation of requests for telemedicine consultation, registration of patients, addition to the request for telemedicine consultation of various medical and diagnostic information, interaction with the mobile diagnostic complex, interaction with stationary radiological diagnostic devices, communication with the consultant doctor via video/audio communication.
	

	1.4.2
	Workstation - Consulting Physician
· Main tasks: Processing requests for telemedicine counseling and forming consultant's conclusions.
	

	1.4.3
	Workstation - Patient 
· Main tasks: registration on the Portal registration, recording for a telemedicine consultation, viewing the results of telemedicine consultations, communication of the patient with the doctor via video/audio communication.
	

	1.4.4
	Workstation – Moderator
· Main tasks: management of providers and recipients of telemedicine services.
	

	1.4.5
	Workstation - Administrator 
· Main tasks: System administration and debugging.
	

	1.4.6
	The system should provide the ability to create new and modify existing automated workstations depending on customer needs.
	

	1.4.7
	The system should allow the creation of user roles by configuring various access rights to interfaces, functions (rights to create, edit, view, print reports, and forms, etc.), without additional programming.
	

	1.4.8
	The system must be able to configure individual roles and access rights for an individual user or group of users.
	

	1.5
	Requirements for ergonomics and technical aesthetics

	1.5.1
	· Users should interact with the software using a visual graphical user interface (GUI). The system interface should be clear and convenient, should not be overloaded with graphic elements, and should provide a fast display of screen forms.
	· 

	1.5.2
	· Navigation elements must be made in a user-friendly format. Means of editing information must comply with the provisions on the use of function keys, operation modes, search, use of the window system. Data input and output of the System, acceptance of control commands, display of their results must be performed in an interactive mode. The interface must meet modern requirements and provide easy access to the main functions and operations of the System.
	· 

	1.5.3
	· The interface should be focused on the use of a "mouse" type manipulator, i.e. the system should be controlled by a set of OSD menus, buttons, icons, etc. elements. Keyboard input mode should be used mainly when filling and/or editing text and numeric fields of screen forms.
	· 

	1.5.4
	· All labels, as well as messages to the user (except system messages), must be in Ukrainian.
	· 

	1.5.5
	· The system must ensure the correct handling of emergencies caused by incorrect user actions, incorrect format, or invalid input values. In these cases, the system must notify the user with an appropriate message and then return to the operating state preceding the incorrect (invalid) command or incorrect data input.
	· 

	1.5.6
	· Screen forms must meet the requirements of unification:
· - All screen forms of the user interface must be made in a single graphic design, with the same location of the main controls and navigation;
· - Use the same icons, buttons, and other controls and navigation to indicate the same type of operation. The terms used to denote standard operations (creating a new record, editing an existing one), as well as the sequence of user actions to perform them must be unified;
· - The external behavior of typical interface elements (reaction to hovering the mouse pointer, pressing a button, etc.) must be implemented in the same way for the same type of elements.
	· 

	1.6
	Documentation requirements

	1.6.1
	· Documentation must be written in Ukrainian and submitted electronically.
	· 

	1.6.2
	· The end-user documentation should include a description of each function of the System, as well as the steps that the System user must follow to use this function. End-user documentation consists of:
· -	User manual
	· 

	1.6.3
	· The description of the main functions of the System must be provided with video instructions.
	· 

	2.
	FUNCTIONAL REQUIREMENTS

	2.1
	System logical structure requirements:

	2.1.1
	· The system must provide access to different groups of its functions according to user rights.
	· 

	2.1.2
	· The system should include the following subsystems (modules): 
· Management of providers and recipients of telemedicine services
· Registration and accounting of patients 
· Telemedicine counseling
· Electronic medical card
· Medical Imaging Subsystem (PACS)
· Interaction with the mobile diagnostic complex
· Interaction with stationary radiological diagnostic devices
· Video/audio communication
· Key performance indicators
· Patient portal
· System Setting
· System Administration.
	· 

	2.2.
	· Requirements for the subsystem "Management of providers and recipients of telemedicine services"
· The subsystem should automate the management of providers and recipients of telemedicine services, in particular, the following functions:

	2.2.1
	· Setting up a list of medical facilities and consultants who can provide telemedicine consultations by specialization;
	· 

	2.2.2
	· Management of consultants' work schedules and patient service;
	· 

	2.2.3
	· Search for free consultants in the System;
	· 

	2.2.4
	· Accounting for telemedicine consultations;
	· 

	2.3.
	Requirements for the subsystem "Registration and accounting of patients"
The subsystem should automate the work of registration and accounting of patients, in particular, the following functions:

	2.3.1
	Identification of the patient in an unambiguous way, after which medical records are attached to this patient;
	

	2.3.2
	Ability to create, edit, delete "Patient Registration Card";
	

	2.3.3
	Accounting for patient contact information, including addresses, telephone numbers, and demographic data such as date of birth, time of birth, gender, and other information is stored and maintained to uniquely identify patients;
	

	2.3.4
	Display of key patient identifiers on all patient source data;
	

	2.3.5
	Execution by users of various requests to search for cards according to the key details of the patient's card;
	

	2.3.6
	Patient registration by different categories of accounting;
	

	2.4.
	Requirements for the subsystem "Telemedicine consulting"
The module is designed for synchronous and asynchronous telemedicine consultation of patients and doctors, exchange of medical data with a medical facility of the highest level of medical care, and should provide the following functions:
	

	2.4.1
	Formation of a request for telemedicine consultation following the form of primary accounting documentation № 001/tm “Request for telemedicine consultation”, approved by the order of the Ministry of Health of Ukraine dated October 19, 2015, № 681;
	

	2.4.2
	Ensuring the addition of various medical and diagnostic information to the request for telemedicine consultation in different ways:
· adding information by scanning paper documents;
· adding information using the subsystem "Electronic Medical Card";
· adding information using the medical imaging subsystem (PACS);
· adding information from mobile software and hardware systems for telemetry and telemedicine consulting.
	

	2.4.3
	Ability to communicate during telemedicine consultation via video/audio communication;
	

	2.4.4
	Accounting of telemedicine consultations is kept in the journal of accounting of telemedicine consultations in accordance with the form of primary accounting documentation № 003/tm "Journal of accounting of telemedicine consultations";
	

	2.4.5
	Formation of an opinion by the form of primary accounting documentation № 002 / tm " Medical consult", approved by the order of the Ministry of Health of Ukraine dated October 19, 2015, № 681;
	

	2.4.6
	Ensuring clear formulation of questions to consultants with the help of formalized requests for consultation, answers of doctors-consultants by means of formalized conclusions;
	

	2.5.7
	Ability to depersonalize the data sent to the consultant.
	

	2.6.
	Requirements for the subsystem "Electronic medical card"
The subsystem should provide input and review the patient medical information, fixation of an interaction between the doctor and the patient, tracking of the course of a patient’s disease, formation of various documentation based on EMC, in particular:
	

	2.6.1
	Maintaining an electronic medical card (EMC), which includes inpatient and outpatient patient records, the results of instrumental and laboratory tests, letters of appointment, etc.;
	

	2.6.2
	EMC must contain: 
1) General information about the patient, in particular:
· Unique code (identifier) of the patient
· Full Name
· Demographics
· Contacts
· The main patient documents (according to the requirements of the regulations of the Ministry of Health in the provision of medical care)
· Registration of belonging of the patient to Contingents groups, (according to requirements of regulatory documents of the Ministry of Health at the rendering of medical care)
· The main "signal" indicators (according to the requirements of regulatory documents of the Ministry of Health)
· Additional (optional) parameters
· Attributes of registration of the declaration chronology between the patient and family doctors
2) Medical patient data, in particular:
· patient immunization
· patient diagnoses
· laboratory tests
· diagnostic tests
· prescribed drugs
· referral for research
· referral for treatment
· postponed surgery
· pregnancy and childbirth
· allergic reactions list
· results of inpatient treatment and discharge epicrisis
· additional factors that affect the patient's health
· sick leaves
· other medical records.
	

	2.6.3
	· Setting up convenient templates for medical documents for doctors of any specialty. (See section 2.13 Requirements for the Setting System Subsystem;
	· 

	2.6.4
	· Security of access to EMC, taking into account the access users rights to medical information approved by the medical institution;
	· 

	2.6.5
	· Review of the patient's EMC and quick search for the necessary information in large volumes of medical documentation;
	· 

	2.6.6
	· Formation of various extracts based on EMC, such as certificates, epicrisis, their printing and storage of these documents’ copies;
	· 

	2.6.7
	· Review of the patient’s medical data: diagnoses, prescriptions, etc.;
	· 

	2.6.8
	· Ability to attach various documents to the EMC.
	· 

	2.7.
	Requirements for the Medical Imaging Subsystem (PACS)
The subsystem must configure and organize the transfer of medical images to the image archive and perform the following functions:
	

	2.7.1
	Work with the operational database of medical images;
	

	2.7.2
	Automation of the process of archiving, search and access to medical images;
	

	2.7.3
	Receiving and processing data in DICOM format from radiological devices;
	

	2.7.4
	Support for access to external and local PACS server.
	

	2.8.
	· Requirements for the subsystem "Interaction with the mobile diagnostic complex"
· The subsystem "Interaction with the mobile diagnostic complex" should provide integration with mobile software and hardware systems for telemetry and telemedicine consulting should ensure:

	2.8.1
	Transfer from mobile software and hardware complexes for telemetry and telemedicine consultation to the System in the card of telemedicine consultation of results of the patient’s examination;
	

	2.8.2
	Collection of telemetry data to assess and monitor the patient's condition to obtain information about his health, as well as control of physiological parameters of the human body by remote measurement, collection, and transmission of information on performance and physiological parameters of the patient;
	

	2.8.2
	Obtaining telemetry data conducted by means of the following types of diagnostic devices:
- electrocardiograph;
- spirograph;
- glucometer/cholesterometer;
- thermometer;
- pulse oximeter;
- blood pressure tonometer;
- stethoscope.
	

	2.8.3
	Review of the results of examinations by mobile telemedicine complexes systems with the use of the visualization systems corresponding to the executed research;
	

	2.8.4
	Accounting for mobile examination;
	

	2.8.5
	Keeping a general journal of mobile examination;
	

	2.8.6
	Maintaining a personalized archive of diagnostic results from portable diagnostic systems.
	

	2.9.
	Requirements for the subsystem "Interaction with stationary radiological diagnostic devices"
The subsystem "Interaction with stationary radiological diagnostic devices that support the DICOM format" must provide:

	2.9.1
	Ability to deploy a local PACS-server at the point of receiving telemedicine services;
	

	2.9.2
	Integration of the local PACS-server in the point of receiving telemedicine services with the telemedicine system;
	

	2.9.2
	Creating a card of instrumental examination;
	

	2.9.3
	Link the results to the Instrumental Examination card after conducting the examination and publishing them on a PACS server;
	

	2.9.4
	Ability to input examination data (CT, MRI, ultrasound, etc.) and images directly from medical equipment, edit and include them in patient's documents.
	

	2.10.
	Video/Audio Communication Module Requirements
The module "Video/audio communication" should provide video/audio conference (including multi-channel with sufficient technical resources):

	2.10.1
	Conducting video/audio conferences (including multi-channel if there are sufficient technical resources);
	

	2.10.2
	Setting the technical parameters of the video/audio communication;
	

	2.10.3
	Logging of video/audio conferencing system events;
	

	2.10.4
	Integration of video/audio conferencing system with electronic telemedicine consultation card;
	

	2.10.5
	Ability to block the user's ability to receive audio/video communication.
	

	2.11.
	Requirements for the subsystem "Key performance indicators"
The subsystem provides the formation of summary information on the main indicators of the System and its display in a convenient form:

	2.11.1
	Analysis of service activity;
	

	2.11.2
	Data entry control;
	

	2.11.3
	Visual accounting of workload and services provided;
	

	2.11.4
	Audit of work with medical documents.
	

	2.12
	Requirements for the module "Patient Portal"
The subsystem must provide the functions of the patient's account through a web-application
	

	2.12.1
	· Patient registration on the Portal;
	· 

	2.12.2
	· Registration for a telemedicine consultation;
	· 

	2.12.3
	· Providing access to the patient and reviewing the results of telemedicine consultations;
	· 

	2.12.4
	· Physician-patient communication via video/audio communication.
	· 

	2.13
	Requirements for the System Setting subsystem
This section lists the requirements that should allow users of the System to make changes to the data and functions of the System without contacting the developer:
	

	2.13.1
	The ability for users to fill in the data classifiers used for the fields of electronic cards of the System, with the type "Select from the list";
	

	2.13.2
	Ability to create additional fields for entering information on existing cards, the following types:
- text
- number
- date, time
- text with text templates
- attached files.
	

	2.13.3
	Ability to create additional types of simple cards in the System, linked to patient cards, so that users of the System can edit, delete and view new types of cards;
	

	2.13.4
	Ability to create additional types of simple cards in the System so that System users can edit, delete and view the new type of cards in the list;
	

	2.13.5
	Possibility to set specific logic for additional cards:
- checks of the values entered in the fields;
- automatic filling of some fields based on others.
	

	2.13.6
	· Ability to create additional classifiers (for use in additional card fields);
	· 

	2.13.7
	· Ability to create additional reports and to use in them all the data entered into the System, including additional fields and cards;
	· 

	2.13.8
	· Ability to configure appropriate text templates for the text fields of the System, for which the description states that they allow the selection of text from templates;
	· 

	2.13.9
	· Settings for e-cards the ability to attach files, adjust the maximum file size that can be attached to this card, and the name of the field that will be displayed to the user;
	· 

	2.13.10
	· Setting the rules of the numbering of electronic cards for which the description is given that they have numbers that are automatically generated for each card separately:
· - number template - specify prefixes and suffixes of numbers, separate for each entity in which they are registered, or the same for all institutions;
· - indicator from which to start numbering at the start of the system
· - in case of deleting a card with an automatically assigned number, automatically keep records of missed numbers and allow them to be reused.
	· 

	2.14
	Requirements for the subsystem "System Administration"

	2.14.1
	· The system must allow the following actions to work with the information of system users:
· - create/delete user, edit his data;
· - block the user's access to the System.
	· 

	2.14.2
	· The system must allow the following actions to work with user passwords:
· - creating a primary password;
· - password change
	· 

	2.14.3
	· The system should allow the creation of user roles, combining different access rights to the functions of the System (rights to edit, view certain cards of the System, perform certain functions, print reports and forms)
	· 

	2.14.4
	· The system must allow you to manage access rights to its functions by assigning roles to specific users (the same user can have multiple roles).
	· 

	2.14.5
	· The system should allow users to be divided according to the institutions in which they work, and accordingly, give each user the right to access only the data of his institution.
	· 

	2.14.6
	· The System should allow the System Administrator to view the following logs:
· - history log on user login, data viewing, reporting, user logging;
· - log of errors and unforeseen program stops;
· - log of creating / editing / deleting electronic cards.
	· 

	2.14.7
	· The system must allow the user to be identified by an electronic digital key.
	· 

	3
	RELIABILITY REQUIREMENTS

	3.1
	· The system must ensure uninterrupted operation of subsystems, with planned technical breaks within the regulated procedures defined by the Customer;
	· 

	3.2
	· The resilience of the System to failures should be ensured by a set of technical and methodological measures, including redundancy of hardware and software, use of uninterruptible power supplies, organization of backup components of the System; backing up information;
	· 

	3.3
	· It should be possible to back up a database of medical information with a frequency that meets the customer's reliability requirements.
	· 

	4
	SYSTEM SUPPLY CONDITIONS AND OTHER REQUIREMENTS

	4.1
	· Transfer of software products on information/digital mediums;
	· 

	4.2
	Installing the software (server-side telemedicine systems and customer crypto-product) in the information and telecommunication systems with built CISS;
	

	4.3
	Software warranty support for 12 months from the date of its transfer.
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