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1. Background

In light of the COVID-19 outbreak and its far-reaching impact, all governments are embracing measures to efficiently cope with impact of the pandemic. Due to the social distancing measures and travel restrictions imposed by the Government of Montenegro, both citizens and businesses are experiencing difficulties in accessing public services and receiving timely information regarding their requests. The crisis emphasized the importance of technology, but also the pivotal role of an effective, inclusive and accountable Government. The Ministry of Public Administration, Digital Society and Media has therefore urged to deploy effective digital technologies and electronic services to facilitate access to vital public services. 

The EU-funded project “E-services and digital infrastructure as COVID-19 response measure”, implemented by UNDP together with the Ministry of Public Administration, Digital Society and Media (MPADSM) is complementing the activities undertaken by the Government in view of contributing to the citizens’ wellbeing, economic development and growth as well as country’s capacities for the EU accession process.  More specifically, the proposed action will be focused on the citizen-centered service delivery in area of Healthcare.

The EU has legally regulated the processes for issuing and validating EU digital COVID certificates with the aim of facilitating free movement within the EU through REGULATION (EU) 2021/953 on the framework for issuing EU digital COVID certificates. The EU digital COVID certificate includes certificates of vaccination, testing and recovery from Covid-19. It serves as a tool to enable the gradual lifting of travel restrictions and the restoration of safe free movement within the EU and as such can contribute to the overall economic recovery of the project Member States.
 
The EU digital COVID certificate is not a prerequisite for travel (such as a visa), nor a travel document (such as a passport), but aims to facilitate travel. Therefore, no additional travel restrictions such as testing or quarantine should be imposed on EU digital COVID certification holders, unless they are necessary and proportionate to protect public health.
 
EU Member States may use the certificate for other purposes, such as easier access to certain cultural events, catering establishments, etc., if they provide for such use in their national laws. The EU digital COVID certificate is available to citizens free of charge, in digital and paper format, is secure and contains a digitally signed QR code.

The EU system is currently in use in all EU and EEA countries. Also Switzerland is participating to the system. However, also other countries may join the infrastructure after the adoption by the Member States of an implementing act (a so called equivalence decision). Such equivalence decisions are country-specific.
An equivalence decision establishes that COVID-19 certificates issued by a third country in accordance with standards and technological systems that are interoperable with the trust framework for the EU Digital COVID Certificate and that allow for the verification of the authenticity, validity and integrity of the certificate, and which contain the data set out in the Annex to the Regulation (EU) 2021/953 are to be considered as equivalent to certificates issued by Member States in accordance with the EU Digital COVID Certificates Regulation, for the purpose of facilitating the holders’ exercise of their right to free movement within the Union.



2. Duties and Responsibilities:

Objectives of the assignment:  

The objective of this assignment is to develop Montenegro “EU Digital COVID certificate” platform that will be fully certified and interoperable with existing EU system, (According to the EU procedure described in the third country requirements available on the European Commission's website: https://ec.europa.eu/health/ehealth/covid-19_en
), through these interlinked group of activities:

1) System architecture planning and development of technical specifications
2) Development of national backend code
3) Development of a web application for creating and issuing certificates
4) Development of a mobile application for verification of EU covid certificates (Andorid and iOs)
5) Development of a Wallet application
6) Fulfilment of procedures for joining the EU system - testing and production
7) Development of user documentation and training for the use
8) Warranty/technical support


Job content:  

1) System architecture planning and development of technical specifications

- analysis of existing data sources, hardware and network infrastructure
- development of detailed technical specifications of future software solution

2) Development of national backend code

This part of the system enables the generation of certificates and the exchange of information between EU countries and other countries participating in the EU Covid Certificate system. The necessary process and activities include the exchange of rules prescribed by states.

- On the side of the Montenegro Health Fund, provide (create, if they do not exist) web services that return up-to-date information on the vaccine, test or recovery for the citizen, depending on the parameter that has been forwarded.

- On the side of the Montenegro Health Fund, provide (create, if they do not exist) functionalities that enable private health institutions/labs systems to connect to Montenegro Health Fund to upload/export/insert their data/information on the vaccine, test or recovery for the citizen, depending on the parameter that has been forwarded.

- Develop all necessary according to the EU procedure described in the third country requirements available on the European Commission's website: https://ec.europa.eu/health/ehealth/covid-19_en
the code needs to be verified on the EU test platform, then on the EU platform for official registration, and finally on the EU production platform.

3) Development of a web application for creating and issuing certificates

- The existing eHealth portal, in addition to other e-services, offers an option in the main menu for issuing the National Covid certificate, which is already officially used in the territory of Montenegro. It is necessary to create an option on the existing portal in the main menu to access the launch of requests for "EU Covid certification", and all the necessary backend code that will execute / redirect the process to the web application for creating and issuing certificates
- Development of a web application that for a given / forwarded JMBG (or some other key that is defined and exists in the system) to check the existence of data and generate the appropriate EU covid certificate. It includes design and development of web application with an admin panel that will allow for full administration of users that would access the system as well as tracking on their activities. 

4)  Development of a mobile application for verification of EU covid certificates (Andorid and iOs)
- Development of a mobile application for verification of EU covid certificates. 
This application should allow the competent authorities in Montenegro to check persons entering the country (or for any other defined purpose), whether they meet the defined rules, by reading their QR code.
- The application should have an admin panel which will enable users to control and access rights.

5) Development of a Wallet application
- Development of applications in which all patients with Covid medical records in Montenegro Health fund (citizens or foreigners), can save the generated certificate and her/his QR code.
- Connect Wallet to the certificate verification application (from activity 4). 

6) Fulfilment of procedures for joining the EU system - testing and production

-Developed EU Covid Certificate platform in Montenegro must be succesfully joined to existing EU, so vendor should support Ministry of Health in that process and ensure that all technical requirements based on guidelines and recommendations for Third countries under this link : https://ec.europa.eu/health/ehealth/covid-19_en are satisfied and support the joining process until fully successful.

7) Development of user documentation and training for the use
- create detailed report on final solution and features for all user groups
- train up to 10 users/administrators from goverment institutions involved 
- train up to 5 members of IT teams from govermentt institutions involved, to be capable to maintain the developed systems.

8) Warranty/technical support

- As part of the project, the vendor should provide full technical support 6 months from the signing of the handover of the System, and perform the necessary staff training for the Ministry of Health and Health Fund to enable them to fully take over the administration and maintenance.

The expected results:  
Under the supervision of the UNDP Programme Manager, the company is expected to deliver the following results:

· Web application and mobile applications containing above mentioned functionalities. Web Application must be developed using modern multitier service-oriented approach with front end available through the standard web browser, utilizing responsive HTML5/CSS, JavaScript and other modern front-end technologies. 
· Source code of the above-mentioned web application and mobile application with technical documentation
· Presentation of the installed application and its functionalities
· Report on conducted trainings and user manuals

3. Timing and reporting
Expected contract duration is in the period 30 September 2021 – 10 December 2021. The company will be responsible for written regular reporting to the UNDP Programme Manager and available for ad-hoc and regular meetings as needed.



 UNDP in Montenegro promotes sustainable development, which is economically viable, socially inclusive and environmentally friendly 
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