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TERMS OF REFERENCE
Ref#: Enter Ref #
	Name of service:
	Study on experience of the EU and some countries on development legal framework and legal implementation on protection of personal data and recommendations for Viet Nam

	Project:
	The EU Justice and Legal Empowerment Program in Vietnam (EU JULE)

	Consultancy:
	International consultant 

	Reporting to:
	The Governance and Participation Unit of UNDP

	Duty Station:
	Home-based 
	Travel Required:
	No

	Duration of Assignment:
	12 working days from January 2022 to March 2022
	Start Date:
	1/3/2022
	End Date:
	4/15/2022


BACKGROUND & PROJECT DESCRIPTION

[bookmark: _Hlk479675574]In the context of rapid changes in science and technology, which not only are bringing many opportunities but also posing many challenges across most economic and social fields. To actively prepare and participate in the fourth Industrial Revolution, Vietnam has issued policies for improvement institutions, including laws and policies on building and protection of data of government, agencies as well as personal data.  
Vietnam is now an open market for development of cyber environment with increasing number of internet users especially young people. Vietnam has 64 million people using internet, accounting for 66% of the total population, of which many of them are disadvantage groups including children, youth, the elderly, those living in mountainous and remote areas, etc. It implies high risk of abusing personal data for different purposes (even illegal ones) that the data owners are not aware of. 
Currently, the legal documents of Viet Nam on protection of personal data have some limitations such as: definition of personal data protection is not consistent among the relevant legal documents, principles and acts related to personal data protection were not fully regulated by law; the rights and obligations of the subjects in personal data protection were insufficiently clear. In addition, legal provisions on the protection of personal data are still scattered in some specialized laws and sub-law documents with the inconsistence, leading to difficulty in law enforcement. Thus, there is urgency of having legal framework specifically on the protection of personal data.
The EU’s policies on personal data protection have a lot of progressive content that other countries could learn. The EU’s position on defining the rights to privacy as a basic human right has been established before World War II. Serious violations of human rights, particularly the rights to private life during the war became the impetus for this important right to be formalized in the European Convention on Human Rights – ECHR and the Charter on Fundamental Rights. The Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals with regard to the processing of personal data and on the free movement of such data further improved the legal framework of the recognition of the privacy rights and the protection of personal data, particularly in the current context of digitalization.  
In this context, a comprehensively theoretical and practical research on protection of personal data basis on studying international standards and good experience and practices from other countries, in particular EU countries, is meaningful to provide policy recommendations for improving the Vietnamese law on protection of personal data.

The EU Justice and Legal Empowerment Programme (EU JULE), implemented by UNDP and UNICEF together with relevant State agencies, is designed to strengthen the rule of law through a more reliable, trusted and better accessed justice system, and specifically to increase access to justice for women, children and those groups which face the greatest obstacles in using the justice system to invoke their rights, including ethnic minorities and poor people. The objectives of the programme are to be achieved through a number of interventions, including increased public awareness and understanding of rights and how to invoke those rights according to principles enshrined in Vietnamese law, mechanisms and procedures for how to use the law, and options for seeking legal advice, assistance and representation. Under the EU JULE project, one of the key results is to improve enabling legislative and regulatory framework for legal empowerment and access to justice for local people. Having a legal framework on protection of personal data is one of key interventions to achieve the set results.
Under the EU Justice and Legal Empowerment Programme (EU JULE), UNDP commissions an international consultant to support Institute of Legal Science (ILS) of Ministry of Justice to conduct a study on experience of the EU and some countries on development legal framework and legal implementation on protection of personal data, and policy recommendations for Viet Nam in this field. 
Objective
The key objectives of the assignment are:
· To review and analyze current policies and laws of Viet Nam on protection of personal data basis of comparison with general standards, recommendations and international experience on this area, particularly in the context of digitalization; and to define advantages, limitations and challenges of personal data protection.
· To study the General Data Protection Regulation (GDPR) in EU and 05 other countries, tentatively 02 EU member states and 02 Asian countries and 01 country in another region that have a separated law on protection of personal data as well as have made adequate adjustment to meet the goals set by the GDPR for member countries
· Make comparison of legislation on personal data protection among EU, other countries and Viet Nam in development and enforcement law in this area.
· To identify the key recommendations on development and improvement Vietnamese law on protection of personal data, particularly in the context of digitalization and the Internet development.  
SCOPE OF WORK 
The selected international consultant is expected to work closely with a consultant team consisting of 02 national consultants (one team leader and one team member hired by MOJ ILS) to produce a study report in both English and Vietnamese of maximum 40 pages, excluding annexes, which comprises of: 
· An executive summary report describing the study objectives, methodologies, and main findings in English  
· Full report includes research context, scope of work and research methodologies; (1) international standards, international recommendations on the protection of personal data, particularly in the context of digitalization and internet development; (2) Analyze the legal framework and policies of Viet Nam on protection of personal data basis of comparison with international standards, recommendations and experience as well as identify advantages, limitations and challenges of personal data protection; (3) the legislation of the EU and some countries on the protection of personal data, analysis of factors to make reference for Viet Nam; (4) recommendations on development of laws on protection of personal data

The International consultant perform following tasks: 
	No.
	Tasks
	Number of working days

	1
	Provide inputs and comments on the draft report outline drafted by national consultants; discuss with the national consultants and propose criteria in selecting countries for comparison study, share with ILS and UNDP.
	1

	2
	Analyze international standards and recommendations on protection of personal data, in particular protection of personal data in the context of digitalization; share with national consultants, ILS and UNDP.
	2

	3
	Analyze GDPR and its application in practice; analyze experience of the EU and 05 selected countries on protection of personal data; identify key factors that can be recommended for Viet Nam.
	5

	4
	Provide inputs/comments to the draft reports developed by the national consultants. 
	1

	5
	Attend and deliver a presentation on international experience and experience of 05 other countries on protection of personal data at technical meetings and one consultation workshop (virtually)
	1

	6
	Edit and proofread English for the final versions of the full and summary reports
	2

	Total of working days
	12


Deliverables & Implementation Timeline
Deliverables and implementation timeline below is for both assignments:

	No
	Deliverable
	Target due date

	1
	An analysis of international standards and recommendations on protection of personal data, in particular protection of personal data in the context of digitalization is submitted
An analysis of GDPR and its application in practice and experience of the EU and 05 selected countries on protection of personal data, identifying key factors that can be recommended for Viet Nam is submitted 
	28, February 2022

	2
	A presentation on international experience and experience of 05 selected countries on protection of personal data is delivered at half day technical meeting and one consultation workshop (virtually)
	April 2022

	3
	Final executive summary and report in English are proofread
	by 30 June 2022


Duration of Assignment, Duty Station & Expected Places of Travel
Estimated number of working days: from 1/17/2022 to 6/30/2022. 
Duty station: Home-based.    
Expected places of travel: None
PROVISION OF MONITORING & PROGRESS CONTROL
International consultant shall work collaboratively on this assignment, under monitoring of the Program Officer in charge in the UNDP Governance and Participation Unit and ILS, and work together with the national consultant team (including one team leader and one team member) to deliver final products as described in Section IV above. 
ADMINistrative SUPPORT & REFERENCE DOCUMENTS
Administrative Support
UNDP will collaborate with ILS to invite relevant stakeholders to the technical meetings and consultation workshop
DEGREE OF EXPERTISE & QUALIFICATIONS
[bookmark: _Hlk81319155]UNDP selects 02 (two) consultants in consultation with ILS, MOJ, with the following expected qualifications:
[bookmark: _Hlk81319266][bookmark: _Hlk82793218]
	Qualifications
	Advanced university degree in law.

	Relevant Professional Experience
	A minimum of 15 years working experience in the field of law; proven experience and knowledge on international standards on protection of personal data and human rights. 

	Other Competencies
	Proven excellent knowledge of protection of personal data of EU (GDPR) and other countries.
Excellent in research writing and data analyzing skills in the legal field. 
Knowledge and experience working with Vietnamese agencies and stakeholders on similar topics would be an asset.

	Language Requirements
	Excellent technical advice writing skill in English; Proven track record of conducting research and analysis. A sample of a report or document written in English is required



Copy right and intellectual property rights:  All outputs produced in this action shall remain the property of UNDP and ILS who shall have exclusive rights over their use. The consultants may not use, reproduce such works without prior consent from UNDP and ILS.
PAYMENT TERMS

No.	Deliverables as indicated in Section VI	Due Date 	Payment Amount
1	Deliverable 1 indicated in section IV 	31 January 2022	40%
2	Deliverable 2 and 3 indicated in section IV 	15 April 2022	60%

Consultant Presence Required on Duty  
	☒ NONE
	☐ PARTIAL
	☐ INTERMITTENT
	☐ FULL-TIME


.
Evaluation Criteria

	No.
	Requirement
	Points

	1
	Advanced university degree in law
	100

	2
	A minimum of 15 years working experience in the field of law 
Proven experience and knowledge on international standards on protection of personal data and human rights
	200
100

	3
	Proven excellent knowledge of protection of personal data of EU (GDPR) and other countries
Excellent in research writing and data analyzing skills in the legal field 
Proven track record of conducting research and analysis, a sample is required.
	200

100
100

	4
	Knowledge and experience working with Vietnamese agencies and stakeholders on similar topics would be an asset
	100

	6
	Excellent technical advice writing skill in English. A sample of a report or document written in English is required
	100

	
	Total
	1,000



Criteria for Evaluation of Proposal
Offers will be evaluated according to the Combined Scoring method – where the educational background and experience on similar assignments will be weighted at 70% and the financial proposal will weigh at 30% of the total scoring. 
The applicant receiving the Highest Combined Score and meeting other requirements in the Procurement Notice will be awarded the contract.
Documents for Submission
Applicants will be expected to include the following along with their application:
Core Documents
Letter of Confirmation of Interest and Availability using the template provided by UNDP. 
Current and complete CVs in English. 
Financial offer using the standard UNDP template.
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